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1. Presentation of the AI4AREALNET
concept (15min)

2. Presentation of the project use
cases (30min)

Outline Of the e Power grid (RTE, TenneT)
- e Railway (SBB, DB)
WEbInar  Air Traffic Management (NAV)

3. Q&A and feedback (30min)
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What are our objectives? >©\

Develop the next generation of decision-making methods

Al-assisted Sy Autonomous

human control

human-Al Al
co-learning

INCREASE RESILIENCE, SAFETY, AND SECURITY OF CRITICAL INFRASTRUCTURES

g = @
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Project concept

CORE R&D VALIDATION & Al COMMUNITY ENGAGEMENT
Design of Al-based Decision System Digital Environments Use Cases-based Impact Assessment

KNOWLEDGE ASSISTED Al FULL HUMAN CONTROL All use cases formulated in a unified .
sequential decision problem Q Algorithm-centred
. expert knowledge recommendation, anticipation, ﬂ = ggalay\?ilglgcr:%rpputatlonal
 hentistics ):> A . forecasts, & explainability @) el Sster]
. Physical equations (5-E20 'i' > N y
. RL solution refinement o Cognitive load level & attention level 0 ®)
2 O Human-centred
g () evaluation [utility
SCALBLERL CO-LEARNING N 'k 8 (O and effectiveness
() for end-users]
Distributed Hierrchical #
- & If-] e i
. Erenea B2y Advcesreeanace Q TR
&, e , |
% =@ &0 — RegUIatlon
=9||¥— & compliance
(1) =@ =
TRANSPARENT Al FULL AI-BASED CONTROL 000
. Explainable policies P = design safety rules & control @
. Al agent behavioral analysis  Y5-Ese in “safety mode” O Economics
. Model uncertainty ) 22} 4 - Environment = F{ﬂ

. Automation transparency (HMI) Self-learning (critical networks)
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Focus on critical infrastructures

AIR TRAFFIC
NETWORK

%z" ooo,
P network use pushed O
N to capacity limit °
2 pacity limits %
3 s
f? cyber-physical system o
°¢ anticipation z.
S sustainability & sequential decisions ?Q
T - -
é,: resilience (un-)planned events %
o multi-agent multi-scale =

& cooperation

NP1 \RY| 3@l (European, local,

temporal)

safety & robustness

graph representation

ELECTRICITY RAILWAY
NETWORK explainability & transparency NETWORK

trust
human-centered

Al-friendly simulators

Al Feature®
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What are our expected outputs & ambitions?

Recommendations
for policymakers

New supervised
and reinforcement
learning methods

Improvements in
the Al-friendly
digital
environments

Validated Al-human

interactions

Support energy transition & increase
resilience to natural and man-made

Solutions to hazards

increase Al
trustworthiness

Provide more flexibility and operational
reliability to maximize the capacity of the
current infrastructures

Cost and benefits
guantification

Facilitate continuing growth of air traffic
demand while maintaining a high level of
safety

AlY >e\

REALNET

aidrealnet.eu ‘ @@


http://www.enershare.eu/
http://www.enershare.eu/

How do we plan to achieve it?

Analyse and

draw on existing
Al-friendly open
digital
environments

Mar/2025
(1st release)

Q p
o&lir®
© b

Develop a
conceptual
framework for
critical
infrastructures

Sept/2024

Develop
knowledge-
assisted Al,

hierarchical and
distributed RL &
transparent,
explainable Al

May/2024
Position

paper

AlY >$\

REALNET

Validate in 6
uses cases
driven by
industry
requirements

Sept/2024

aidrealnet.eu

Focus on critical

challenges and

tasks of network
operators

Attend to goals
such as
decarbonisation,
digitalisation,
and resilience to
disturbances

Contribute to
cost-benefit and
regulatory
analysis
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Consortium >©\

LIST OF PARTICIPANTS

LiU

/A

NETHERLANDS
UVA -« TUD * TnT

|

FRANCE
IRTSX « RTE

[ SWEDEN

Ko

e Coordinated by INESC TEC
\

AUSTRIA
EAI

Start: Oct 2023
End: Mar 2027
Budget: “6 M€

ITALY
POLIMI

PORTUGAL SWITZERLAND
INESC TEC « NAV ZHAW + FHNW -« SBB * FLATLAND
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Example of expected outcomes
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Al-friendly digital environments

vy =

Grid20p Flatland

Single (will be extended to multi-

Single or multi-agent? Multi-agent
8 8 agent) 8
. . Discrete & continuous Discrete & continuous
Observation space: type & (size) . .
(large, > 4000 dimensions) (large)
Competitive or collaborative Collaborative
Sequential or episodic? Sequential
Stochastic or deterministic .
. Stochastic
environment?
Static or dynamic environment? Static
Discrete or continuous action Mixed (discrete and continuous .
. . Discrete
space or mixed? actions)

Large (> 65,000 different discrete

Size of action space . . .
P actions & 200 continuous actions)

Small (5 actions currently)

System represented as a graph? Yes
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BlueSky
Both

Continuous
(large)

Both

Deterministic (stochastic
elements are possible)

Dynamic

Mixed (discrete and continuous
actions)

Large

No
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Al building blocks

knowledge-assisted Al: the goal is to use effectively re-use
existing tasks knowledge rather than re-inventing the wheel

using tabula rasa learning MapCrop®® 5= (5 2 S s s
) ) InitiaI"Vallue; F_u;ction ; e = S ‘ Agent State \
o Example: coarse value-iteration Pror b ~
can initialize DQN to learn £ D— =i
data-efficiently |Cor
“_thetwork Input J J
Hierarchical RL Distributed RL
observation

( [}
Observation, (@’
IS
Observation, (@’ Action
/=
D0y y
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Performance

Safety while learning )@.\

We may want to be safe during the learning phase

300 =———E——_—_—_E—E e e m—— 300 mEm_—-—_EE_-E_E ST E =
200 - 200 -
100 ~ § 100
5
* &
01 o e e N N S
1004 DANGER!! 1004 DANGER!!
0 10 20 30 40 0 10 20 30 40
Policy updates Policy updates
Non-safe learning Safe learning (monotonic improvement)
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Designing for transparency in complex systems

sl

Work Domain

Laws (of physics)
Principles
Dynamics (of processes)

Goals gtont(int Algorithms

Skills ructure Processes

Preferences Form Logic
(ERmn—— y g |

Machine

Human Interface

Zou, Y., Borst, C. (2023). Investigating transparency needs for
supervising unmanned air traffic management systems. SESAR
Innovation Days, 1-9. https://doi.org/10.61009/S1D.2023.1.15
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What is the machine’s intent, solution and its
achieved result (e.g., KPIs)?

user-centered approaches, e.g., Situation
Awareness-based Transparency (SAT) model

What physical and intentional constraints
govern the machine’s solution(s)?

ecology-centered approaches, e.g., Ecological
Interface Design (EID)

How does the machine explore the solution
space? What does and doesn’t it consider?

model-centered approaches, e.g., reward
decomposition, search trees, decision trees, ...


http://www.enershare.eu/
http://www.enershare.eu/

To conclude
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How to provide feedback to the use cases? }@.\

 How would you improve the description of the
use case’?

 How would you improve the scenarios of the
use case?

 How would you improve the consideration of Answer this survey:
the role of human operators?

https://survey.inesctec.pt/i
ndex.php/946661?lang=en

 Which threats, concerns, and vulnerabilities do
you detect or are missing for this use case?

e Are you aware of standardisation initiatives or
standards relevant to these use cases?

* Which requirement would you add to the use
cases?
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What are our contacts?

iy AI4REALNET - Al for REAL-world NETwork operation

Al
REALNET
& hiy ordis.europa.eu/proj

@ A I 4 R EA L N ET P roj e Ct Overview Repositories 1 Projects Packages People

README . md

@AI4REALNET

AIAREALNET
® AlY >$\
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https://ai4realnet.eu

ai4rea|net@inesctec.pt AI4REALNET - Al for REAL-world NETwork operation

General Description

The scope of AI4REALNET covers the perspective of Al-based solutions addressing critical systems (electricity, railway, and air traffic
. management) modelled by networks that can be simulated, and are traditionally operated by humans, and where Al systems
g I t h u b . Co m/A I 4 R EA L N ET complement and augment human abilities. It has two main strategic goals: 1) to develop the next generation of decision-making
methods powered by supervised and reinforcement learning, which aim at trustworthiness in Al-assisted human control with augmented
cognition, hybrid human-Al co-learning and autonomous Al, with the resilience, safety, and security of critical infrastructures as core

0600

requirements, and 2) to boost the development and validation of novel Al algorithms, by the consortium and Al community, through
existing open-source digital environments capable of emulating realistic scenarios of physical systems operation and human decision-
making.
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Next webinar }@-\

Distributed and Hierarchical Reinforcement Learning

24t of April, 12h00 CET
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Funded by the European Union. Views and opinions expressed are however those of the
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