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Welcome!

• Knowledge assisted AI for Real-World Network Infrastructure
• Presenters:

• Milad Leyli-Abadi
• Joost Ellerbroek
• Herke van Hoof

• Organization:
• Bianca Silva
• Milad Leyli-Abadi
• Herke van Hoof
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Welcome!

Knowledge-assisted AI Decision making Real-world infrastructure networks
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Welcome!

• Today’s schedule: 
• Introduction
• Decision making in AI4REALNET
• Knowledge-assisted AI: Definition, overview, and state-of-the-art
• Case study: Air traffic control
• Case study: Power network control
• Questions & Discussion
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Knowledge assisted AI in AI4REALNET

Context and usecases
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AI4REALNET project objectives and scope

 Develop next generation of decision-making methods 
powered by supervised and reinforcement learning for 
critical infrastructures

 Ensure trustworthiness in 

 AI-assisted human control 

 Human-AI co-learning

 Autonomous AI

 Boost the development and validation of novel AI 
algorithms via 3 existing open-source AI-friendly digital 
environments 

Presenter
Presentation Notes
The AI4REALNET project is an European project within the framework of the Horizon Europe research and innovation program, and launched in September 2024 for a duration of 42 months. The aim of the project is to create a multidisciplinary approach combining emerging AI algorithms, open-source digital environments and socio-technical design of AI-based decision systems (where human has centeral role in this project) by considering the interaction between human operators  and AI agents.To ensure the robustness, we have identified a set of KPI for each industrial domain and corresponding usecases based on assessment list of trustworthy AI (ALTAI) and also AI ACT. They should also consider the interaction mode between human and AI agent.
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Project use cases: focus on critical infrastructures

Presenter
Presentation Notes
We have identified 6 usecases in this project with collaboration of external stakeholders and network operators supported by R&D partners. For each industrial domain, we have a set of different expectation in terms of interaction mode that could be existing between human and AI
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AI4REALNET conceptual framework

Example: Human-AI co-learning
 The AI4REALNET conceptual framework defined 

based on an interdisciplinary approach by 
integrating diverse fields, such as psychology
and cognitive engineering, with AI

 Four layers addressing 

 Decision environment and context

 Human agent decision making

 AI agent decision making

 Trustworthiness assessment

Presenter
Presentation Notes
We have also already defined a conceptual framwork for the whole decision making process in the project. Here, I have shown an instantiation of the framework for human-AI co-learning scenario. It is composed of three main parts. The decision environment where we have the context in which a decision should be made alongside the decision characteristics,Once an event occur, the AI4REALNET system should take a decision to ensure the stability of critical networks for example. This decision could be the results of a cooperative work between human operator and AI-based agent and their interaction. They can learn from each other in this specific scenario, AI could provide some recommendations and Human agent could give some feedbacks for AI agent to be improved. Finally, once a decision is made, it should be evaluated through a set of trustworthy KPIs and validated by a regulatory agent. In this webinar, the objective as also mentioned by Herke earlier is to consider the AI-agent as a form of AI algorithm augmented by knowledge. This knowledge could be for example physical equations, logic rules, etc. Digital environments provide the information concerning the decision contextDecision making is based on collaboration between AI and human agentsHuman in full controlHuman-AI co-learningAutonomous AIThe decisions should be conform to the regulations and trustworthiness KPIs
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Characteristics of critical infrastructure domains that 
make KAI important

• Complexity:
• Real-world dynamics often involve non-linear behaviors and rare events 
→ Data alone might not capture these dynamics and prior knowledge consideration is crucial

• Data scarcity: 
• History data may be incomplete and noisy and might not fully represent future scenarios 
→ It makes domain knowledge consideration crucial 

• Regulatory and safety requirements: 
• Regulations and safety standards demand systems to align with predefined rules and guidelines
→ Knowledge-assisted AI can ensure compliance and simplify audits

• Need for Interpretability: 
 Operators and stakeholders must trust AI decisions, which necessitates explainability
→ Explicit knowledge makes it easier to trace and justify AI actions

Presenter
Presentation Notes
Complexity : As an example in a power grid use case, changing the way that the substations (nodes) are interconnected in a specific zone could have some non-linear impacts on other regions of the network, and without considering some prior knowledge, it would be very complicated.Data scarcity: That could inject some uncertainty in decision making and the addition of prior knowledge may help to reduce this uncertainty. 
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Definition, overview, and SOTA
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Definition

• Knowledge assisted AI in AI4REALNET
“[d]evelop AI technologies that can leverage the strength of both classical planning or 
optimisation heuristics, as well as ML techniques.”

• Informed Machine Learning [von Rueden et al., 2021]

"learning from […] data and prior knowledge. The prior knowledge comes from an independent 
source, is given by formal representations, and is explicitly integrated into the machine learning 
pipeline"

• Neural-symbolic or hybrid systems [van Harmelen & ten Teije, 2019; Yu et al., 2023; Sarker et al., 2021]

Various architectures for combining learning and reasoning or symbolic systems, including 
deliberative components inside a learning system

http://www.enershare.eu/
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Overview

Von Rueden et al., 2021
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State of the art

• Increasing body of work in informed machine learning and neural-symbolic AI
• Most of this work in supervised learning (regression, classification)
• Infrastructure control requires decision making, e.g.: reinforcement learning
• Less work available – topic of today

http://www.enershare.eu/
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State of the art

• Knowledge assisted methods for reinforcement learning fall predominantly in 
four categories: 

• Prior information about the desired system behavior
• Prior information desired system states
• Symbolic components within (neural network) models
• High-level symbolic planning with low-level (neuronal) learning

• Alternative: Decision making based on informed prediction methods 

http://www.enershare.eu/
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State of the art: Information about policy

• Policy is a rule or (learned) function that decides which 
actions to take in which situation

• Learned policy bad at first: also generating data using a 
prior policy, speeds up learning (Zhao et al., 2020, 2022).

• Alternatively, encourage learned policy to be close to a 
known guiding policy (Dai et al., 2022)

• Use knowledge to exclude actions known to be bad or 
dangerous: shielding (e.g.: Al-Shiekh et al., 2018).

• Use information about the functional form of the policy, 
such as (geometric) invariances (van der Pol et al., 2020).

Figure: Al-Shiekh et al., 2018

Figure: Zhao et al., 2020

http://www.enershare.eu/
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State of the art: Information about value

• Value function represent whether system state is good 
or bad, helpful to evaluate actions

• Initially values bad when learning from scratch, 
instead refine a coarse value function obtained from 
optimizing an approximation (Wöhlke et al., 2022).

• Alternatively, shape reward function using knowledge 
or assumptions about the problem (Xie et al., 2024)

• Specify rewards using human feedback or preferences 
(e.g. Christiano et al., 2017)

Figure: Christiano et al., 2017

Figure: Xie et al., 2024

http://www.enershare.eu/
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State of the art: Symbolic components

• Often, general-purpose architecture (e.g.: neural 
network) trained as value function or policy

• Instead, include symbolic components (e.g., 
reasoning engine, optimizer, planner) into such 
architectures

• E.g. learn to extract symbolic representation, 
further processed by symbolic system (Garnelo 
et al., 2016, Garcez et al., 2018).

• Or generalize using known symbolic relations 
between inputs (Höpner et al., 2022).

Figure: Garnelo et al., 2016

http://www.enershare.eu/
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State of the art: Hierarchical

• Data-driven methods excel at processing large-
volume sensory data, while planning or reasoning 
usually takes place at a more abstract level

• Use planning vs. learning components in different 
layers of decision hierarchy (e.g. Araki et al., 2021)

• Feed high-level task description into decision 
making architecture (e.g. Vaezipoor et al., 2021)

• Learn symbolic policies on top of pre-trained 
sensory-motor skills (e.g., Mitchener et al., 2022)

Figure: Vaezipoor et al., 2021
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Types of knowledge in assisted RL methods

Von Rueden et al., 2021

e.g. Araki et al., 2021, Vaezipoor et al., 2021.

e.g. Van der Pol et al., 2020

e.g. Höpner et al., 2022

e.g. Christiano et al., 2017

Critical in model based reinforcement learning (Moerland et al., 2023)

Critical in model based reinforcement learning (Moerland et al., 2023)

Critical in model based reinforcement learning (Moerland et al., 2023)

Critical in model based reinforcement learning (Moerland et al., 2023)
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Knowledge integration in assisted RL methods

• By far most discussed methods 
constrain the hypothesis set

• Some exceptions:
• Mitchener et al. (2022), describe a 

system that tunes symbolic system
• Christiano et al. (2017), describe a 

system learning from human 
feedback

• Zhao et al. (2020, 2022) use a 
predefined policy to generate data 
to train system

http://www.enershare.eu/
http://www.enershare.eu/


ai4realnet.eu
ai4realnet.eu

Challenges

• Applying these techniques in network topologies with 
critical safety constraints.

• Can algebraic or differential equations directly be used 
in model-free reinforcement learning methods?

• Further study of reasoning or other deliberative 
components inside a neural network

• How to integrate knowledge in selection and 
evaluation of the final model?

Figure: Marot et al., 2021
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Case study – Air traffic control
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What ATC is all about

“To ensure a safe, orderly, and expeditious flow of traffic”
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A safe flow of traffic

• Radar separation:
• En-route: mostly 5 nautical miles 

(sometimes 10 nm)
• TMA: 3 nm

• When aircraft within distance less than 5 nautical miles and less than 1000 ft altitude 
difference, this is called a loss-of-separation

• A Conflict is a predicted loss of separation, uses protected aircraft zone (PAZ or PZ)

• Near miss/Near Mid-Air Collision (NMAC) (US) /Airprox (UK CAA reports)

0.1 nm - 100 ft5 nm - 1000 ft

http://www.enershare.eu/
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An orderly flow of traffic
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Efficient flight?

Great-circle distance 1400 km
Flown distance 1500 km

http://www.enershare.eu/
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Improving efficiency by delegating separation task

• Enable user-preferred (direct) routing
• En-route separation performed on flight deck
• Development of geometric and classical optimisation methods since ‘90s

in

out

http://www.enershare.eu/
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Improving efficiency by delegating separation task

• Enable user-preferred (direct) routing
• En-route separation performed on flight deck
• Development of geometric and classical optimisation methods since ‘90s

Current relative track

Required relative track

Avoidance vector (             ) direction
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Implicit coordination in geometric methods
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Emergence: the main concern of distributed separation

•For distributed systems, behaviour on the global scale cannot be predicted from 
local rules and behaviour

•This is the case for even the simplest example: Conway’s game of Life
• Micro-level: simple rule, If sum cells around cell

0,1 = cell ‘dies’ 3 = ‘birth’
2 = cell ‘survives’ 4-8 = cell ‘dies’

• Macro-level: complex patterns

http://www.enershare.eu/
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Hybrid application of RL

• Hypothesis: RL techniques are good at pattern recognition: 
potential of learning emerging patterns

• Hybrid geometric+RL approach, RL model will define: 

• the look-ahead time, and 

• how many degrees of freedom to employ
(i.e., heading, speed, or altitude variation) 

• Geometric algorithm performs resolution actions based on these parameters

Ribeiro, M., Ellerbroek, J., & Hoekstra, J. (2022). 
Improving Algorithm Conflict Resolution Manoeuvres 
with Reinforcement Learning. Aerospace, 9(12), 847.

http://www.enershare.eu/
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Hybrid geometric/RL conflict resolution model

Loss of separation
otherwise

Reward function:
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State Space

Dimension Element Limits
1 Current heading −180 ◦ to 180 ◦

1 Relative bearing to next waypoint −180 ◦ to 180 ◦

1 Current speed m/s to 18 m/s

#Surrounding aircraft Current distance to #surrounding aircraft 0 m to 3000 m

#Surrounding aircraft Distance at CPA with #surrounding aircraft 0 m to 3000 m

#Surrounding aircraft Time to CPA with #surrounding aircraft 0 s to 600 s

#Surrounding aircraft Relative heading to #surrounding aircraft 180 ◦ to 180 ◦

Only when the geometric CR method can also perform altitude variation:

1 Current altitude 0 ft to 100 ft

#Surrounding aircraft Relative altitude to #surrounding aircraft 0 ft to 100 ft

• Efficiency
• Safety

http://www.enershare.eu/
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Action Space
Dimension Action Limits Units
1 Look-ahead time (for CR only) [−1, + 1] transforms to [0, 600] Seconds

1 Heading variation Yes if ≥ 0, no otherwise Yes/no

1 Speed variation Yes if ≥ 0, no otherwise Yes/no

Only when the geometric CR method can also perform altitude variation:

1 Vertical speed variation Yes if ≥ 0, no otherwise

http://www.enershare.eu/
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Results 
• Reduced number of LoSs on all traffic densities, even at a higher traffic density than the RL method was trained on

• Increased number of conflicts

http://www.enershare.eu/
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Takeaways and follow-on studies

• The hybrid model generated fewer losses of minimum separation 
than the geometric baseline CR method

• This was caused by two mechanisms:

1. The prioritisation of conflicts depending on the degrees of freedom

2. The heterogeneity of deconflicting directions between aircraft in a conflict situation 

• However, this is still tied reactively to detected conflicts;
follow-on studies looked at different structures

http://www.enershare.eu/
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Case study – Power Grid control
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Power Grid case study: context

• Context - Increase of required number of simulations:
• Emergence of renewable energy source: less predictable, hard to control
• Globalization of energy market / exchanges with neighboring countries
• A wider range of uncertainties to take into account and assess on power-flows

• Physical simulators - limitations
• However, computation time of a physical simulation on real-grids: 100ms

• Solution: Hybridizing physical models with machine 
learning

• Expectation of performance improvement using a ML model: x100 minimum

http://www.enershare.eu/
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• Currently used physical simulators 
• Inputs / Outputs

Y = power flows
X = injections 
(productions + loads)

T = topology
Numeric Solver 
(physics model)

Power Grid case study: problem

http://www.enershare.eu/
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• Currently used physical simulators 
• Inputs / Outputs

• Characteristics
• Relies on physics equations (Kirchhoff law), resolved by iterative optimization (Newton-Raphson)
• Able to predict in a normal condition or different grid conditions

Y = power flows
X = injections 
(productions + loads)

T = topology
Numeric Solver 
(physics model)

Power Grid equations

Power Grid case study: problem

http://www.enershare.eu/
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• The power grid could be represented naturally as graph 

Power Grid case study: grid representation

http://www.enershare.eu/
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Power Grid case study: Physics equations

• Local conservation law for a given substation 𝑖𝑖 from power flow 𝑝𝑝 of connected lines ℓ

• Equivalently, we can write the active powers 𝑝𝑝, in terms of voltage angles 𝜃𝜃 and admittances 𝑦𝑦 of 
neighboring nodes 𝑗𝑗

• Considering the neighborhood of node 𝑖𝑖 as 𝑁𝑁 𝑖𝑖 = {𝑢𝑢, 𝑣𝑣,𝑤𝑤}, this becomes

• The new value of  𝜃𝜃 for layer 𝑘𝑘 could be computed as following

http://www.enershare.eu/
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• GNN layers followed by local conservation (LC) layers to compute the error

Power Grid case study: Physics Informed GNN

http://www.enershare.eu/
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Datasets and distributions

Training and Test datasets Out-of-distribution Test dataset

300 000 
observations

100 000 
observations

200 000 
observations

To assess the robustness of models

http://www.enershare.eu/
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• Results (The values are the violation percentage of the corresponding metric)

Test 
dataset

Loss target Output Disc lines Loss pos Energy loss 
consistency

Global 
conservation

Local 
conservation

FC P P 0.0 43 0.0 88 91

GNN Ө P 0.0 0.0 0.0 0.0 0.0

Test OOD
dataset

Loss target Output Disc lines Loss pos Energy loss 
consistency

Global 
conservation

Local 
conservation

FC P P 0.0 43 0.0 95 93

GNN Ө P 0.0 0.0 0.0 0.0 3.08

Power Grid case study: Evaluation results

Test dataset

Out-of-Distribution 
Test dataset

http://www.enershare.eu/
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Power Grid case study: Multi-criteria evaluation

Evaluation based in multiple categories of metrics

ML-related Physics compliance Generalization Industrial readiness

MAPE 90
currents

MAPE 10
powers

MAE
voltages

Model capacity to generalize 
on unobserved 

out-of-distribution (OOD)
dataset

http://www.enershare.eu/
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Evaluation pipeline: LIPS framework
• LIPS: Learning Industrial Physical Simulation
• A modular framework to evaluate hybrid models
• Open-source framework based on various categories of evaluation criteria
• Multiple competitions are organized on the basis of LIPS framework 

Github

http://www.enershare.eu/
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• The AI-based solutions should be conform wrt. various physics criteria/law 

Power Grid case study: Physics criteria to respect
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Competition on a real-world application

• Fast contingency screening

• Penetration of renewable energy (30% wind + solar here)

• Changing topologies at substations

• Trust from the operators with acceptable compliance to physical laws

http://www.enershare.eu/
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Concluding remarks

• Knowledge assisted AI promising for control of real-world networks
• Various techniques for using knowledge-assisted AI in decision making
• Demonstration of applications in power networks and air traffic management

Future directions
• Deep integration of optimization, network structure, and constraints
• Facilitate Human-AI collaboration for better decision-making
• Autonomous adaptation of AI systems in response to changing environments
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Thanks for your attention!

Questions?
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Project use cases: focus on critical infrastructures

1. Human operators are aided in their decision-making by an AI-assistant to congestion problems

2. Transfer from simulation to real-world (Sim2Real)

1. AI assistant exploring different modes of co-learning for train re-dispatching

2. AI-based system that makes re-dispatching decisions in a fully automated way 

1. Airspace sectorization assistant 

2. Flow & airspace management assistant
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