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EXECUTIVE SUMMARY

This deliverable documents the effort of work package 2 of the AI4REALNET project to formulate trans-
parent and trustworthy knowledge-assisted, hierarchical, and distributed Al for network infrastruc-
tures.

In this deliverable, we argue that being knowledge-assisted, hierarchical, decentralized, safe, explain-
able, and transparent is critical for Al building blocks that will eventually interface with human opera-
tors for critical network infrastructure.

In particular, knowledge-assisted Al aids scaling up in the presence of limited data through including
inductive bias, while decentralized and hierarchical methods similarly assist scaling up by factorizing a
complex environment.

On the other hand, safety is of course an essential property for a critical system, as it enforces the
agent respect important safety constraints. Transparency and explainability help human operators or
auditors understand the recommendations or decisions made by the agent, and thus is critical for the
deployment of an Al system. These aspects also have important consequences for the ability of human
operators to do their tasks in an Al-assisted or collaborative scenario, for example where it concerns
cognitive of motivational aspects.

These six important properties are targeted by 18 contributions described in chapter g of this deliver-

able as follows:

¢ (B.1) Physics informed graph neural network solver, which combines data-driven and physics-
based updates in a }«-CiXTzX(J"" "°XT approach for the computation of power flows in large

networks.

¢ (B.2) Two adapted deepQ agents, which aim to improve decision making in large-scale net-
works by reducing the action space using either the influence graph to identify promising can-
didates for exploration actions; or uses expert-defined filters to reduce the action space. This
1«-CiXTzXCJ"" “°XT approach is accompanied by an XE°iJ «JM i °E TJ” [M-J3T visualizing the en-

vironment as well as the agent’s action and its impact.

¢ (B.3) Adaptive genetic network programming approach, that allows the inclusion of adaptive
nodes that modify their behavior in response to the network state. This results in a } «<-CiXTzXC
J”” “°XT and high-capacity architecture that is updated through a combination of reinforcement-

learning and genetic strategies.

¢ (B.4) Planner enhanced Al, which aims to exploit the implicit knowledge in fast planning heuris-
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tic within a data-driven Al approach. The Al component of the }«-CiXTzX(J"" “°XT and partially
TXNX«3Ji EXT method modifies the input representation to stimulate the planner heuristic to

reach better solution, by e.g. avoiding bottlenecks where possible.

e (B.5) Maze-flatland introduced a TXNX«3Ji EXT and | X3J3N| NJi approach to vehicle routing and
scheduling by de-coupling dispatching and routing decision. Thereby, it improves the scalability
of a reinforcement-learning driven approach that avoids the bottlenecks of centralized tradi-

tional methods.

o (B.9) State-action factorization, which provides a TXNX«°3Ji EXT approach for complex decision-
making problems by breaking up such a complex problem in smaller problems. These are identi-
fied by finding clusters of states and action dimensions that primarily influence state dimensions

within the same cluster.

¢ (B:7) Network-distributed Q-learning, which learns a TXNX«®3Ji EXT strategy by considering dis-
tinct agents for the nodes in a graph. During learning, these agents minimally communicate
with each other to propagate the effect of an agent’s decision on the wider context to its local

update function.

¢ (B.8) Communication networks in multi-agent reinforcement learning propose a framework
that allows experimentation on communicating, TXNX«%3Ji EXT systems, and evaluates the inte-

grated CommNet approach on this benchmark.

¢ (B.9) Multiclass failure prediction provides a framework for failure analysis and -prediction. Fail-
ures are clustered in several types, and the occurrence of such failures is predicted for several
possible horizons. These predictions help to improve the system’s “JIX°E, while being %3J«” °J¥

X«° thanks to the interpretable failure types.

e (B.10) Soft-target imitation learning agent provides a }«-CiXTzX(J"" “°XT and “JIX approach
by training an agent to imitate a physics-based teacher. By doing this using a soft probability

distribution, the multi-modality of the learning problem is respected.

e (B.11) Gridexplainer provides a framework for providing ®3J«” © J3X«NE and XE°iJ«J«-«" through
a visualization of the features that influence an agent’s actions. The framework is modular,

providing access to various post-hoc feature attribution methods and several evaluation metrics.

e (B.12) TraceRL provides an interactive visualization and analysis interface that lets users explore
the decision-making of the agent. Through trajectory visualization and counterfactual simula-

tion, the agent’s decision making becomes more 23J«” °J3X«° and XE°iJ «JMiX.
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e (B.13) Action alternative explainer aims to provide decision support by XE°iJ « «z the future
effects of possible actions under consideration. To make such future predictions, the operator’s

decision-making and how it is influenced by the predictions themselves need to be anticipated.

¢ (B.14) C-PG framework for safe reinforcement learning provides new methods for “JIX rein-
forcement learning with policy-gradient based methods. It advances the state of the art by pro-
viding global last-iterate convergence guarantees, and allowing both action-based and parameter-

based exploration.

¢ (B.19) Integration of ethical metrics provides a %3J«” °J3X«° analysis of the trade-offs between
several ethical criteria, such as fairness, robustness, and “JIX°E. An analysis of two different

approaches highlights where such criteria might come in conflict.

¢ (B.18) Human assessment model provides a 3J« °J3X«° and personalized assessment of the
cognitive state of an operator. By monitoring the cognitive performance and stress level of the

operator, critical situations can be flagged and system ~JZX°E can be improved.

¢ (B.17) Domain transparency in airspace sectorization proposes a J«” °J3X«° Al method to aid
human operators in airspace sectorization. The approach based on a Voronoi tesselation is easy

to understand and modify by such operators.

e (B.18) Design requirements for Al transparency provides a theoretical analysis of %3J«” °J3X«NE
requirement beyond explainability. It studies in a structured manner human needs in both a
co-learning and a fully autonomous scenario, providing guidelines for Al design based on task-

and knowledge characteristics.

These contributions thus formulate advances to transparent and trustworthy knowledge-assisted, hi-
erarchical, and distributed Al for network infrastructures. These approaches are typically conceived
for and/or evaluated on at least one of the three project domains of power grid control, train schedul-
ing, and air traffic management. However, as we further analyze, almost all of these contributions
are also applicable (with or without adaptations) to other domains, within or outside of the project,

ranging from water distribution systems to telecommunication networks or traffic flow management.
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1. INTRODUCTION

Work package 2 of the AI4REALNET project has the purpose of developing fundamental Al ‘building
blocks’ for augmented decision-making in large-scale sequential problems. Specifically the work fo-
cuses on three aspects: (1) developing Al methods that combine data-driven components with domain
specific knowledge; (2) developing scalable Al solutions; and (3) developing trustable transparent and
safe systems.

Work in this work package, of course, takes place in the context of the larger project. It builds on the
conceptual framework developed in work package 1 [I7], and it provides input for the development
of interactive Al approaches in work package 3. Furthermore, the contributions described here will be
further evaluated in work package 4 [[73]. Earlier development in the current work package included a
position paper on Al for the operation of critical energy and mobility network infrastructures [[17], that
sketches challenges in this domain and suggests a general approach and specific research directions
to address these, which to a large extend informs the research described in the present document.
The purpose of this report is to document the Z-32AiJ « -« -7 93J«” °J3X«® J«T BA °C-3°| E 1 «-CiXTzX(
J777OXTii | X3J3N| NIk J«T T 703 MAOXT . I-3 «X°C-3} «Z3J"°2AN°A3X”. To that end, the report presents
how these properties are operationalized in the AI4REALNET project, and describe in detail the specific
contributions or ‘building blocks’ aimed at incorporating and improving these properties.

In more detail, this report is organized as follows. After this brief introduction, Section g will de-
scribe the formulation of the properties ‘knowledge-assisted’, ‘hierarchical’, ‘decentralized’, ‘explain-
able’, ‘transparent’, and ‘safe’ Al within the AI4REALNET project, and explain their relation to the goals
of developing trustworthy and scalable Al solutions.

After that, Section @ will describe the concrete approaches developed in the AI4REALNET project aimed
at developing Al systems that exhibit or improve these properties. Finally, Section @ will put these con-
tributions in the broader context of the goals of the work packages and the applicability to alternative

domains inside or outside of the project.

13
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2. FORMULATION OF DESIRABLE Al PROPERTIES FOR

NETWORK INFRASTRUCTURES

As mentioned earlier, the purpose of the current work package is to develop Al building blocks that
(1) combine data-driven components with domain specific knowledge (2) are scalable, and (3) are
trustable transparent and safe systems.

Scalability can be achieved in several ways. As instances scale, training data and training time require-
ments can increase exponentially. The specific approach of combining data-driven and knowledge-
driven components (‘}«-CiXTzX(J"" "°XT .’) provides strong inductive bias. It can thus contribute to
scalability, by reducing the dependence on from-scratch learning and thus training data and training
time requirements. Other approaches to increase scalability include TXNX«°3Ji EXT and | X3J3N| NJi
These approaches tend to split up a problem, either in parallel or higher- and lower level components.
Each of these components is likely to be easier to learn and computationally cheaper to execute, and
thus more scalable. By simplifying the problem to be learned (through external knowledge or decom-
position), these methods might also increase the robustness of an Al system.

Turning now to trustable transparent and safe systems, we will first discuss the notion of trustworthi-
ness. Trustworthiness is a complex concept with many different attributes. Following the EU guide-
lines, we adopted the Assessment list for trustworthy Artificial Intelligence (ALTAI, [55]), which was ex-
tended for critical network infrastructure within the AI4REALNET project [17]. The ALTAI distinguishes
the following dimensions of trustworthy artificial intelligence: human agency and oversight; technical
robustness and safety; privacy and data governance; transparency; diversity, non-discrimination, and
fairness; environmental and societal well-being; and accountability.

Within work package 2, which focuses on technical building blocks, attention is focused in particu-
lar on the dimensions of transparency, and of technical robustness and safety. In particular, in this
chapter we will discuss %3J«” °J3X«NE in general as well as XE°iJ «JIM i °E specifically, and " JZX°E. Other
trustworthiness aspects receive a larger focus in work packages 3 (on Al augmented decision making)
and 4 (validation and impact assessment).

Emphasizing safety directly increases humans’ trust in Al systems. Users and stakeholders are more
likely to rely on Al agents when they consistently demonstrate predictable and safe behavior. Fur-
thermore, trustworthiness arises not only from technical reliability but also from the transparency of
how safety is managed and measured. When it is possible to explain actions of an Al system, quantify

its risks, and prove compliance with safety constraints, it becomes a trustworthy partner in decision-

14
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making.
In the rest of this section, we will recap the formulation of these important properties of Al systems
(knowledge-assisted, hierarchical, decentralized, explainable, transparent, and safe Al). For a more

comprehensive discussion, we refer the reader to the earlier deliverables discussing these topics [17,

923].
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2.1. KNOWLEDGE-ASSISTED Al

Knowledge-assisted Al refers to Al systems that make use of pre-existing knowledge, typically in addi-
tion to data-driven elements. Since knowledge-assisted Al was covered in detail in earlier deliverables
[17, 93] and a corresponding paper [94], here, we will give a short synopsis.

Within the context of AI4REALNET, a working definition of knowledge-assisted Al is J |EM3 T J°°3-JN|
O] JON-2M «X” iXJ3« «Z XiXBX«® C O] XE “w«z 2°§N O -3 XE°f N © !«-CiXTzX. In this definition, explicit
knowledge refers to knowledge that is formally represented as, e.g. mathematical equation, invari-
ance, rule, knowledge graph, or probabilistic relation. Implicit knowledge is the knowledge implicitly
contained in existing (non-Al) approaches such as planning- or optimization heuristics.

The notion of knowledge-assisted Al has a strong conceptual overlap with terms such as ‘informed ma-
chine learning’, ‘neuro-symbolic’, or ‘hybrid Al'. ‘Informed machine learning’, as described by Von Rue-
den et al. [[137], is a more restrictive concept that considers methods that learn from both data and
formally represented and explicitly represented prior knowledge from an independent source. ‘Neuro-
symbolic Al’, as surveyed by e.g. Yu et al. [148], Hitzler et al. [54], Sarker et al. [108], Garcez et al. [44],
is an overlapping concept that describes the combination of neural and symbolic systems into a unified
framework [[148]. This definition includes knowledge-assisted systems where parts of the system that
learn take symbolic prior information as additional input. Lastly, ‘hybrid Al’ is a more loose term typi-
cally describing combinations of different artificial intelligence methods, often combining data-driven
machine learning with logic-based symbolic Al and thus including neuro-symbolic methods.

In the context of the operation of network infrastructures, there are a number of benefits we expect
from knowledge-assisted Al. The integration of prior knowledge constitutes an inductive bias, which is
widely understood to increase learning efficiency. This is particularly useful in network infrastructures,
where the size of available datasets is typically of a lower order of magnitude than the internet-scale
corpora used to train large language or computer vision models. Inductive biases such as those in
neuro-symbolic systems are also widely understood to improve generalization [148], which helps when
encountering anomalous situations due to calamities or distribution shift that would not be present in
the training data. Lastly, models that conform to prior knowledge might be more easily understandable
to operators working with such models, for example, aiding in explanations of neuro-symbolic systems

[54].
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2.2. HIERARCHICAL DECISION MAKING

Hierarchical decision making approaches divide the overall decision making problem into several lev-
els. Within the AI4REALNET project, the most relevant approaches are those concerning hierarchical
reinforcement learning. The discussion here recapitulates and extends the formulation provided in an
earlier deliverable [93].

Hierarchical reinforcement learning approaches decompose a problem into a hierarchy of sub-problems
or subtasks [100]. Typically, at a high level a sub-task or sub-problem is chosen, which is then executed
at alower level (perhaps by recursively setting a sub-task or sub-problem for an even lower level). Typ-
ically, control is handed over to the lower level for some time, e.g., until the sub-task is solved or a
problem state is reached. From the perspective of the higher level, this induces temporal abstraction.
Temporal abstraction shortens the effective planning horizon to the number of times a sub-task at this
level is chosen (rather than the number of primitive actions executed at the lowest level) [93]. As a
consequence, the NA3"X -7 | -3 E-« can be alleviated [93].

Two common types of approaches for hierarchical reinforcement learning are the ‘feudal hierarchy’
and ‘policy-tree’ approaches [100]. In the feudal hierarchy type of approach, there is one policy at
each level. For each pair of adjacent levels, we can distinguish a high-level ‘manager’ and a lower level
‘worker’. In this type of approach, each ‘manager’ sets a goal for its worker. This worker is tasked to
achieve their goal by executing primitive actions, or by in turn setting subgoals for an even lower level.
A classical (and eponymous) example of such an approach is ‘Feudal reinforcement learning’ [27]].

In the policy-tree type of approach, there are multiple policies at each level, arranged in a tree struc-
ture. Each of these policies specializes in a certain type of behavior (e.g., achieving a certain type of
goal). The goal for each policy above the lowest layer is then to choose between the policies below
it. The chosen policy will then be executed until some termination event is reached. The well-known
options framework is an example approach of this type [[128].

Hierarchical reinforcement learning has several potential advantages for the operation of network
infrastructures. The temporal abstraction described above is likely beneficial in long-horizon tasks,
such as the control of a power network over many decision-making intervals [93]. The decomposition
over multiple levels can also allow ‘information hiding’, i.e., providing only coarse-grained data to the
higher levels and local detail to the lower levels, thereby helping to scale to large state spaces [27].
Decomposition also results in a policy consisting of individual ‘building blocks’ rather than a single
monolithic and complex functions. This structure can help transfer and allow for easier task division

in a multi-agent setup [10Q].
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2.3. DECENTRALIZED Al

Decentralized Al refers to control systems powered by Al in which the learning process is distributed
among multiple agents. An example of decentralized Al is distributed reinforcement learning (DRL),
an important challenge in multi-agent approaches. In DRL, the learning process is decentralized and
the agents cooperate to achieve the same objective. Here, we provide an overview of DRL and how it
is connected to the context of AI4REALNET.

In DRL, different agents act simultaneously in the environment and have to learn how to act in order to
maximize a reward signal. The underlying problem structure is mathematically represented by Markov
Games [[114], Partially Observable Markov Games [51] or Decentralized Partially Observable Markov
Decision Processes [[16], depending on its characteristics.

Solutions found by DRL algorithms typically correspond to Nash equilibria (solution from which none of
the agents has any incentive to deviate). Ideally, the agent find an optimal Nash equilibrium where the
team reward is highest - the possible existence of sub-optimal Nash equilbria needs to be considered
in approaches and their convergence guarantees.

In DRL, agents must communicate various types of information—including sampled data (observa-
tions/actions), predicted data, or knowledge (model parameters)—to efficiently achieve their shared
objective. This necessity defines two main approaches in DRL: decentralized training and execution,
where agents operate and learn locally using single-agent RL; and centralized training and decentral-
ized execution, where centralized information is shared among agents and is used for learning but
not for action in evaluation. Centralization, even if only during training, is favored by almost all state-
of-the-art algorithms because it facilitates more efficient coordination and offers stronger theoretical
convergence guarantees [4].

The core motivation for DRL is to manage problem complexity by splitting the learning task into sim-
pler subtasks. However, this distribution often introduces some bias. Specifically, DRL aims to combat
the curse of dimensionality, i.e. the challenge posed by large state and action spaces, which severely
increases the sample complexity of algorithms. In simpler terms, real-world problems require an un-
manageable number of samples (data points) for agents to learn optimal behavior with acceptable
accuracy.

In the context of AI4REALNET, all the use-cases of the project are affected by the curse of dimension-
ality. Furthermore, state-of-the-art algorithms with centralized training are unfeasible in most cases.
For this reason, original algorithms are required that decompose overall decisions into sub-decisions

by various agents that make use only of local information local to themselves.
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2.4. EXPLAINABLE Al

Integrating Al into real-world systems necessitates a deep understanding of Al choices to ensure hu-
man trust. Without such trust, Al decisions may be ignored by operators, rendering the system inef-
fective [2]. This challenge is particularly pronounced in safety-critical domains such as power grids,
railway networks, and air traffic management, where high-performing models are often complex and
opaque. Explainable Al (XAl) therefore plays a central role in supporting trustworthiness and effective
Human-Al interaction.

As described in recent surveys [15, 26, 89], XAl concerns methods for explaining models learned using
Al techniques and clarifying the decisions of those models. Existing approaches are commonly divided
into «% «” NJHE explainable models which are transparent by design, and °-"%| -N explanation tech-
niques, which are applied to otherwise opaque models. In many critical infrastructure applications,
performance requirements motivate the use of complex models, making the need for explanations of
complex models particularly relevant. Within explainable Al, several types of methods can be distin-

guished, which will be discussed in the context of critical infrastructure below.

2.4.1. COUNTERFACTUAL AND CONTRASTIVE EXPLANATIONS

Counterfactual and contrastive explanations focus on the comparison between actual and hypothet-
ical situations. Contrastive explanations address why a specific decision was made rather than an-
other, while counterfactual explanations identify which input changes would alter the predicted out-
come [[124]. These methods are often preferred by users over case-based reasoning and are consid-
ered “actionable” [133].

While existing literature focuses heavily on supervised learning, there is a gap in applying these meth-
ods to decision-making and planning problems. Previous model-specific works include explaining plan
traces using temporal logic [65] or addressing operator misconceptions [23]. Extending these ideas
toward model-agnostic approaches for sequential decision-making and control environments repre-
sents an important research direction, particularly in domains where operators must understand how

alternative actions could have changed system outcomes.

2.4.2. FEATURE IMPORTANCE METHODS

Feature attribution methods aim to unmask the “black box” by quantifying the influence of individ-
ual input features on a model’s prediction [[107]. These are broadly categorized into perturbation-
based methods and gradient based methods. ;X3°A3MJ«-«(MJ"XT &X°|-T" such as LIME [[104] and
SHAP [113] analyze changes in output when input features are masked or altered. +3JT X«@MJ"XT
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