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EXECUTIVE SUMMARY

Artificial Intelligence (Al) is reshaping the operation and management of complex socio-technical sys-
tems across many sectors of society. In critical network infrastructures—such as power transmission
grids, railway systems, and air traffic management networks—Al offers substantial potential to im-
prove efficiency, reliability, safety, and resilience in the face of growing system complexity and uncer-
tainty. These infrastructures are increasingly characterized by high interconnectivity, dynamic oper-
ating conditions, distributed assets, and exposure to rare but high-impact events. While advanced Al
methods can process vast data streams and optimize decisions at unprecedented speed, their deploy-
ment in safety-critical environments cannot rely on automation alone. Instead, it requires carefully
designed human-Al collaboration frameworks that preserve human authority, enable meaningful su-
pervision, support situation awareness, and foster calibrated trust. The AI4REALNET project responds
to this need by developing an integrated, human-centered Al framework aimed at augmenting—not

replacing—human decision-making in critical network operations.

Human-Centered Vision and Control Modes. AI4REALNET is grounded in the principle that trustwor-
thy Al emerges from the interaction between algorithmic capabilities and human operational practice.
High predictive accuracy or optimization performance alone does not guarantee effective deployment.
Rather, Al systems must be embedded within workflows in ways that align with human cognitive pro-
cesses, professional responsibilities, and institutional accountability structures. To operationalize this
vision, the project defines three complementary control modes: (i) Al-assisted full-human control,
where Al provides structured recommendations, risk indicators, and scenario analyses while the op-
erator retains full decision authority; (ii) interactive and human-Al co-learning, where both Al systems
and operators jointly make decisions and adapt over time through feedback and exploration; and (iii)
trustworthy full-Al-based control under human supervision, where Al agents execute decisions au-
tonomously within clearly defined oversight and directive constraints. These modes are conceived as
configurable settings rather than fixed categories, allowing organizations to tailor the degree and form
of autonomy to task criticality, uncertainty levels, regulatory requirements, and operational context.
The central insight is that trustworthiness is a systemic property of the human-Al configuration rather

than of the algorithm in isolation.

Uncertainty-Aware Decision Support. Uncertainty is inherent in the operation of critical infrastruc-
tures. Fluctuating demand patterns, equipment degradation, renewable energy variability, unex-
pected disruptions, and incomplete sensor data all contribute to decision-making under uncertainty.

AI4REALNET therefore treats uncertainty quantification and communication as foundational com-
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ponents of trustworthy Al. The project distinguishes between epistemic uncertainty, which reflects
knowledge gaps and out-of-distribution states, and aleatoric uncertainty, which captures irreducible
stochastic variability in system behavior. In this deliverable, AI4REALNET contributes methods to es-
timate, separate, and communicate these uncertainties—through reliability indicators, probabilistic
forecasts, failure risk estimation, and uncertainty intervals. This transparency enables operators to
better assess the robustness of Al recommendations, identify fragile predictions, and make informed
judgments about when to rely on automated suggestions, when to seek additional information, and
when to intervene. In this way, uncertainty modeling becomes a mechanism for calibrated trust and

responsible deployment rather than a purely technical add-on.

Multi-Objective Reasoning and Trade-Off Transparency. Decisions in infrastructure management
typically involve balancing multiple competing objectives, including safety margins, service reliabil-
ity, economic efficiency, environmental sustainability, and regulatory compliance—and the correct
course of action may change dynamically depending on the individual situation. Traditional Al opti-
mization approaches often reduce these competing criteria to a single scalar objective through fixed
weightings, thereby obscuring underlying trade-offs. In this deliverable, AI4REALNET advances multi-
objective reinforcement learning and optimization techniques—via a domain-agnostic toolset—that
generate Pareto-optimal solution sets, explicitly revealing the structure of objective conflicts and syn-
ergies. By presenting alternative solutions that represent different trade-off configurations that can
change depending on the situation, the system enables operators to select or steer outcomes ac-
cording to situational priorities and stakeholder constraints. This transparent handling of trade-offs
supports mixed-initiative decision-making, enhances alignment between Al outputs and human in-
tent, and reduces the risk of unintended optimization bias. Multi-objective reasoning thus provides
a principled interface between algorithmic optimization and human value judgment in safety-critical

environments.

Interactive and Co-Learning Architectures. Human-Al collaboration is inherently dynamic. Opera-
tor expertise evolves over time, organizational practices adapt, and rare or unforeseen events reveal
gaps in both human mental models and Al training distributions. AI4REALNET therefore emphasizes
interactive and co-learning architectures that enable sustained, bidirectional adaptation. On the Al
side, AI4REALNET delivers algorithms that are designed to incorporate explicit operator feedback, im-
plicit behavioral signals, preference information, and human reward structures (via inverse reinforce-
ment learning) into learning processes. On the human side, operators are supported through scenario
exploration tools, explanation interfaces, and structured visualizations that enhance understanding of
alternative strategies and system dynamics. The architecture integrates feedback processing modules,

optimization engines, explanation components, and persistent state management to ensure continu-
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ity across sessions. Through this design, the Al system becomes not merely a recommendation engine,
but a collaborative partner in reasoning, exploration, and reflection. Such long-term interaction sup-
ports competence development, trust calibration, and improved preparedness for rare high-impact
events. Beyond algorithmic advancements, AI4REALNET also delivers design and analysis frameworks

to elicit interface requirements for supporting human understanding, engagement and learning.

Agent-As-A-Service and Deployment Architecture. Effective deployment of Al in safety-critical in-
frastructures requires more than algorithmic innovation; it demands robust integration architectures
that ensure inspectability, accountability, and controllability. AI4REALNET delivers the domain and
agent-agnostic Agent-As-A-Service (A3S) architecture as a modular integration framework that encap-
sulates autonomous agents within a human-centered service layer. This abstraction exposes recom-
mended actions together with uncertainty estimates, contextual information, and traceable decision
pathways. It supports adjustable autonomy levels, enabling operators to increase or decrease the
degree of automation depending on context and confidence. The service-oriented design facilitates
auditing, logging, and what-if analysis, ensuring that Al-driven processes remain transparent and ac-
countable. By transforming autonomous optimization into supervised decision-support services, A3S
provides a scalable and domain-agnostic pathway for embedding Al into operational workflows while

preserving meaningful human oversight.

Trustworthy Autonomous Operation and Future Directions. In certain operational contexts—such
as high-frequency control tasks or time-critical responses—Al-driven autonomy may be necessary
to meet performance requirements. AI4REALNET defines such autonomy as trustworthy only
when embedded within structured supervisory mechanisms that preserve human authority and
strategic control. In this deliverable, AI4REALNET contributes a concrete realization of trustworthy
autonomy through a proposed director system, in which human operators remain actively involved by
issuing high-level directives that guide autonomous execution. It introduces interpretable primitives
derived from hierarchical task analysis to structure human-Al interaction as a transparent and
controllable process rather than passive monitoring. Furthermore, it presents a scalable multi-agent
reinforcement learning architecture for railway operations, including graph-based environment
representations, negotiation-based coordination mechanisms, and a supervision layer that maintains
system stability. Together, these elements demonstrate how autonomous Al can be embedded into

operational workflows while preserving meaningful human control, transparency, and adaptability.

Overall, AI4REALNET demonstrates that augmenting human decision-making in critical network infras-
tructures requires a deliberate shift toward human-centered Al. By combining uncertainty-aware rea-

soning, transparent multi-objective optimization, interactive co-learning, and supervised autonomy
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within a coherent architectural framework, the project establishes a foundation for resilient, adap-
tive, and trustworthy human-Al systems. The contributions presented in this deliverable collectively
support the three control modes: they provide uncertainty-aware and interpretable decision support
for Al-assisted human control; enable interactive feedback and co-learning for joint human-Al adap-
tation and decision-making; and realize modular, multi-agent architectures with directive control and
supervision for trustworthy autonomous operation. In this way, AI4REALNET's integrated approach
ensures that technological progress enhances human expertise, strengthens accountability, and sup-
ports long-term operational excellence in safety-critical domains.

At the same time, AI4REALNET acknowledges an important limitation: although the proposed ar-
chitectures, interaction mechanisms, and algorithmic principles generalize well across domains, the
learned models themselves—particularly those based on reinforcement learning—remain largely
environment-dependent. Consequently, transferring trained policies across different infrastructures,
system dynamics, or directive configurations remains challenging and typically requires retraining or
targeted adaptation.

Finally, the methods, architectures, and algorithms presented in this deliverable should be considered
as initial realizations of the AI4REALNET approach. Some of them will be further refined in subsequent
work (e.g., Deliverable D3.2) and/or evaluated in human-in-the-loop settings (Work Package 4) to val-
idate their effectiveness and expected benefits across the proposed control modes and operational

use cases defined in Work Package 1.



AlY %\o AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING

REALNET

TABLE OF CONTENTS

LIST OF FIGURES

D3.1

14

1. INTRODUCTION

15

16

1.1. (AI-ASSISTED) FULL-HUMAN CONTROL
1.2. HUMAN-AI INTERACTION AND CO-LEARNING

17

1.3. TRUSTWORTHY FULL AI-BASED CONTROL

18

1.4. STRUCTURE OF THE REPORT

19

2. FROM AUTONOMOUS TO HUMAN-CENTERED Al

20

2.1. CHALLENGES FROM DIFFERING SOLUTION STYLES

20

2.2. CHALLENGES FROM MOTIVATION AND TRUST

20

2.3. CHALLENGES FROM COGNITIVE ASPECTS

21

2.4. CHALLENGES FROM HUMAN-AI ALIGNMENT

22

2.5. SUPPORT FOR JOINT DECISION MAKING

22

3. AGENT-AS-A-SERVICE

23

3.1. A3S AS AROLL-OUT LAYER FOR SIMULATED FUTURE EXPLORATION

25

3.1.1. EXPLORING THE SIMULATED FUTURE WITH A3S

25

3.1.2. SCOPE AND CURRENT LIMITATIONS

26

3.2. TRACERL AS A LAYER FOR INTERACTIVE A3S-BASED SIMULATION

27

4. RISK AND UNCERTAINTY IN DECISIONS

29

4.1. MOTIVATION

29

4.2. LITERATURE REVIEW

30

4.3. UNCERTAINTY MODELING

33

4.3.1. CONTRIBUTIONS

33

4.3.2. FORMULATION OF THE PROBLEM

34

4.3.2.1 Forecasting RL Agent Failure Probability.

34

4.3.2.2  Uncertainty Forecast Interval of Line Loadings.

35

4.3.3.  UNCERTAINTY MODELING

36

36

4.3.3.1 Aleatoric and Epistemic Uncertainty.
4.3.3.2 Evidential Modeling of Agent Behavior.

37

4.3.3.3 Conformal Risk Assessment

37




Aﬁ4>e\

REALNET

5. MULTI-OBJECTIVE DECISION-MAKING WITH Al

5.1

5.2.

5.3.

6. INTERACTIVE Al TO AUGMENT DECISION-MAKING

6.1.

6.2.

4.3.4. RL AGENT UNCERTAINTY AND FAILURE FORECASTING

4.3.4.1 Future Grid States

4.3.4.2 Failure Forecasting.

4.3.4.3 Line Loadings Uncertainty Intervals Forecasting

MOTIVATION

5.1.1. MULTI OBJECTIVE REINFORCEMENT LEARNING FUNDAMENTALS
MULTI-OBJECTIVE ALGORITHM DESIGN

5.2.1. FINDING CONVEX COVERAGE SETS
5.2.2. DEEP OPTIMISTIC LINEAR SUPPORT

THE AI4REALNET MULTI-OBJECTIVE PACKAGE

HUMAN-AI COLLABORATION CONCEPTS

6.1.1. INTERACTIVE HUMAN-AI LEARNING

6.1.2. HUMAN-AI CO-LEARNING
6.1.3. ARCHITECTURAL CONSIDERATIONS

6.1.4. CONCLUDING REMARKS

Al LEARNING FROM HUMANS

6.2.1. INVERSE REINFORCEMENT LEARNING

6.2.1.1 Formal Setup

6.2.1.2 Ambiguity

6.2.1.3 Feasible Sets

6.2.1.4 Risk-Sensitive Inverse Reinforcement Learning

6.2.1.5 Discussion and Future Directions

6.2.1.6  Al4REALNET-Relevant Applications

6.2.2. PREFERENCE-BASED REINFORCEMENT LEARNING

6.2.2.1 Formal Setup

6.2.2.2 Theoretical Perspectives and Guarantees

6.2.2.3  Sequential Decision Making with Preference Feedback
6.2.2.4 Discussion and Outlook

6.2.2.5 AI4REALNET-Relevant Applications

6.2.3. SHAPING Al BEHAVIOR TO OPERATIONAL “BEST PRACTICES”

6.2.3.1 Action Shielding
6.2.3.2 Human Feedback as Policy Shaping

10

AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
D3.1

39
39
40
45

50
50
50
52
52
52
53

55
55
56
57
59
61
61
62
62
62
63
63
64
64
65
65
66
66
67
67
68
71
73



AlY %\o AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING

REALNET D3.1

6.2.3.3 Learning from Expert Demonstrations 75

6.2.3.4  Stability considerations with multiple learning signals 78

6.2.3.5  Future directions 78

6.2.4. REAL-TIME INTERACTIVE PREFERENCE LEARNING 81

6.2.4.1 Background 82

6.2.4.2 Multi-objective CMA-ES 83

6.2.4.3 Human-in-the-loop interaction and solution steering 86

6.2.4.4 Human Preference Meta-Learner 86

6.2.4.5 Concluding remarks and future directions 89

6.3. HUMANS LEARNING FROM Al 90

6.3.1. METHODOLOGICAL APPROACH OF THE CASE STUDY 91

6.3.2. GOMS RESULTS - A BRIEF INSIGHT 91

6.3.3. DECISION-MAKING PATTERNS AND COGNITIVE DEMANDS 92

6.3.4. WEAK SIGNALS 94

6.3.5. LEARNING: WIL-FRAM 95

6.3.6. CO-LEARNING CONCEPT & HMI 97

7. AUTONOMOUS AI-DRIVEN DECISION SYSTEMS 103

7.1. INTRODUCTION 103

7.1.1. REQUIREMENTS TO THE AUTONOMOUS SYSTEM 103

7.2. AUTONOMOUS SYSTEM ARCHITECTURE 105

7.3. GRAPH-BASED REPRESENTATION OF THE FLATLAND ENVIRONMENT 107

7.3.1. GRAPH CONSTRUCTION 107

7.3.2.  GRAPH SIMPLIFICATION AND DECISION NODES 108

7.3.3. SHORTEST PATHS AND DECISION-NODE GRAPH SIMPLIFICATION______ 108

7.3.4. IMPLEMENTATION 109

7.3.5. THE MULTIDIGRAPH SWITCH COMPRESSION 110

7.3.6. ALGORITHMIC BENEFITS: FASTER CONFLICT RECOGNITION AND NEGOTIATION_110

7.4. NEGOTIATION 111

7.4.1. DIRECTIVES 112

7.5. THE AUTONOMOUS Al FORMULATED WITHIN A MARL FRAMEWORK 113

8. GENERALIZATION OF RESULTS 116

8.1. DOMAIN INDEPENDENCE OF THE METHODOLOGICAL FRAMEWORK 116
8.2. ARCHITECTURAL AND ALGORITHMIC ABSTRACTION ACROSS NETWORK-STRUCTURED

SYSTEMS 117

11



AlY >e\ AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

8.3.  TRANSFERABILITY OF CO-LEARNING AND HUMAN-CENTERED SUPPORT MECHANISMS_117

8.4. SUPERVISORY AUTONOMY AND POLICY TRANSFER LIMITATIONS 117
8.5. FUTURE DIRECTIONS TOWARD TRANSFERABLE PRIMITIVES 118
8.6. SUMMARY 118
9. CONCLUSIONS 123
9.1. FROM AUTONOMOUS TO HUMAN-CENTERED Al 123
9.2. AGENT-AS-A-SERVICE 124
9.3. RISK AND UNCERTAINTY IN DECISIONS 124
9.4. MULTI-OBJECTIVE DECISION-MAKING WITH Al 124
9.5. INTERACTIVE Al TO AUGMENT DECISION-MAKING 125
9.6. AUTONOMOUS AI-DRIVEN DECISION SYSTEMS 125
9.7. GENERALIZATION OF RESULTS 125
REFERENCES 128

12



AlY >@\

AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING

REALNET

LIST OF FIGURES

FIGURE 1 -

FIGURE 2 -
FIGURE 3 -
FIGURE 4 -
FIGURE 5 -
FIGURE 6 -
FIGURE 7 -
FIGURE 8 -
FIGURE 9 -

FIGURE 10 -

FIGURE 11 -

FIGURE 12 -

FIGURE 13 -

FIGURE 14 -
FIGURE 15 -

FIGURE 16 -
FIGURE 17 -

FIGURE 18 -

FIGURE 19 -

GRAPHICAL OVERVIEW OF AI4REALNET, SHOWING HOW THE WORK PACK-
AGES (WP) ARE POSITIONED WITHIN THE ENVISIONED HUMAN-AI COLLAB-
ORATIVE CONTROL LOOP.

D3.1

16

A3S: ARCHITECTURE OF THE SERVICE.

24

TRACERL - EXAMPLE OF HUMAN-AGENT INTERACTION IN TRACERL.
OBTAINING THE FORECASTED OBSERVATIONS.

27
40

OBTAINING THE FORECASTED LINE LOADINGS.

40

FLOWCHART OF THE PREDICTIVE CONTINGENCY ANALYSIS METHODOLOGY. ___ 41

ARCHITECTURE OF THE ALARM SYSTEM.

41

FRAMEWORK OVERVIEW

45

VISUAL REPRESENTATION OF THE (p; ¢y, ﬁl(xt+k|t)) PAIRS COLLECTION PRO-
CESS.

47

EXAMPLE OF ACTION-INFLUENCED TIMESTEPS (01,4 %, A1 (X;+1|¢)) PAIRS COL-
LECTION PROCESS WHEN A NON-EMPTY AGENT'’S ACTION IS DETECTED (AT
t+2)

47

SCHEMATIC OF THE OPTIMISTIC LINEAR SUPPORT ALGORITHM

52

TRAINING LOOP FOR DETERMINING THE CCS USING THE DEEP OPTIMISTIC
LINEAR SUPPORT ALGORITHM (Lautenbacher et al. (2025)).

53

HIGH LEVEL INTERACTIVE AND CO-LEARNING ARCHITECTURE

60

AIRCRAFT CONFLICT GEOMETRY AND ACTION SPACE.

69

SINGLE RL ARCHITECTURE WITH PRE-SELECTION (PRE-SHIELDING) ACTION FIL-
TER, HUMAN FEEDBACK AND LEARNING FROM EXPERT DEMONSTRATIONS.
EACH SHAPING TECHNIQUE CAN BE ACTIVATED BOTH INDIVIDUALLY AND IN
COMBINATION

69

HTML/JAVASCRIPT DEMONSTRATION APPLICATION

70

HUMAN FEEDBACK MODES: PAIRWISE COMPARISON BETWEEN TWO TRAJEC-
TORIES (LEFT) VS. SINGLE TRAJECTORY RATING (RIGHT)

74

VO GEOMETRY AS SEEN FROM THE CONTROLLED AIRCRAFT. HERE, ANY AC-
TION ON V4 THAT PUTS V,..; TO THE LEFT OF THE VO RESULTS IN PASSING THE
INTRUDER FROM BEHIND

76

ATM DYNAMIC SECTORIZATION ASSISTANT.

82

13



AlY )@\ AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

FIGURE 20 - HUMAN-IN-THE-LOOP INTERACTION AND SOLUTION STEERING IN ATM SEC-
TORIZATION. 86
FIGURE 21 - DECISION MAKING CONTROL LOOP OF DISPATCHERS IN THE RAILWAY CONTEXT. 93
FIGURE 22 - KEY DRIVERS OF COMPLEX PLANNING IN RAIL DISPATCHING (SYNTHESIS OF
OBSERVED COGNITIVE DEMANDS - LIST NOT COMPLETE) 93
FIGURE 23 - SIMPLIFIED INSTANTIATION EXTRACTED FROM THE COMPLETE WIL-FRAM.
GREEN FUNCTIONS REPRESENT THE DECISION-MAKING PROCESS, YELLOW
FUNCTIONS DENOTE INFORMATION SOURCES, AND PURPLE REPRESENT EX-

PERIENTIAL LEARNING PROCESSES. 96
FIGURE 24 - MAIN SCREEN OF THE SYSTEMX FLATLAND SIMULATOR 99
FIGURE 25 - TRAIN INFORMATION VIEW WITH WAYPOINT TOGGLING 100
FIGURE 26 - MALFUNCTION WARNING WINDOW WITH EVENT INFORMATION______ 101
FIGURE 27 - IMPLEMENTATIONS OF HUMAN LEARNING SUPPORT FUNCTIONS 1.1 (SOLU-

TION EVALUATION) AND 1.2 (ALTERNATIVE SOLUTION GENERATION) 101
FIGURE 28 - DIALOG FOR REFLECTING ON EVENTS. 102
FIGURE 29 - HTA SNIPPET SHOWING THE TASK DECOMPOSITION FOR DISRUPTION MAN-

AGEMENT. 106
FIGURE 30 - AUTONOMOUS ARCHITECTURE FOR RAILWAY USE-CASE 106
FIGURE 31 - GENERALIZED STRUCTURE OF COMMUNICATION USINGTOKENS. 113
FIGURE 32 - TWO EXAMPLES OF PRIMITIVE DESIGN FOR THE RAILWAY RESCHEDULING

USE-CASE 113

14



AlY >@'\. AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

1. INTRODUCTION

The AI4REALNET concept centers on optimizing the degree and form of Al-driven decision support
for human operators, with the goal of creating the most effective human-Al team rather than merely
deploying automated assistance. To achieve this, the project will analyze the level of human involve-
ment required across different tasks and subtasks in critical infrastructures, evaluate human decision-
making performance and limitations, and identify where human cognitive capacities offer strengths—
or where they may introduce risks.

A growing body of research in human-Al interaction and teaming highlights that optimal performance
arises not from replacing humans, but from designing complementary partnerships between human
judgment and algorithmic capabilities. Studies in fields such as aviation, power systems, transport, and
emergency management show that humans excel at contextual reasoning, ethical judgment, handling
ambiguity, and adapting to unfamiliar situations, while Al systems excel at scalability, pattern recogni-
tion, multi-objective optimization, and continuous monitoring. Literature on mixed-initiative systems,
interactive machine learning, and human-centered Al further emphasizes the importance of aligning
Al assistance with operator intent, maintaining transparency, and ensuring that the human remains
engaged and capable of taking over control when needed. Poorly calibrated automation—either too
intrusive or too passive—has been shown to decrease trust, increase cognitive workload, and reduce
overall system performance.

Building on these insights, AI4REALNET aims to identify where operators can most effectively benefit
from Al assistance, where interactive and co-learning processes are advantageous, which tasks may
be delegated to autonomous Al, and where skilled human oversight remains essential. To structure
this, AI4REALNET has focused on three complementary control modes outlined in deliverables D1.1,

D2.1 and scientific publications (Mussi et al., 2025; Leyli-abadi et al., 2025):

o full-human control supported by Al-based decision assistance,
e interactive and human-Al co-learning for shared decision-making, and

e trustworthy full-Al control supervised and directed by human operators.

These modes provide a coherent framework for developing human-in-the-loop decision-support solu-
tions for critical large-scale infrastructures. The control modes are embedded within the overarching
AI4REALNET human-Al collaborative system architecture, shown schematically in Figure 1. The figure
illustrates how each AI4REALNET Work Package (WP) contributes to this architecture. This document
specifically describes the building-block contributions of WP3 in the realization of the three comple-

mentary control modes within the AI4REALNET collaborative architecture.

15
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FIGURE 1 - GRAPHICAL OVERVIEW OF AI4REALNET, SHOWING HOW THE WORK PACKAGES (WP)
ARE POSITIONED WITHIN THE ENVISIONED HUMAN-AI COLLABORATIVE CONTROL LOOP.

1.1. (AI-ASSISTED) FULL-HUMAN CONTROL

Full-human control refers to operational modes in which the human operator retains primary decision
authority, while Al systems act strictly as supportive tools that enhance situation awareness, reduce
workload, and surface actionable insights. In this setting, algorithms are designed to respect human
agency, provide transparent and interpretable recommendations, and ensure that the operator re-

mains at the center of the decision loop.

Within AI4REALNET, Al systems in full-human control modes focus on continuous monitoring of sys-
tem states, detecting anomalies, and highlighting situations where attention or intervention may be
required. Rather than executing actions autonomously, algorithms should generate well-calibrated
recommendations, together with their expected impact on relevant KPIs, allowing the operator to
make informed decisions. To be trustworthy, these recommendations must be accompanied by clear
indications of uncertainty and risk, for example, through probabilistic modeling or confidence-based
estimates.

A key design principle adopted in AI4REALNET is to support, rather than override, human judgment.
This requires algorithms that can adapt their level of assertiveness depending on system conditions
and estimated operator cognitive load. Literature on adaptive automation and mixed-initiative sys-

tems stresses that such adaptation helps prevent overreliance on automation, avoids loss of situation

16
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awareness, and maintains an effective trust balance.

From a methodological perspective, Al components should combine multiple sources of evidence-
such as historical case retrieval, model-based scenario rollouts, and multi-objective optimization-to
ensure that recommendations are robust and aligned with operator goals. Reinforcement learning,
supervised learning, and simulation-based verification can all contribute to generating candidate ac-
tions whose implications are easy for the operator to understand and evaluate.

Crucially, uncertainty communication is considered in AI4REALNET as a first-class requirement. Algo-
rithms should not only estimate their own confidence but present it in a way that supports human
decision strategies: for instance, highlighting which options carry high risk, which rely on uncertain
model predictions, or which align closely with prior successful actions. The overarching goal is to de-
sign Al assistants that strengthen operator capability and decision quality, while preserving full human

control and fostering long-term, calibrated trust.

1.2. HUMAN-AI INTERACTION AND CO-LEARNING

Interactive and co-learning modes place humans and Al systems in a shared decision-making loop in
which both parties jointly make decisions and adapt to one another over time. In these modes, the
Al does not simply issue recommendations; instead, it actively interprets human intentions, responds
to corrections, and updates its internal models based on ongoing interaction. The aim is to create a
collaborative dynamic in which humans guide the Al's behavior while simultaneously gaining insights
from the system’s reasoning and exploration capabilities.

From a design perspective, AI4REALNET algorithms supporting interaction and co-learning must be
able to infer user goals, even when these goals are only partially expressed or evolve over time. When
operators adjust parameters, reject suggestions, or modify proposed plans, the Al should treat these
actions as meaningful signals. This requires models that can integrate explicit feedback (direct correc-
tions or preference indications) with implicit behavioral cues derived from user interactions with the
interface. Algorithms should also be able to offer consistent completions of partially specified human
plans, ensuring that manual interventions lead to coherent system-level solutions.

In a co-learning relationship, adaptation flows in both directions. AI4REALNET Al systems should con-
tinually refine their understanding of human preferences, decision heuristics, and typical trade-offs in
multi-objective problems. Conversely, the human operator can benefit from exposure to alternative
strategies, explanations of Al reasoning, scenario-based comparisons, and rapid exploration of “what-
if” variations. The design goal is to support mutual learning: the Al becomes better aligned with
human goals, and the human gains a deeper understanding of system behavior and possible solution
pathways.

Achieving this requires algorithms that are robust to mixed-initiative control—situations where ac-
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tions may be chosen partly by the human and partly by the Al. Learning processes must be flexible
enough to incorporate human-generated data, preference signals, or corrections without destabiliz-
ing the underlying policy. Approaches such as inverse reinforcement learning, preference modeling,
and explainable Al are particularly suited to this, as they help systems infer underlying human reward
structures and expose the rationale behind Al choices.

Overall, AI4REALNET algorithms designed for interactive and co-learning settings should prioritize in-
terpretability, adaptability, and responsiveness. Their objective is not only to optimize system perfor-
mance but to cultivate a collaborative process in which human operators and Al systems learn from

one another, jointly improving decision quality in complex, safety-critical environments.

1.3. TRUSTWORTHY FULL AI-BASED CONTROL

Trustworthy full-Al control refers to operational modes in which Al systems take primary responsibility
for decision-making and action execution, while human operators retain a supervisory and directive
role. This mode is essential in complex, high-risk infrastructures where real-time demands, network
scale, or system complexity make continuous human control impractical. In such cases, the design
challenge is not to remove humans from the loop, but to ensure that autonomous decisions remain
transparent, aligned with human objectives, and accountable to human oversight.

AI4REALNET algorithms operating under full-Al control must be capable of autonomously navigating
dynamic, multi-agent environments, coordinating with other agents, and optimizing both local and
global objectives, since these decisions are no longer mediated by human oversight as in the previ-
ous settings. Multi-agent reinforcement learning, developed in WP2, is particularly relevant here, as
it supports decentralized decision-making, communication between agents when appropriate, and
emergent cooperation driven by shared goals.

Although Al operates independently, human supervision remains a core requirement. In AI4REALNET,
Al must provide interpretable explanations of its intentions, actions, and predicted outcomes to enable
effective human validation. This requires integrating explainability and transparency mechanisms di-
rectly into the algorithmic design so that operators can understand why a decision was taken, detect
deviations from expected behavior, and intervene when necessary. Clear communication of uncer-
tainty, anomaly detection, and risk levels is essential for maintaining human trust and ensuring safe
system operation.

In the AI4REALNET vision, human expertise should remain reflected in autonomous policies. Algorith-
mic frameworks should therefore incorporate mechanisms to learn from demonstrations, historical
operator decisions, and expert-guided preferences. This allows autonomous agents to internalize do-
main knowledge and safety constraints, providing a foundation for behavior that is both competent

and predictable to human supervisors.
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Finally, trustworthy autonomy demands robust monitoring, auditing, and logging infrastructures. Al-
gorithms should generate structured, traceable decision records that allow operators to analyze sys-
tem performance, investigate anomalies, and understand failure mechanisms. These accountability
measures are crucial in critical infrastructures, where transparency is not optional but central to op-
erational safety, regulatory compliance, and public trust.

In summary, AI4REALNET trustworthy full-Al control does not imply removing humans from the sys-
tem; instead, it emphasizes designing autonomous agents whose decisions are intelligible, aligned

with human intent, and always subject to meaningful human direction and oversight.

1.4. STRUCTURE OF THE REPORT

This report is organized into nine main chapters that progressively develop the conceptual and tech-
nical foundations for human-centered and trustworthy Al-supported decision-making. Chapter 2 dis-
cusses the transition from purely autonomous systems toward human-centered Al, highlighting chal-
lenges related to solution styles, trust, cognition, and alignment between human and Al objectives,
as well as mechanisms for joint decision-making. Chapter 3 presents the Agent-as-a-Service (A3S)
concept as an architectural layer for exploring simulated futures and interactive decision support, in-
cluding the associated graphical components to portray on human-machine interfaces as informa-
tion overlays supporting human-Al interaction and understanding. Chapter 4 addresses risk and un-
certainty in Al-assisted decision-making, providing a literature review and introducing modeling ap-
proaches for forecasting agent failures, system uncertainty, and risk using evidential and conformal
techniques. Chapter 5 focuses on multi-objective decision-making with Al, covering theoretical foun-
dations, algorithm design, and implementation within the AI4REALNET multi-objective framework.
Chapter 6 explores interactive Al approaches to augment human decision-making, including human-
Al co-learning, inverse reinforcement learning, preference-based learning, and real-time interactive
preference learning. It also examines how humans learn from Al and how co-learning concepts can
be operationalized through dedicated overlays and extensions on human-machine interfaces devel-
oped within WP1 and WP2. Chapter 7 then considers fully autonomous Al-driven decision systems,
describing architectural requirements, system design, and negotiation mechanisms between agents
and operational constraints. Finally, Chapter 8 discusses the generalization and transferability of the
proposed methods across domains and network-structured systems, while Chapter 9 concludes the
report by summarizing key findings and outlining future research directions.

Together, these chapters provide a comprehensive overview of the methodologies, algorithms, and
tools developed within AI4REALNET to enable human-centered, interactive, and trustworthy Al in com-
plex decision environments, thereby supporting the realization of the three complementary control

modes within the AI4REALNET collaborative architecture.
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2. FROM AUTONOMOUS TO HUMAN-CENTERED Al

As explained in Section 1, there are several ways in which Al approaches developed in the autonomous
setting can be used to support human-centered modes, such as Al acting as decision support or joint
decision-making, as in the co-learning setting. However, this transition also introduces challenges,
many of which translate to the activities from AI4REALNET Work Package 3. This section discusses
the challenges involved in enabling autonomous Al approaches to support human-centered modes of

operation, and outlines what potential solutions-or mitigation strategies-could look like.

2.1. CHALLENGES FROM DIFFERING SOLUTION STYLES

When human and Al solution styles differ, and humans follow the Al suggestions some, but not all of
the time, the system might end up in states unfamiliar to the Al (resulting in low-quality Al recommen-
dations) or unfamiliar to the human operator (resulting in low-quality human decisions). This can also
affect explanations that provide expected future outcomes if they assume the Al recommendations
are always followed (e.g., (Khan et al., 2009; Yau et al., 2020)).

Possible ameliorations to the problem of low-quality Al recommendations in unfamiliar states include
training the Al on a larger state distribution to reduce the number of unfamiliar states and using quan-
tification of epistemic uncertainty (discussed in Section 4 and developed in Task 3.1) to detect where
the Al lacks coverage. The user interface could then display a confidence score indicating the Al's
confidence in its recommendation.

Possible amelioration to the problem of reaching states unfamiliar to the operator would be first to
recognize when such states are reached (e.g., by using evidential networks (developed in Task 3.1) to
estimate the operator’s uncertainty, or by measuring the operator’s cognitive state (studied in Task
2.3). The Al could then be trained to avoid such states, e.g., by training with a human in the loop, or
by inferring the human'’s goals or strategy (Tasks 3.2 and 3.3).

The problem of explanations that assume the Al's suggestions will always be followed could be miti-
gated by considering a range of policies during training of the explanation module, or by inferring the

operator’s strategy (Task 2.3).

2.2. CHALLENGES FROM MOTIVATION AND TRUST

For an operator to make productive use of Al support, the operator needs to be motivated to engage

with the Al system and to appropriately trust the system. Here, both inappropriately high trust leading
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to over-reliance, and inappropriately low trust leading to a disregard for the Al system, can be detri-
mental to decision-making quality. As is discussed in detail in Section 3.2 of (Bessa et al., 2024), solely
providing recommendations (with or without explanations or an interpretable model) is insufficient to
engage the user and to establish appropriate trust (Miller, 2023). In particular the Al solution should
aim for calibrated trust rather then just increased trust (Endsley, 2023). In general, a joint decision
scenario is thus preferred over a human-in-control scenario where the agent solely provides recom-

mendations.

Better results are anticipated if the Al acts in a ‘cognitive forcing’ or ‘evaluative A’ manner. In these
scenarios, the initiative is with the operator to make an initial decision or a hypothesis. The role of the
Al agent is then to provide recommendations and explanations regarding the decision, or to provide

evidence for or against the hypothesis.

To support these styles, autonomous Al could be trained to provide multiple suggestions and its inter-
nal value function could be leveraged to evaluate decisions suggested by the user. Values indicating
the Al's confidence in its decisions might aid in establishing appropriate trust (Task 3.1). Going be-
yond this, Al agents could support the human cognitive processes of decision-making, learning, and

motivation in co-learning scenarios (Tasks 3.3 and 3.4).

2.3. CHALLENGES FROM COGNITIVE ASPECTS

Itis important that an Al-based decision support system supports human decision-making and learning
processes. Again, based on the earlier discussion in Section 3.2 of (Bessa et al., 2024), solely providing
recommendations (even with explanations or an interpretable model) falls short of this goal. Meth-
ods based on ‘cognitive forcing’ or ‘evaluative Al’ are here, too, more promising (Miller, 2023). This
suggests a joint decision-making scenario rather than the human-in-control scenario. Furthermore, it
is important that the operator can understand and process the information provided by an Al agent.
While information from an Al agent can be helpful, an overload of information should be avoided, es-
pecially when the operator is under high stress or a high cognitive load. To also cope with rare critical
events with high impact in safety-critical infrastructures, we need to ensure that situational awareness

is not reduced (Endsley, 2023).

Again, this means that Al agents need to support the human cognitive processes of decision-making
and learning, as studied in Tasks 3.3 and 3.4. The Al could also take into account the operator’s cogni-
tive state by measuring their stress and cognitive load using biosensors (Task 2.3). However, care must
be taken to ensure this does not lead the operator to experience external control, as this will decrease

motivation.
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2.4. CHALLENGES FROM HUMAN-AI ALIGNMENT

Al agents are developed to perform tasks in a certain way, implicitly or explicitly assuming a certain
goal or objective. For example, reinforcement learning approaches require an explicit reward function
that describes the objective to be maximized. However, real tasks often require a careful trade-off of
different objectives, risks, and stakeholders’ interests. Human operators will make these trade-offs,
perhaps in a way that is hard to quantify explicitly. There is a risk that the precise objective is not
fully aligned between the human operator and the Al agent, leading to Al recommendations or other
outcomes that do not adequately support the operator’s goals.

An amelioration of these challenges can come from two perspectives. First, Al agents could explic-
itly consider the various objectives at play, which need to be traded off, resulting in a multi-objective
approach where the operator is involved in making the final trade-off ((Hayes et al., 2022), Task 3.2).
Second, the human goals or objectives could be inferred from data, for example, through inverse re-
inforcement learning (Ng and Russell, 2000). These inferred goals or objectives could then be used to

train the Al model and/or as input for the Al’s behavior (Task 3.3).

2.5. SUPPORT FOR JOINT DECISION MAKING

As noted several times in this section, to appropriately support human decision-makers, a joint de-
cision making is required where Al and human operator share the responsibility for decisions. For
humans to be able to take and share responsibility, we need to go beyond recommendations, and
thus beyond the functionality provided by the autonomous agents from Work Package 2. Additional
functions are required to support human exploration of the decision process and mirroring of the
quality of human operator actions.

Such additional functionalities could include the ability to explore ‘what if’ scenarios (e.g., using the
simulation tools developed in Work Packages 1 and 2, and the interactive Al interface from Task 1.3),
answering specific operator queries and providing evidence for and against operator hypotheses,
adapting to constraints provided by the user (e.g., using safe Al methods from Task 2.3), and eval-
uating human decisions. Al agents that support such human decision-making and learning processes

are studied in Tasks 3.1-3.4.
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3. AGENT-AS-A-SERVICE

The AI4REALNET project is structured to advance both autonomous and Al-supported decision-making
in critical infrastructures. The project has defined six use cases across three domains: railway, power
grid, and air traffic control. Beyond improving the performance of autonomous controllers and Al-
based support systems, AI4REALNET directly addresses the gap between these two modalities by turn-
ing autonomous models into systems that remain interpretable and steerable by human operators, so
that their internal reasoning and assumptions can be examined rather than merely inferred from their
outputs.

To this end, the project develops model-independent tools that provide transparency to otherwise
opaque agents, revealing decision pathways, limitations, and failure modes in a consistent way. To
fulfill this goal, AI4REALNET developed the concept of Agent-as-a-Service (A3S), in which a human-
centered layer wraps existing agents, extending agents’ recommendations with associated uncertainty,
risks, and relevant context. Additionally, A3S supports configuring how agent recommendations are
used in practice (e.g., advisory use, operator overrides, and interactive simulation-based checking),
allowing human operators to retian control over final decisions. A3S allows operators to understand
not only what the system suggests, but also why and how strongly.

A3S is a domain-agnostic toolkit that re-purposes autonomous Al for accountable, human-guided de-
cision processes. Uncertainty estimates are exposed at each decision step, so operators are aware
of Al limitations, turning full autonomy into a supervised process where humans can assess both the
recommendation and the reliability behind it.

Within this framework, operators gain the ability to inspect the model’s reasoning, probe alternative
inputs and scenarios, and recognize when confidence collapses or a distributional shift appears. The
Agent-as-a-Service abstraction preserves the efficiency and speed of autonomous systems, while en-
suring that the human remains the informed authority rather than a passive recipient of the model’s
output. In doing so, AI4REALNET anchors decision-making in transparency, controllability, and ac-
countability, in line with a European vision of human-centered Al (European Union, 2024).

The A3S architecture is depicted in Figure 2. A3S is designed as a modular and extensible approach
for encapsulating Al agents within service-oriented interfaces suitable for integration with the HMIs
developed in the AI4REALNET project. At its core, the service combines a simulation environment
and an Al agent, which together form the queryable intelligence layer. Communication between this
core and operators through an HMI or external systems is mediated via well-defined endpoints, such
as restore, simulate, and get_action_space, exposing essential actions and internal states in a flexible

manner.
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FIGURE 2 - A3S: ARCHITECTURE OF THE SERVICE.

An important feature is the ease with which extensions can be integrated. For example, the uncer-
tainty predictor (using the algorithms devised in Section 4) can continuously assess and report the
agent’s confidence at every decision point. This allows human operators to recognize when the agent’s
recommendations are robust, uncertain, or potentially affected by changes in context or data. By sur-
facing confidence information, the framework supports transparent decision-making, which strength-
ens human-centered oversight.

The architecture also allows integration of additional services, such as performance monitoring and
historical case retrieval. These services connect to persistent storage for reliable tracking, traceability,
and accountability. All modules, including the uncertainty predictor, can be dynamically configured
using YAML files. This flexibility ensures that the architecture is domain-agnostic and easily adaptable.
The endpoints allow for direct inspection of states, actions, and key performance indicators (KPIs), and
can include uncertainty information alongside states, actions, and KPIs. As a result, human operators
can base their decisions on both system outputs and a clear quantification of reliability.

The A3S service is designed to communicate asynchronously with external systems and operator tools.
This supports interactive supervision and intervention in simulated roll-outs and replay settings, where
operators can test alternatives before committing to a decision. Operators are thus empowered to
interpret, challenge, and guide Al behavior using a full set of integrated, uncertainty-aware services.
This architecture delivers the standard of transparency and accountability required for critical decision-

making in infrastructure operations.
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The framework bridges the divide between full autonomy and human-centered control, empowering
operators to oversee, interpret, and guide Al-driven processes in real-time. By integrating uncertainty
estimation and auxiliary services within a modular, domain-agnostic architecture, AI4REALNET sets
a benchmark for trustworthy, resilient, and accountable decision systems, answering the long-term

needs for safety, digitization, and sustainable innovation in Europe’s essential networks.

3.1. AS3S AS A ROLL-OUT LAYER FOR SIMULATED FUTURE EX-
PLORATION

In AI4REALNET, the contribution of A3S is primarily situated on the roll-out side: rather than changing
how agents are trained, A3S provides the intermediate layer required to use trained WP2 agents in a
human-in-the-loop decision-making process. Concretely, A3S wraps an existing agent together with
a simulator/digital environment and exposes a small set of service endpoints that make the agent’s
decision process inspectable and queryable at runtime. This enables operators to interact with the
agent not only at the current time step, but also by probing possible futures through short-horizon
simulation and KPI evaluation.

A key design choice is that the service returns a single recommended action per decision step (i.e., the
next action the policy would take in the current state), which is then augmented with uncertainty and
context information such as KPIs. While this does not provide a full plan or ranked list of alternatives,
it supports a practical interaction paradigm in operational settings: operators can treat the agent’s
next action as a candidate intervention, and use simulation to explore how this choice propagates into

near-term outcomes.

3.1.1. EXPLORING THE SIMULATED FUTURE WITH A3S

A3S enables a workflow in which the simulator is used as a lightweight verification and exploration
mechanism, tightly coupled to the agent’s recommendation. In the AI4REALNET setting, we consider

three complementary usage patterns:

1. Continuous short-horizon look-ahead with KPI-based alarms. Using the simulate endpoint, the
current operational state can be rolled forward for a small number of steps (e.g., H steps) by re-
peatedly applying the agent’s single-step recommendations. The resulting rollout produces pre-
dicted KPI trajectories (e.g., performance, safety or rule-violation indicators). These predicted
KPlIs can be compared to predefined thresholds to raise alarms when the near-term outlook is
undesirable. This pattern supports proactive monitoring: rather than waiting for KPI degrada-
tion to materialize, operators can be warned when the simulated future indicates a high likeli-

hood of degradation, or when uncertainty becomes sufficiently large to warrant attention.
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2. Operator “what-if” exploration with agent continuation. Operators can use A3S to assess the
consequences of a manual decision at the present time. Specifically, an operator can apply an
action A’ in the current state and request a forward simulation in which the first step is fixed to
A, after which the policy resumes by producing its standard single-step recommendations. The
resulting rollout allows operators to answer questions of the form: “What happens if | do action
A’ now, and then let the agent continue from there?” This supports decision making under
uncertainty by allowing rapid comparison of near-term KPI consequences, without requiring

the operator to manually specify a long sequence of subsequent actions.

3. Post-hoc counterfactual exploration on recorded trajectories. Beyond live operation, the same
interface supports retrospective analysis. From a recorded rollout, operators or analysts can re-
store a historical state using restore and then simulate counterfactual branches that correspond
to alternative actions at a chosen decision point. This enables structured “what-if” analysis af-
ter the fact, supporting debugging, audit-oriented reflection, and improved understanding of
when and why a given decision led to an observed outcome. Importantly, this counterfactual
use relies on the same service contract as live exploration, ensuring that offline analysis remains

consistent with the deployed system behavior.

Across these patterns, uncertainty estimates (cf. Section 4) can be exposed alongside the simulated
KPI trajectories. For example, it can be setup that such that H timesteps are simulated into the future
for every action proposed. For this horizon H KPIs and uncertainty estimates are calculated and es-
timated such that they can be fed into the control system: when the agent’s confidence collapses, or
when predicted KPIs indicate risk, the system can provide a clear signal to the operator that additional
scrutiny is required. Conversely, when simulated KPI outcomes are stable and uncertainty is low, the
system can reduce cognitive load by presenting a compact summary (recommended action, predicted

KPI trend, and uncertainty), rather than requiring deep inspection of raw state variables.

3.1.2. SCOPE AND CURRENT LIMITATIONS

The current A3S implementation focuses on single-step action recommendation coupled with forward
simulation and KPI evaluation. This design is intentionally lightweight and compatible with existing
WP2 agents, but it also implies that the system does not (yet) provide ranked action sets, or pol-
icy ensembles by default. Nevertheless, by combining single-step recommendations with operator-
selected interventions and short-horizon rollouts, A3S still supports rich exploration of potential fu-

tures through repeated simulate-inspect cycles.
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FIGURE 3 - TRACERL - EXAMPLE OF HUMAN-AGENT INTERACTION IN TRACERL.

3.2. TRACERL AS A LAYER FOR INTERACTIVE A3S-BASED SIMU-
LATION

To make A3S-based simulation and counterfactual exploration accessible to operators, AI4REALNET
integrates the A3S backend within an interactive user interface overlay developed in Task 2.3, re-
ferred to as TraceRL. TraceRL consumes the A3S endpoints to (i) query the admissible actions
(get_action_space), (ii) simulate forward from a selected state with or without human input (simulate),
and (iii) restore previously recorded states (restore). This enables operators to explore short-horizon

future outcomes and KPI changes by running targeted “what-if” simulations at specific decision points.

Figure 3 illustrates an example of human input in TraceRL. First, a trajectory is selected and visualized.
The user then selects a decision block to override one or more actions (block highlighted in red in
Fig. 3a). Subsequently, the system queries the available actions and presents the user with a control
panel (Fig. 3b). After the user selects an alternative action to explore, the A3S backend processes
the input, runs a simulation and returns the new trajectory. Finally, TraceRL updates the live graph

accordingly (Fig. 3c).

The human-influenced cells are shown with a light-blue background, whereas the Al-generated ac-
tions produced in response to human input are highlighted in light yellow. The decision blocks from
the original trajectory retain a neutral background. In combination with KPI readouts and uncertainty
annotations, this GUI-based interaction provides a concrete mechanism to perform post-hoc coun-

terfactual analysis on recorded episodes. In this sense, TraceRL operationalizes the A3S concept by
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turning a service-oriented agent wrapper into a practical, interactive tool for uncertainty-aware de-
cision support in simulated and replay settings. The structured audit trail of operator decisions, Al
recommendations, and uncertainty estimates that TraceRL produces also makes it a natural fit for reg-

ulatory compliance and post-incident review in safety-critical domains.

28



AlY >@'\. AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

4. RISK AND UNCERTAINTY IN DECISIONS

Integrating Artificial Intelligence (Al) agents into real systems demands clarity about how Al makes
choices and where its limits lie, because trust collapses the moment those boundaries become
opaque. This chapter introduces the core concepts of risk and uncertainty in decision-making for
Al-assisted operations, focusing on situations in which humans use Al to guide actions that shape crit-
ical infrastructure. The goal of this chapter is to explain how uncertainty arises from both the model
(i.e., RL agent) and the environment, how it influences the reliability of Al recommendations, and why

human operators must understand these uncertainties to make robust decisions.

4.1. MOTIVATION

In autonomous decision-making, where Al agents hold full control over the decision loop, uncertainty
tends to play a secondary role. Fully autonomous systems prioritize strong calibration and robust
decision policies, relying on the agent’s ability to estimate aleatoric uncertainty, i.e., the randomness
rooted in the environment, such as weather variability or sensor noise. Accurate estimation of this
environmental uncertainty strengthens the agent’s robustness.

When Al shifts into a supporting role for humans, uncertainty becomes central. Beyond aleatoric un-
certainty, the human operator must also understand the system’s epistemic uncertainty, which reflects
what the agent does not know due to limited training data or under-explored scenarios. High epistemic
uncertainty signals that a recommendation is unreliable because the agent has not encountered com-
parable situations before, and its internal model may generalize poorly. Uncertainty estimators can
provide operational self-awareness (Endsley, 2023), allowing the system to detect when it is operating
outside its trained boundaries and to communicate those limitations directly to the human operator.
Decision-making typically imposes a high cognitive load on humans, who must maintain situational
awareness and understand the evolving context to make informed and meaningful decisions. Current
practices in critical infrastructures often involve multiple screens and applications that amplify this
load, forcing operators to prioritize, organize, and correlate information before making decisions (An-
drade et al., 2022).

As system complexity increases, Al-assisted decision making should reduce rather than amplify oper-
ators’ cognitive burden - the mental effort required to interpret system states and evaluate possible
actions. When this burden becomes excessive, it can lead to higher operator stress and reduced de-
cision quality. Clear knowledge of an Al system’s boundaries and limitations can help mitigate this

effect by indicating when its recommendations can be trusted and when further human evaluation is
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necessary (Zhou et al., 2017).

In Al-assisted decision making, the aim is to optimize how humans and Al share responsibility. When
uncertainty is properly quantified and communicated, it can support rather than replace human judg-
ment. If uncertainty is ignored or poorly conveyed, it can lead to over-reliance on automation or
excessive skepticism, both of which undermine safety and performance. Effective assistance, there-
fore, requires both accurate modeling of uncertainty and user interface interactions that intelligibly
support operators in interpreting and acting on it Operators must be able to interpret the magnitude
and source of uncertainty to decide effectively whether to trust, defer to, or override an Al recom-

mendation.

4.2. LITERATURE REVIEW

The deployment of Al models in safety-critical infrastructure requires more than high predictive accu-
racy; it requires rigorous guarantees of reliability and safety. Recent surveys in the field emphasize the
critical shift from point forecasting to probabilistic forecasting to mitigate operational risks (Petropou-
los et al., 2022). Following the widely accepted taxonomy proposed by Hillermeier and Waegeman
(Hullermeier and Waegeman, 2021), predictive uncertainty is fundamentally decomposed into two
distinct categories: epistemic uncertainty and aleatoric uncertainty.

Epistemic uncertainty, often called model uncertainty, arises from epistemic ignorance stemming from
limited data coverage, insufficient exploration of the state-action space, or model misspecification. In
the context of reinforcement learning (RL), this uncertainty reflects the agent’s lack of knowledge re-
garding appropriate actions in unfamiliar or out-of-distribution system states. A defining characteristic
of epistemic uncertainty is its reducibility; in theory, it can be mitigated by acquiring additional training
data or refining the model architecture.

Several methodological paradigms have been proposed to estimate this form of uncertainty. Bayesian
Neural Networks (BNNs) are considered the theoretical gold standard, replacing deterministic weights
with probability distributions (Blundell et al., 2015); however, exact inference in BNNs is often com-
putationally intractable. To address this, Gal and Ghahramani (Gal and Ghahramani, 2016) proposed
Monte Carlo Dropout (MCD), which approximates Bayesian inference by keeping dropout layers ac-
tive during testing. While effective, this method is an approximation and known to produce poorly
calibrated uncertainty estimates, especially in areas where training data is sparse (Djupskas et al.,
2026). A robust alternative is found in Deep Ensembles, where multiple independent networks are
trained with random initializations (Lakshminarayanan et al., 2017). Although ensembles often pro-
vide superior uncertainty calibration, they incur high training and memory costs. To overcome the
computational overhead of sampling-based methods, Sensoy et al. (Sensoy et al., 2018) introduced

Evidential Deep Learning (EDL), an approach that treats network outputs as evidence to parameterize
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a higher-order probability distribution (e.g., Dirichlet). This allows for the deterministic estimation of

epistemic uncertainty in a single forward pass, making it highly suitable for real-time applications.

In contrast to the reducible nature of model knowledge, aleatoric uncertainty captures the inherent
stochasticity of the physical process generating the data. In power systems, this manifests as sensor
noise, stochastic fluctuations in load demand, or the intrinsic volatility of renewable generation. Unlike
its epistemic counterpart, aleatoric uncertainty is irreducible from a data collection perspective, as
adding more training examples allows for a better estimation of the noise distribution but does not
eliminate the variability itself (Kendall and Gal, 2017). The literature addresses the quantification of
this uncertainty predominantly through three distinct methodologies: parametric estimation, quantile

regression, and residual-based modeling.

The parametric approach assumes that the target variable follows a known probability distribution,
such as Gaussian or Poisson, whose parameters are estimated directly by the model. In this paradigm,
a neural network or boosting model is trained to minimize the negative log-likelihood, simultaneously
predicting the mean and the conditional variance as a function of the input. This formulation cap-
tures heteroskedasticity, the varying dispersion of error across the input space, which is critical in
power grids where uncertainty often correlates with peak load hours. Recent advances, such as NG-
Boost (Duan et al., 2020), have extended this capability to Gradient Boosting algorithms, enabling full
probabilistic forecasting for tabular data without the complexity of deep learning ensembles. As an
alternative to rigid distributional assumptions, Quantile Regression has established itself as a standard
in Probabilistic Load Forecasting (Hong and Fan, 2016). Rather than estimating distribution parame-
ters, this method directly predicts conditional quantiles (e.g., the 90th percentile) by minimizing the
pinball loss function (Koenker and Hallock, 2001). While robust to outliers and distribution-free, quan-
tile regression may suffer from the quantile crossing problem. Finally, a third methodological avenue
involves residual-based modeling or two-stage regression. This technique decouples point forecasting
from uncertainty estimation: a model is first trained to predict the conditional mean, and a second
model is then trained to predict the magnitude of errors, typically using squared residuals. This ap-
proach offers significant flexibility, allowing the use of specific loss functions for the variance, such as
Poisson regression to enforce non-negativity, and the application of distinct algorithms for the central

trend and the dispersion (Hastie et al., 2009).

In parallel, conformal prediction (CP) (Shafer and Vovk, 2008; Angelopoulos et al., 2023) has emerged
as a distribution-free framework for constructing statistically valid uncertainty intervals for forecasted
outcomes, and has recently been extended to support risk-based verification of operational bound-
aries in autonomous systems (Lindemann et al., 2025). Given a pre-trained predictive model and a
user-defined significance level a € [0, 1], CP provides a prediction interval that contains the true out-

come with probability at least (1 — «), under the assumption of exchangeability. An advantage of CP
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is that it operates as a post-hoc calibration layer, providing uncertainty intervals independently of the

internal structure or quality of the underlying predictive model.

The simplest CP approach, commonly referred to as split conformal prediction (Vovk et al., 2005),
constructs global prediction intervals by calibrating nonconformity scores on a held-out dataset. While
this method guarantees marginal coverage, the resulting intervals have a constant width across the
input space and may be overly conservative. To improve adaptivity, several extensions of CP have been
proposed. Locally adaptive conformal methods provide tighter intervals in well-modeled regions and
wider intervals in regions of higher uncertainty by scaling the nonconformity scores by local difficulty
estimates, allowing adaptation to heteroskedastic target behavior while preserving marginal coverage
guarantees (Renkema et al., 2024). Also focusing on heteroskedasticity in the data, Conformalized
Quantile Regression (CQR) has been proposed to combine the flexibility of quantile regression with the
statistical guarantees of CP, enabling the construction of asymmetric and input-dependent prediction

intervals (Romano et al., 2019).

Another important line of work addresses non-exchangeable and time-dependent settings, where
classical CP assumptions are violated. Adaptive Conformal Inference (ACI) introduces online updates
to the significance level, maintaining long-term coverage guarantees under distribution shifts, making
it particularly suitable for time series and evolving systems (Gibbs and Candes, 2021). This method
is especially relevant for power system applications, where operating conditions change continuously

due to demand variability, contingencies, and external disturbances.

In the context of RL, the work in (Strawn et al., 2023) creates safety filters by predicting other agent tra-
jectories and providing intervals of uncertainty (using CP) around these trajectories, so that the agent
can avoid these areas of higher uncertainty, in order to avoid collisions in their safety-critical setting.
In (Silva et al., 2020), the epistemic uncertainty associated with each RL action is estimated using a
bootstrapped DQN. When the uncertainty level exceeds a predefined threshold, the agent requests
guidance from a demonstrator and uses this advice to guide exploration. In (lbrahim et al., 2023),
both epistemic and aleatoric uncertainties is explicitly quantified using an ensemble of distributional
critics within an actor-critic framework. Epistemic uncertainty is leveraged to guide exploration via an
upper-confidence-bound strategy, while aleatoric uncertainty is used to learn a risk-sensitive policy

through conditional value-at-risk-based optimization in continuous action spaces.

In power grids, particularly in the context of congestion management, the forecasting of failures or the
quantification of operational uncertainty in RL-based agents has been explored only to a very limited
extent. For example, recent challenges from the L2RPN (Learning to Run a Power Network) competi-
tion, promoted by RTE and other partners, have incorporated the ability of Al agents to issue alarms to
system operators into the evaluation score. However, in the 2021 competition, the proposed solutions

were predominantly rule-based, relying on expert knowledge and not explicitly modeling uncertainty

32



AlY >@'\. AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

or leveraging data-driven learning approaches (Marot et al., 2022). More recently, in the 2023 Energy
Transition competition, most teams employed custom heuristic agents and rule-based strategies tai-
lored to specific contingencies or seasonal periods (Pavao et al., 2025). A more advanced, data-driven
approach based on supervised learning was introduced in (Lehna et al., 2024). The authors formulate
a multi-class classification task, using several machine learning models (e.g., random forests, gradient
boosting trees, and a categorical embedding model) to forecast whether the power grid will remain
operational or experience a failure within a horizon of 5, 3, or 1 time steps, based solely on observa-
tions of the grid state. In addition, a clustering analysis was conducted to identify distinct grid failure
modes, grouping them into five interpretable clusters. However, the model does not incorporate any
explicit representation of the uncertainty associated with the RL agent’s actions.

Finally, uncertainty estimates are used to implement Safe RL. For instance, in voltage-control applica-
tions, epistemic uncertainty can limit the agent’s exploration, preventing it from taking actions that
violate operational limits in unexplored network topologies (Su et al., 2025). Other approaches use
Gaussian processes or BNN to model renewable generation uncertainty and ensure system stability

under stochastic disturbances (Pepiciello and Dominguez-Garcia, 2024).

4.3. UNCERTAINTY MODELING

4.3.1. CONTRIBUTIONS

We now describe a comprehensive framework, developed within Task 3.1, for assessing and fore-
casting the reliability of pre-trained RL agents, using power grid use cases from AI4REALNET as an
illustrative application example. The framework is designed to support human operators by providing
early warnings when RL agent decisions may become unreliable, without requiring modifications or

retraining of the control policy. The main contributions are as follows:

e We introduce a reliability forecasting method that jointly integrates epistemic and aleatoric un-
certainty estimates with indicators of network operational “complexity” to predict the prob-
ability of RL agent failure over future time horizons (e.g., the next hour). A Large Language
Model (LLM) is employed to imitate a machine learning model and to generate fully inter-
pretable outputs, including natural language explanations, that inform human operators about
the conditions under which Al recommendations may fail. In contrast to related state-of-the-art
approaches (e.g., (Pavao et al., 2025; Lehna et al., 2024)), our method explicitly incorporates
epistemic uncertainty and leverages LLM-based imitation as a novel mechanism for transparent

and operator-oriented decision support.

e A CP-based framework for providing intervals of uncertainty around forecasted power line load-
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ings under contingencies, explicitly incorporating the effects of RL agent actions. The framework
enables multi-hour ahead overload risk assessment, supported by the conformal guarantees
provided by the used CP methods. This contrasts with existing alerting approaches in the state
of the art (e.g., (Marot et al., 2022; Lehna et al., 2024; Pavio et al., 2025)), which mainly aim to
estimate the probability of agent failure, without explicitly characterizing the resulting impact

on the power grid state.

While this work is centered on RL, the proposed methodology and principles are not limited to this

setting and can be transferred to other Al paradigms and deployment configurations.

4.3.2. FORMULATION OF THE PROBLEM

We consider a power grid whose operational state at a discrete time step t is denoted by s; € S,
where S represents the state space comprising the grid topology, power injections, and line flows.
The topology and generator redispatch actions are defined by a pre-trained RL agent, governed by a
fixed deterministic policy 7:

7m:S = A, ar = w(st), (1)

where the 7 is treated as a “black box” and is not modified or re-trained in this work and a; € A
represents the action taken at time ¢, given state s;.

The objective is not to optimize the control performance of the RL agent, but rather to forecast the
probability of operational failure introduced by deploying this policy. This forecast must account for
the stochasticity of the power grid resulting from two distinct sources: epistemic uncertainty (u;) and
aleatoric uncertainty (o).

For any given state s;, we aim to forecast, at a lead time ¢ + k£ (where k is the prediction horizon)
and using only the information available at time step ¢, a safety tuple (P ;1 44k, Cie1k|t)- The term
Pfail,i+k|¢ denotes the predicted probability that the RL agent’s action fails to maintain system stability
(e.g., resulting in a blackout due to a cascading event) at time ¢ + k. The set C;;,; represents a

probabilistic uncertainty forecast interval for the line loading values at time ¢ + k.

4.3.2.1 Forecasting RL Agent Failure Probability. The first component of the safety tuple aims to
predict the likelihood of a system failure event. Let Y, € {0, 1} be a binary variable representing
the failure event at time ¢t + k, where Y, . = 1 indicates a failure. We seek to estimate the conditional
probability:

Praitp+klt = P(Yirr = 1| vp), (2)

where v; represents the vector of features available at time ¢.

To operationalize this, the feature vector v, is constructed as a concatenation of heterogeneous data
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sources, formally defined as:

Vi = [xtopo @ xgrid D Xstress D upred] 5 (3)

where each component represents a distinct information domain:

® Xiopo € Z: The categorical encoding of the specific line [ disconnected at time ¢ + k, capturing

local topological dependencies.

® Xgrid € R®: The global operating point vector, comprising total active and reactive load
(Pr,,Qp), total generation (Pg, Q¢), and the load-to-generation imbalance ratio (rpg =
Pr/Pg).

o Xoress € R*: Statistical descriptors of the thermal stress distribution across all transmission
lines L. Let p; be the loading rate of line ¢« € L. This vector includes the maximum loading
(max; p;), average loading (p), variance (ag), and the cardinality of the critical set N..;; = |{i :

pi > 0.95}].

® Uyeq € R3: The uncertainty quantification vector containing the aleatoric uncertainty (c,,) and

the epistemic uncertainty prior to contingency (o2").
The ground truth labels Y; ;. are obtained via a contingency analysis projected to a one-hour horizon
(t+12).
The central hypothesis of this approach is that incorporating aleatoric and epistemic uncertainty met-
rics into the supervised classifier enriches the model, thereby enabling more effective discrimination

of situations in which the RL agent is prone to failure.

4.3.2.2 Uncertainty Forecast Interval of Line Loadings. The second component of the safety tu-
ple addresses the risk of line congestion. Let p; ;1 denote the realized loading for transmission line
le{1,..., Njine} at lead time t + k. Given a forecasted state of the grid S¢4k|t» and the action a; 1 =
7(8;11e) Selected by the RL agent in that state, we obtain a point forecast f; i+ (Sim(8¢ 4 k)t Gt yk)),
in which sim(-) represents the new state obtained by simulating an action a; in state s;. For nota-
tional simplicity, we denote this forecast by p; (%, 4|;), where x|, represents the predicted system
state for lead-time ¢ + k, with information available at time step ¢, which results from simulating the
RL agent’s action a;, in the predicted state 5, ;. We also use the notation x; to generally denote
the predicted state of the grid at timestep t, influenced by action a;. The objective is to construct a

prediction interval Cz,1—a(Xt+k|t) such that the realized line loading satisfies

P(ﬂl,t—f—k € Cl,l—a(xt+k|t)) >1—-aq,
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where o € [0, 1] is a user-specified significance level (e.g., 0.1 for 90% coverage). These intervals
provide a probabilistic upper bound on line loadings, allowing us to quantify the risk of thermal limit

violations that can lead to grid congestion.

4.3.3. UNCERTAINTY MODELING

This section describes the two complementary uncertainty estimation methods used to assess the
reliability of a pre-trained RL agent for managing power grid congestion problems. It focuses on epis-
temic (model) uncertainty and the conformal uncertainty assessment framework used to quantify tar-
get (outcome) uncertainty, capturing uncertainty in future line loadings resulting from stochastic in-
jections and system dynamics, conditioned on the agent’s actions. These components are estimated
independently and combined to form a safety tuple that supports risk-aware decision-making without

modifying the underlying control policy.

4.3.3.1 Aleatoric and Epistemic Uncertainty. Epistemic uncertainty reflects the RL agent’s confi-
dence in its selected action when operating in a given grid state. High epistemic uncertainty indicates
that the current state lies outside the distribution encountered during training, increasing the risk of

unpredictable or unsafe control outcomes.

To quantify this uncertainty, EDL is adopted, an approach based on the Dempster-Shafer Belief Theory
and Subjective Logic that treats neural network predictions not as simple point probabilities but as
higher-order probability distributions (Sensoy et al., 2018). The developed model is trained to param-
eterize a Dirichlet probability density function over the possible output classes. By directly param-
eterizing a predictive distribution rather than relying on sampling-based techniques, EDL avoids the
computational overhead of methods such as Monte Carlo dropout or ensemble models, which results
in significantly faster inference that is particularly well suited for real-time and near-real-time power

system applications.

To estimate aleatoric uncertainty, which captures the data’s inherent stochasticity, a two-stage re-
gression approach capable of modeling non-constant variance was employed. After training the mean
prediction model, Histogram-based Gradient Boosting (HGB), the squared residuals of the training set
predictions are calculated to approximate local variance. A second HGB model is then trained to pre-
dict these residuals using a Poisson loss function. This gradient boosting-based variance estimation
aligns with recent advances in probabilistic boosting machines (Duan et al., 2020; Sprangers et al.,
2021), which demonstrate that treating variance as a learnable parameter significantly improves cali-

bration.
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4.3.3.2 Evidential Modeling of Agent Behavior. Epistemic uncertainty, u, quantifies the agent’s
confidence, where high values signal out-of-distribution (OOD) states and increased operational risk.
Following Sensoy et al. [7], u is derived from the total evidence S = ) aj and normalized by K
classes as u = K /S. This metric yields an interpretable scalar: in familiar states, high evidence (S >
K) drives u — 0, while in unknown scenarios—such as novel post-contingency topologies—minimal

evidence (e, ~ 0) results in S &~ K and maximum uncertainty u ~ 1.

For risk quantification, we adopt EDL Sensoy et al. (2018), which uses Dempster-Shafer Theory and
Subjective Logic to treat predictions as higher-order probability distributions Sensoy et al. (2018).
The model is trained to parameterize a Dirichlet density function over output classes. By directly pa-
rameterizing this distribution, EDL avoids the computational overhead of sampling-based methods like
MCD or ensembles. This enables the significantly faster inference required for real-time power system

applications.

We employ an EDL framework for behavioral cloning. Rather than optimizing for classification accu-
racy, the primary objective is to build a shadow model that replicates the fixed policy 7, enabling the
extraction of high-fidelity uncertainty metrics during inference. The network is trained strictly on the
same state distribution Dy,..;,, Used to train the original RL agent, mapping the current grid state s; to
the predicted action a;. To ensure non-negative outputs, a softplus activation is applied to the final
layer, producing an evidence vector e = [ey, ..., ex] for K possible actions. This evidence is then
mapped to the concentration parameters of a Dirichlet distribution, «, such that o, = e;, + 1. This
formulation quantifies the density of the training data within the feature space, effectively modeling

the knowledge boundary of the original RL agent and its reliability in novel states.

4.3.3.3 Conformal Risk Assessment. While epistemic uncertainty reflects the “confidence” in the
action suggested by the RL agent, it does not capture uncertainty in the physical evolution of the power
grid, which arises from both aleatoric and epistemic sources. Even for a fixed control action, future line
loadings remain uncertain due to stochastic demand and variability in renewable generation. To quan-
tify this uncertainty, CP is employed to construct forecast intervals around the line loading predictions,
p1(x;) obtained in the forecasted system states x;. In practice, grid operating conditions evolve over
time and may violate the strict exchangeability assumption underlying CP, causing the marginal cov-
erage guarantees to no longer hold exactly. To evaluate this limitation empirically, three CP variants

with different notions of adaptivity are explored, as detailed in the following subsections.

The Split CP constructs prediction intervals using the residuals of the point forecasts made on a cali-

bration dataset. Let 7, denote the calibration set. For each transmission line [, the absolute residuals
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are used as nonconformity scores, and a global quantile is computed as

Q1o = quantile(Uet., {|pre — p(x)|}, 1 — ). (4)

abs residuals in calibration set

At test time, this quantile is used to construct a prediction interval around the point forecast p; (X x| ):

Cri—a(errp) = oXerrpe) — Qi—as AXerkle) + Qi—al- (5)

Since the quantiles are global and independent of the test points, the resulting interval width remains
constant across all test inputs for a given line, which may lead to overly conservative estimates. This
essentially means that this method provides marginal coverage guarantees (assuming exchangeabil-
ity), but does not achieve conditional coverage under general assumptions. Conditional coverage is
defined as:

P(Ytest € C(Xtest)|Xtest = 1’) >1—-aq. (6)

When considering Split CP, achieving conditional coverage is impossible without additional assump-
tions (Foygel Barber et al., 2021), because information is gathered across the entire input space, lead-

ing to only marginal coverage guarantees.

The normalized CP variant with uncertainty scalars (using k-nearest neighbors - KNN) scales noncon-
formity scores using a local uncertainty estimate, following (Renkema et al., 2024). This estimate rep-
resents the difficulty of forecasting a specific data-point and is calculated for each x; by averaging the

residuals of its £ most similar neighbors in the calibration dataset,

difficulty; (x;) = max(mean(UtsENk(xtmal)\m,ts - ﬁg(xts)\),€>, (7)

set of k closest neighbors
in calibration set

where N (x| Tcar) represents the set of & closest points to x; in the calibration set and ¢ > 0 prevents

numerical instability.

Each calibration residual is normalized as

(norm) (o y _ Pt = pi(xe)]
score; () = Gitficuity, (x,) (®)

and a global quantile is then computed from the normalized scores:

~(norm)

UG1-o = quantile(uteﬁal{Scorel(norm) (x)}, 1 — ). (9)

normalized residuals
At test time, given a new forecasted system state x;_ |, the prediction interval is obtained by rescaling

38



AlY >@'\. AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

this quantile:

Cri—a(Xeik)) = [ﬁl(xt+k|t> - é}f{‘f? x difficulty; (X; 4 4)¢); 10)

(n

Pr(Xerk)t) + cilﬂf”) x difficulty; (X kj¢) |-

Itis expected that using these uncertainty scalars will lead to greater adaptivity, thereby approximating
conditional coverage.

The previously proposed methods do not provide exact guarantees for time series data due to the
violation of the exchangeability requirement. ACI addresses this limitation by dynamically updating
the significance level «* in an online fashion (Gibbs and Candes, 2021), using a gradient descent-like
procedure in which: (i) if intervals are too narrow (miss too often) o* decreases, producing wider
intervals; and (ii) if intervals are too wide (coverage above target) then o* increases, shrinking intervals.

i.e., the adaptive significance level is updated as

app=ap g+ (a -1 (Pl,t—l ¢ él,l—a;‘,t,l(xt—l))) : (11)
where 7 is the step size parameter. ACl starts with o* = «.. The quantile is calculated for all forecasted

states (X, ..., X1 ) using the adaptive significance level at time ¢, corresponding to ajy

Qa—ap, = quantile(Uy et {lpre, — pr(xe)|} 1 = agy), (12)

~
abs residuals in calibration set

and is updated sequentially in a delayed fashion when the real simulation reaches time ¢ + k, using
Eq. 11.

The prediction interval is then

Cl,l—azt (Xerk)e) = [Pr(Xeqrpe) — Cfl,l—a;t;ﬁl(xwk\t) + Ql,l—alﬁt]-

This adaptive mechanism enables long-term (asymptotic) coverage guarantees under distribution

shift, making ACI particularly interesting for evolving power system operations.

4.3.4. RL AGENT UNCERTAINTY AND FAILURE FORECASTING

In this section, we describe the methodology in more detail, explaining how future forecasted grid

states are obtained, how epistemic uncertainty is employed, and how the CP framework is built.

4.3.4.1 Future Grid States. The first step is to forecast the network’s future states to enable con-
tingency analysis of look-ahead time steps. To this end, a regression model using the HGB algorithm
was developed. This algorithm was selected for its computational efficiency with large data sets and its

ability to capture the complex nonlinearities inherent in the dynamics of the power grid. Nevertheless,
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any other machine learning algorithm for load and generation forecasting could be used.

The forecasting problem is formulated as a multi-output regression, where the model receives a vector
of historical observations and temporal variables as input and simultaneously predicts the active and
reactive power injections for all loads and generators over a 1-hour time horizon. The attribute vector
is constructed using sliding time windows that capture short-term (5-minute lag), medium-term (1-
hour lag), and long-term (one-week lag) dynamics. Additionally, the temporal periodicity is encoded
through trigonometric transformations (sine and cosine) of the hour of the day, the minute of the
hour, and the day of the week, ensuring that the model learns the seasonality of consumption and

generation.

cyclic
encoding

time-series
forecaster
(HGB) RL agent
predicts
inject values
into the . .
load / powergrid Strkit Stklt o/ P(Xtik)
generation run powen‘low' (forecasted observation) (forecasted observation) simulate agent's action forecasted line loadings)
Gtk
FIGURE 4 - OBTAINING THE FORECASTED FIGURE 5 - OBTAINING THE FORECASTED LINE
OBSERVATIONS. LOADINGS.

From these estimates, the grid state is deterministically reconstructed using a power flow solver (Light-
SimBackend ()lightsim2grid). This process is illustrated in Fig. 4.

In order to obtain forecasted line loading values for the CP framework, the action a;, . that would be
taken by the RL agent in this reconstructed state s, ;; is simulated, resulting in the state x; 4;, from

which the values of p;(x; ;) are collected, as illustrated in Fig. 5.

4.3.4.2 Failure Forecasting. The proposed system consists of three sequential blocks: (a) a power
injection prediction module (load and generation) based on HBG; (b) an uncertainty quantification
module that estimates aleatoric and epistemic components, which leads to the development of an
alarm system; and (c) the extraction of interpretable decision rules using an LLM.

The central component of security assessment lies in the ability to anticipate future vulnerabilities.
Rather than assessing only the current state, the methodology projects contingency analysis (V — 1
criterion used for power grid operators) to a one-hour time horizon. This means that a line is discon-
nected at timestep ¢t + 12 to understand whether the system remains online under this contingency.
The supervised dataset generation process follows the predictive logic shown in Fig. 6. As illustrated,
the process is divided into three stages described in Figure 7: (i) state forecast, where the HBG model
estimates load and generation injections for a 60-minute horizon; (ii) future contingencies simulation,

applying critical line disconnections to the forecasted state at ¢ + 12; and (iii) feasibility verification,
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FIGURE 6 - FLOWCHART OF THE PREDICTIVE CONTINGENCY ANALYSIS METHODOLOGY.

assessing whether the network maintains operational stability or whether the disturbance triggers a

cascading event (potentially leading to a blackout).
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Random uncertainty
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Load and generator
injection forecast

Predicted state
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. . Reactive Power Load
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Maximum line capacity Aleatoric Uncertainty in Active|

Average line capacity Generator Load Forecasting
Number of critical lines
operating near thermal limits

HGB Classifier

Failure Risk & Alarm

Alarm: yes or no?

FIGURE 7 - ARCHITECTURE OF THE ALARM SYSTEM.

The classifier aggregates, at a specific time step (e.g., t + 12), the following metrics (i.e., model inputs)

to generate a binary risk alert:

e Power balance: aggregated metrics characterizing the system operating point, specifically the

total active and reactive load and generation injections. Additionally, the load-to-generation

ratio is introduced as a derived feature to explicitly quantify the system-wide power balance
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and capture deviations between total demand and available generation.

e Thermal stress: statistical descriptors of the line loading rates (p) across the entire network.
These include the maximum and average p, variance, and the count of critical lines operating
near thermal limits (p > 0.95). These variables capture the proximity of the grid to its physical

boundaries.

¢ Predictive uncertainty context: Probabilistic indicators derived from the upstream estimators.
This includes the aleatoric uncertainty (inherent noise in load/generation forecasts) and the epis-

temic uncertainty estimated by the EDL prior to the contingency (epistemic_before).

¢ Grid contingencies: The specific identifier of the disconnected line, encoded to allow the model

to learn local vulnerability patterns associated with individual grid components.

Based on this historical dataset, the HGB classifier is trained to directly distinguish between stable
and critical operating points. The model learns the non-linear decision boundary separating the two
classes, mapping the input feature vector to a binary prediction. Consequently, the system operates as
an immediate early warning mechanism: whenever the model predicts a future failure event (positive
class), an alarm is triggered to prompt preventive operator intervention.

Following the implementation of the HGB model, a critical challenge remains, i.e., the inherent “black-
box” nature of ensemble methods, which limits transparency and hinders the interpretability needed
for human operator validation. To address this, we implement a post-hoc interpretability framework
that uses an LLM as a “rule generator” (Bessa, 2025).

The objective is to create a transparent surrogate model that approximates the HGB'’s predictive behav-
ior. This approach tasks the LLM with analyzing the input features and the HGB’s output to synthesize
executable, human-readable Python code in a strict if-then format (Bessa, 2025). This transforms
complex non-linear patterns into explicit operational protocols.

To translate the HGB predictions into interpretable logic for line disconnections, two distinct architec-
tural strategies are defined, formalized in Algorithms 1 and 2. These options trade off between the

breadth of the context window and the granularity of the specific physical rules:

Unified contingency logic (global call). In this approach (see Algorithm 1), the LLM processes a
dataset containing identifiers for all relevant network components simultaneously. The model
acts as a global classifier, generating a single hierarchical decision tree that first branches based

on the topological state before evaluating physical variables.

- Structure: The generated code prioritizes the categorical variable (the line identifier) to

segment the logic, followed by nested conditions for load and uncertainty.

- Logic Example:
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* |f line_id

= 1: Check sum_load_p >= 200 AND uncertainty_before > 0.5.

* |f line_id == 2: Apply distinct thresholds relevant to this specific line's capacity.

- Implications: This mimics a global decision tree, consolidating all logic into one script.
However, this may exceed the LLM’s reasoning capabilities when the number of lines is
large, as the context window becomes saturated with topological distinctions rather than

physical-state analysis.

Algorithm 1 LLM-based rule extraction: Unified global approach with feedback

1:
2:
3:

Input: Dataset D = {X, L}, Black-box Model Mz, Target F'2;4rget
Output: Global Decision Tree Code R gopa1

> Step 1: Generate Surrogate Targets

: tharget — MHGB.pTCdiCt(D)
: Daug +~ DU Y;farget

> Step 2: Construct Hierarchical Prompt

: Select stratified sample S C Dy,,4 containingall I € L
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

Initialize prompt history H with S and hierarchical instruction
> Step 3: Iterative Refinement Loop
fori < 1to N do
¢ < LLM(H) > Generate Global Script
Y)red < Execute(é, D) > Validate on full dataset
Scoreps < CalculateF2(Yiarget; Ypred)

if Scorers > F244rge¢ then
Rglobal —c
break
else
Fyack, < GenerateFeedback(Score s, Precision, Recall)
Update H with ¢ and Fpuex > Refine Global Logic
end if
end for

return R giopa1

Modular asset-specific logic (iterative calls). As detailed in Algorithm 2, this strategy treats each
line disconnection as an independent problem. We employ a “sliding window” or filtered con-

text approach, where the LLM is called individually for each line.

- Structure: The LLM is provided only with the HGB'’s behavior regarding a specific asset
(e.g., only datawhere 1ine_id == 1 isdisconnected). It generates a specialized function

for that specific contingency.

- Logic Example: For the 1ine_1_3_3 call, the rule set focused immediately on physics: if

sum_load_q > 100 then Alert.

- Implications: This yields a library of modular, high-precision rules. By removing the noise
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introduced by other topologies, the LLM can focus on capturing subtle non-linear relation-

ships between load patterns and uncertainty that are specific to each line.

Algorithm 2 LLM-based local rule extraction with feedback

Input: D, Myep, F5, N
Output: R giopai
Y + Mpygp.predict(D) > Surrogate labels
DT+ DUY > Augmented dataset
Select stratified sample S € D™ coveringalll € L
Initialize prompt history H with S and global rule instructions
fori =1to N do
¢+ LLM(H) > Generate rule script
Y « Execute(é, D) > Evaluate on full data
F, + CalculateF2(Y,Y)
if £ > F3 then
Rglobal —c
break
else
F < GenerateFeedback(F%, Precision, Recall)
Update H with ¢ and F > Refine prompt
17: end if
18: end for
19: return Ryiopai
Legend: D: input dataset; Mpygp: trained HGB classifier; Y: surrogate labels predicted by M yap; DT:
augmented dataset; S: stratified sample; L: set of line identifiers; H: prompt history; ¢: rule script generated
by the LLM; Y: predictions from executing ¢; F5: achieved F2-score; Fi': target F2-score; F: feedback message;
N': maximum number of refinement iterations; R gi004:: final global rule set.

=

WONDLE LN

[ e ey
AN I ral

Constraints and iterative refinement To ensure the generated rules are operationally safe and
mathematically robust, the framework enforces a “Feedback Loop” methodology following re-
cent research on LLM optimization (Bessa, 2025). The generation process adheres to the fol-

lowing protocol:

- Syntactic constraints: The LLM is strictly prohibited from using elif statements. It must
generate "pure nested if/else” structures. This constraint forces the model to create a
structure identical to a binary decision tree, which is essential for visual auditing by human

operators.

- Automated feedback: The system operates cyclically. After the LLM proposes a rule set, a
secondary "Feedback Agent” evaluates the set of these rules against the HGB baseline. If
the error is high, the agent instructs the generator to refine specific thresholds in the next

iteration.

- Justification: Every rule set is preceded by a natural language justification. The LLM must
explain why a combination of various variables triggers a specific classification, bridging

the gap between raw data and operator intuition.
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4.3.4.3 Line Loadings Uncertainty Intervals Forecasting. A framework is developed for applying
CP to forecasted values of p; in order to assess the risk of congestion in power lines (see the overview

in Fig. 8).

(" Calibration ) 4 Training ) 4 Testing )

(running calibration (use calibration data to fit (running test episodes
data collection) conformal predictors) in real time)
™\
forecast load/generation
. . ' N\
for the follo.wmg k timesteps Vanilla forecast load/generation
L using HGB ) (per line quantiles) for the following k timesteps
using HGB
- J
4 N\
run power flow calculations v
considering the RL agent, _ ( N\
obtaining p; (X ;) > k-NN 1 | run power flow calculations
4kt (adaptive with o
\_ ) uncertainty scalars) considering the RL agent,
¢ obtaining fy (x4 x¢)
~
advance the simulation step v
by step collecting
DLtk ACI use conformal predictors
- J (temporal adaptive to provide intervals of
¢ behaviour) uncertainty
él 1—a Xtk
calculate non-conformity ! o Hk‘t)
scores other models can be added..
Stk = |pr(Xerie) — Prirkl

- J " J

FIGURE 8 - OVERVIEW OF THE THREE MAIN PHASES IMPLEMENTED IN THE CP FRAMEWORK.

As explained before, the framework employs a forecasting process that uses a load and generation
time-series forecaster (HGB). In the calibration phase, the calibration set is collected as the result of
running n episodes, using the rolling forecast process illustrated in Fig. 9.

At a given timestep ¢, the forecaster generates future load and generation values for horizons
ke (1,...,12) (e, (t+1,...,t + 12)), representing one hour of real time at 5-minute interval
resolution. From these predictions, the values of ﬁl(xt%‘t) are collected (shown in green in Fig. 9).

The simulation then advances, step by step, in which the actual values of p; ., are collected (shown

in purple for each timestep (¢ + 1,...,¢ + 12)). When all the real values of the line loadings have
been collected (i.e., p; ¢+, With & € (1,...,12)), a new forecast is started at ¢t + 12 for timesteps
(t 4 13,...,t+ 24) (represented in green). This cycle occurs repeatedly for the collection of the cal-

ibration dataset.

In many of the timesteps, the RL agent chooses not to take any action, which can be interpreted as a
“Do Nothing” action. In order to give emphasis to periods in time where the RL agent chooses or is
forced to choose a non-empty action, every time that the real simulation advances and a non-empty

agent action is detected, a new forecast is started (the remaining previous forecast is ignored), and
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Algorithm 3 Calibration Phase

1: Input: Environment £, Agent , Forecaster, Episodes n, Mode (single/ensemble)
2: Output: Calibration set
3:
4: if mode is single then
5: Get attacked lines A C £
6: D.a; < RunCalibrationEpisodes(&, w, n, A)
7: return D,
8: else > Ensemble Mode
9: forlinel € L do
10: D((;Qz <+ RunCalibrationEpisodes(&, 7, n, {1})
11: end for
12:  return {Dgz)z (leLl}
13: end if
14:
15: function RunCalibrationEpisodes(&, w, n, Lines)
16: fore = 1tondo
17: Set attacks on Lines C A
18: while episode not done do
19: Get observation s;
20: Get action a; + 7(s¢)
21: Get actual p; ¢
22: if new forecast is needed then
23: Forecast X, for k € {1,...,12}
24: Get p(Xyyk|¢)
25: if a; is not “Do Nothing” then
26: Set timesteps (¢t + 1, ...,t + 12) as action-influenced
27: end if
28: end if
29: Add (x5 p1(X¢); pr,¢) t0 Deal
30: Step environment with a,
31: end while
32: end for
33: return D¢

34: end function

the 12 subsequent forecasted timesteps are marked as action-influenced. This process is exemplified
in Fig. 10, in which a non-empty action is detected when collecting the real line loadings at timestep
t + 2, triggering a new forecast for timesteps (¢ + 3, ..., ¢ + 14). This allows capturing the behavior
of the conformal models in the timesteps that succeed a non-empty action.

Furthermore, the calibration dataset can be collected with or without adversarial attacks. Let £ be the
set of all power lines, and let A, with A C £, be the subset of the lines that are subjected to adversarial
attacks during calibration. In the case that A = (), this corresponds to obtaining the calibration data
under normal operational conditions, while A # () means that the calibration data is collected under
adversarial attacks on the lines in A.

The different conformal predictors studied are fit using the data collected during the calibration phase.
In this framework, two types of training are employed: single predictor and an ensemble of predictors.

In the single predictor setting, the data is collected (in the calibration phase) using one of two ap-
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FIGURE 10 - EXAMPLE OF ACTION-INFLUENCED TIMESTEPS (p; ¢+ 1, 01 (xt+k|t)) PAIRS COLLECTION
PROCESS WHEN A NON-EMPTY AGENT’S ACTION IS DETECTED (AT ¢ + 2).

proaches: (a) uses data that was collected under normal operational conditions, which includes nat-
ural load fluctuations and generation dispatch changes (i.e., A = ), and (b) some of the lines (user
specifiable) are subjected to adversarial attacks during the calibration set data collection (i.e., A # ().
In fact, the first approach can be viewed as a special case of the second approach in which no power
lines are subjected to adversarial attacks.

The ensemble training follows a different strategy. When using this type of training, an ensemble of
models is created, in which each model is trained in a scenario where only one of the power lines is
subjected to adversarial attacks (i.e., |.A| = 1). For this reason, the ensemble has one model for each
power line, and each of these models is meant to capture the impact that attacking a particular power
grid line has on the grid (i.e., how the power grid globally responds to attacks on a specific line).
Similar to the procedure from the calibration phase, load and generation forecasts are made for the
short-term (from which the values of f;(x; 4|;) are obtained) as illustrated in Fig. 9, and the conformal
predictors fitted during the training phase are used to provide intervals of uncertainty C’l,l_a(xt%ﬁ)

around the values of (X 4|¢). The simulation advances in real time, step by step, in which we collect
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Algorithm 4 Training Phase

Input: Calibration data (from Algorithm 3), significance level a, Mode (single/ensemble)
Output: Conformal Predictors

=

if single mode then
Fit C on D.,; with significance level «
return C
else > Ensemble Mode
for eachlinel € £ do
Fit C!) on D.,; with significance level o
end for
return {C) : [ € £}
: end if

VWML LD

[
[ el

the actual system outcomes (the true values of p; 1), which we use to evaluate the performance of
our models. As in the calibration phase, when a non-empty action from the RL agent is detected, a
new forecast is performed (as illustrated in Fig. 10). The test episodes happen under an adversarial

attack configuration that is defined by a subset A C £, with | A| > 0 (user-definable).
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Algorithm 5 Testing Phase

1: Input: Environment &, Agent m, Forecaster, Predictor C,,,, Episodes n, Attacked lines A C L
2:

3: fore = 1tondo

4 Set attacks on lines € A

5 while episode not done do

6: Get observation s;

7 Get action a; + 7(s¢)

8 Get actual p; ¢

9 if new forecast is needed then

10: Forecast X, for k € {1,...,12}

11 Get p(X;4x)t)

12: if a; is not “Do Nothing” then

13: Set timesteps (¢t + 1, ..., ¢ + 12) as action-influenced

14: end if

15: if mode is single then

16: Compute intervals C‘l,l,a(xwk‘t)

17: else ‘

18: for each model Cfﬁ), withi € Ldo

19: Get intervals [L(), U(®)] = Cl(zl)_a(xurk“)

20: end for ’

21: L=min{LM 1O LID} > minimum lower bound
22: U=max{UD, U@ . Uleh} > maximum upper bound
23: Compute intervals CA’lJ_a(ka‘t) =[L,U]

24: end if

25: end if

26: Step environment with a;

27: end while

28: end for
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5. MULTI-OBJECTIVE DECISION-MAKING WITH Al

5.1. MOTIVATION

Reinforcement Learning (RL) has emerged as a powerful framework for sequential decision-making in
complex and uncertain environments. Traditionally, RL focuses on optimizing a single reward function,
aiming to maximize cumulative returns over time. However, many real-world scenarios involve mul-
tiple, often conflicting objectives. For instance, an autonomous vehicle must balance safety, speed,
and energy efficiency; a recommendation system strives to provide relevant yet diverse content; and

power grid management requires optimizing for reliability, cost, and environmental impact.

These multifaceted challenges necessitate an extension of the standard RL framework to accommo-
date multiple objectives simultaneously. Multi-Objective Reinforcement Learning (MORL) addresses
this need by enabling agents to learn policies that consider various criteria concurrently. This exten-
sion introduces new complexities, such as representing and balancing conflicting goals, adapting to

dynamic preferences, and evaluating policies based on multiple performance metrics.

This section aims to provide an overview of MORL concepts, discussing its theoretical foundations,
methodological approaches, practical applications, and current research challenges. In addition, the
approach taken by the project is explained in more detail, and the corresponding software for realizing
multi-objective reinforcement learning agents is described. A multi-objective approach will enable

adaptive, situational flexibility for operators of critical infrastructure.

5.1.1. MULTI OBJECTIVE REINFORCEMENT LEARNING FUNDAMENTALS

Reinforcement Learning (RL) is a machine learning paradigm where an agent learns to make decisions
by interacting with an environment to maximize cumulative rewards. The environment is typically
modeled as a Markov Decision Process (MDP), defined by a set of states S, a set of actions A, a transi-
tion function T'(s'|s, a), a reward function R(s, a), and discount factor ~ € [0, 1). At each time step,
the agent observes the current state s, selects an action a, receives a reward r, and transitions to a
new state s. The agent’s goal is to learn a policy 7 : S— A that maximizes the expected cumulative

discounted reward over time.

Multi-Objective Reinforcement Learning (MORL) extends the traditional RL framework to scenarios
where decisions must be made considering multiple objectives simultaneously. In MORL, the scalar

reward function R(s,a) is replaced with a vector-valued reward function:
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R(s,a) = [ri(s,a),r2(s,a),...,rn(s,a)] (13)

Each component 7;(s, a) corresponds to a distinct objective, such as efficiency, safety, or cost. This
formulation leads to a Multi-Objective Markov Decision Process (MOMDP), where the agent must
learn policies that balance these objectives effectively.

Unlike single-objective RL, where the goal is to find a policy that maximizes a single cumulative reward,
MORL seeks to identify policies that achieve a desirable trade-off among multiple objectives. Two

primary approaches are employed (Hayes et al. (2022)):

e Scalarization Methods: These techniques convert the multi-objective problem into a single-
objective one by combining the multiple rewards into a scalar value, often through weighted
sums. This approach typically combines the individual objectives using a linear combination of
the individual rewards: V,, = wTﬁ, where the weight vector w captures the relative impor-
tance of individual rewards. While pre-determining the relative importance of reward weights
is straightforward, it locks the resulting policy into a fixed prioritization of objectives. However,
the linear scalarization of objectives, as a mathematical construct, can be used as a tool to de-

velop a set of optimal policies, as described below.

e Pareto-Based Methods: These approaches aim to find a set of Pareto-optimal policies, where
no single policy is superior across all objectives. A policy is Pareto-optimal if no other policy im-
proves one objective without worsening others. This method provides a diverse set of solutions,

allowing for flexibility in choosing policies based on specific preferences or constraints.

In multi-objective optimization, the Pareto front represents the set of non-dominated solutions, where
improving one objective would lead to the deterioration of at least one other. In the context of MORL,
the Pareto front comprises policies that offer different trade-offs among objectives, providing decision-
makers with a spectrum of optimal choices. For example, in autonomous driving, one policy may
prioritize speed over fuel efficiency, while another emphasizes safety at the expense of travel time.
Both policies could be Pareto-optimal, catering to different user preferences. ldentifying the Pareto
front enables the development of agents capable of adapting to varying priorities and constraints.
Evaluating the quality of the Pareto front often involves metrics such as hypervolume, which measures
the space covered by the Pareto-optimal solutions, and diversity indicators, which assess the spread of
solutions across the objective space. Understanding and approximating the Pareto front is crucial for
deploying MORL in real-world applications, where flexibility and adaptability to changing objectives

are essential.
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FIGURE 11 - SCHEMATIC OF THE OPTIMISTIC LINEAR SUPPORT ALGORITHM.

5.2. MULTI-OBJECTIVE ALGORITHM DESIGN

In the following, we outline the strategy employed in AI4REALNET to train Al-based agents to solve
multi-objective reinforcement learning problems. The approach follows that described in (Lauten-

bacher et al. (2025)) for the electrical grid optimization use case.

5.2.1. FINDING CONVEX COVERAGE SETS

The approach taken in the project is to sample the vector-valued reward space defined using the lin-
ear scalarization formulation described above. In other words, the reward space is defined using the
weights w used to scalarize the vector-valued reward function in the equation V,, = wTﬁ). The goal
of multi-objective optimization becomes one of finding the convex coverage set (CCS): a set of al-
gorithm policies that is optimal for any combination of weights. This can be performed by randomly
sampling the reward space and retraining for a policy each time, but this is computationally expensive,
especially when the number of objectives is large. A procedure known as optimistic linear support,

described below, is used to significantly improve the efficiency of this process.

5.2.2. DEEP OPTIMISTIC LINEAR SUPPORT

The optimistic linear support (OLS) algorithm (Mossalam et al. (2016), Roijers (2016)) uses an iterative
procedure to efficiently find the optimal convex coverage set. lllustrated in Fig. 11 for a two-objective
scenario, the process is initialized by first considering the cases in which w; = 1 and all other weights
are set to 0, for each multi-objective weight w;. In each case, an algorithm is trained within the rein-
forcement learning environment, and the resulting set of “extremum policies” is added to the convex

coverage set. As shown in Fig. 11, each policy performs optimally for its corresponding objective, and
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FIGURE 12 - TRAINING LOOP FOR DETERMINING THE CCS USING THE DEEP OPTIMISTIC LINEAR
SUPPORT ALGORITHM (Lautenbacher et al. (2025)).

then degrades linearly when the relative weights of competing objectives is increased. The piecewise
function defined by the maximum sum of rewards from each policy defines the current CCS.

The OLS algorithm then identifies “corner weights”, where the edges from each policy meet. These lo-
cations in weight space offer the best opportunity to improve the convex hull of the CCS, and therefore
efficiently reach the optimal convex coverate set. Thus, in the next iteration, a new policy is trained
using the weights defined at each corner weight location. If this policy improves the convex hull (as it
does in the example), then it is added to the convex coverage set. New corner weights are identified
and ordered by their potential ¢ for improving the CCS, and the procedure is repeated until reaching a
predefined stopping condition, or after a fixed number of iterations. When the OLS algorithm is used
to train one or more neural networks, the method is referred to as “deep” OLS.

The complete deep optimistic linear support procedure is illustrated in Fig. 12. The inner loop, de-
scribing training and evaluation using a multi-objective proximal policy optimization (MOPPO), is in-
dependent from the linear support loop, and can be replaced by any desired environment, agency and

optimization strategy.

5.3. THE AI4AREALNET MULTI-OBJECTIVE PACKAGE

The following describes the current version of the domain-agnostic multi-objective reinforcement
learning package, as well as the plans for further development and implementation in the AI4REALNET
use cases. The AI4REALNET-MORL package is the outcome of research on how to address the multi-
objective optimization problem within the framework of Reinforcement Learning solutions, as well as

the extrapolation of a common baseline solution to different Use Cases. This project is currently avail-
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able in the internal GitLab repositories, and the final version is expected to be made public at the time
of the official release.

The package aidrealnet-morl employs the MO-Gymnasium package for working with multi-
objective environments, and the associated morl-baselines software (Felten et al. (2023)). The
Deep Optimistic Linear Support algorithm is used to create a convex coverage set, as described in the
previous section.

The software itself is demonstrated using a multi-objective proximal policy optimization (PPO) tech-
nique, implementing an actor-critic network and optimizing using advantage to improve stability.
Although this choice of network architecture and optimization are implementations of a popular
paradigm, the software can accommodate an arbitrary multi-objective optimizer / agent pair. At each
iteration of the OLS, a critic agent learns a vector of advantages corresponding to each objective, which
is then scalarized using a fixed set of weights and used for the actor training. After each loop of the
OLS algorithm, the policy ™ and weights of the neural networks are stored before moving to the next
iteration. The deep OLS algorithm offers the opportunity to "warm-start” an iteration by setting the

weights of the current iteration to the weights of the closest previously-trained policy.

Future directions. The aid4realnet-morl has been successfully demonstrated in the electrical grid
use-case and documented in Lautenbacher et al. (2025). Implementations for the BlueSky and Flatland
environments are planned for the future. This code deployment aims at developing a solution that is
agnostic to the decision-making environment, so that the specific properties of each use case can be
inserted and processed as augmented arguments. Future development plans include adjustments to
improve interoperability between use-cases, and reduce the need for customization on an individual
use-case basis. Finally, plans to integrate multi-objective functionality into the AI4REALNET’s Interac-

tiveAl framework are under development as well.
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6. INTERACTIVE Al TO AUGMENT DECISION-MAKING

Operational environments across aviation, mobility, and complex network management are increas-
ingly shaped by uncertainty, variability, and multi-factor trade-offs. Traditional automation seeks to
replace or replicate human decision-making, but such fully autonomous approaches remain brittle
when confronted with contextual nuances, tacit knowledge, or rapidly shifting operational conditions.
Recent European regulatory and policy developments, including the EU Ethics Guidelines for Trust-
worthy Al and IATA’s guidance on human-in-command operations, highlight the need for systems that
support human decision-makers rather than substitute them.

Against this backdrop, interactive Al emerges as an alternative paradigm. Instead of static, offline-
trained models, interactive Al systems evolve through real-time dialog with human operators. They
do not merely deliver answers; they help humans reason about complex options, reveal trade-offs, and
adapt to user input. This chapter introduces the principles of interactive Al for decision augmentation,
focusing on human-Al co-learning, interactive learning loops, sparse expert data, inverse reinforce-
ment learning to elicit human rewards, evolutionary strategies for generating new alternatives, and

the role of the human-machine interface (HMI) as a medium for communication and understanding.

6.1. HUMAN-AI COLLABORATION CONCEPTS

The field of human-machine interaction is one with many names for similar concepts, oftentimes used
interchangeably despite slight difference in meanings. Usually the terms begin with Human-Machine
(the “machine” sometimes substituted with “Al”) and some suffix indicating the collaborative nature
of the system described, such as “teaming”, “interaction” or “collaboration”. The term “collective in-
telligence” is also used to refer to human-Al teams. In the context of the AI4REALNET project, we refer
to the interaction of human and Al agents as collaboration through mixed initiative.

Effective human-Al collaboration is built on the premise that humans and Al systems bring comple-
mentary strengths to complex decision-making. Humans excel at contextual reasoning, ethical judg-
ment, dealing with ambiguity, and adapting to unforeseen situations. Al systems, in contrast, offer
scalability, rapid computation, multi-objective optimization, and continuous monitoring. Human-AI
collaboration aims to combine these strengths in a way that enhances decision quality, maintains hu-
man oversight, and ensures that autonomous contributions remain aligned with operator goals.
Within the broader paradigm of mixed-initiative collaboration, both the human and the Al may con-
tribute to planning, monitoring, learning, or acting, depending on the context. Mixed-initiative sys-

tems enable flexible transfer of control, shared interpretation of tasks, and fluid interaction between
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human expertise and machine intelligence. Within this paradigm, AI4REALNET considers two key
mechanisms: interactive human-Al learning and human-Al co-learning, which represent closely re-

lated but distinct forms of mutual adaptation and engagement.

6.1.1. INTERACTIVE HUMAN-AI LEARNING

Interactive learning refers to collaborative scenarios in which humans play an active role in shaping
the Al's learning trajectory. The adaptation flows primarily toward the Al, which incorporates human
feedback, corrections, and preferences to refine its internal models. The human provides guidance,
but their own decision strategies remain largely unchanged. In this mode, the Al adapts to human
input, and human behavior is not fundamentally altered. Feedback can be implicit (e.g., acting dif-
ferently to a proposed solution) or explicit (e.g., choosing a preferred option). Finally, the interaction
typically occurs at discrete points when the Al requests guidance or when the human intervenes.
Interactive human-Al learning becomes particularly important when data is scarce, incomplete, or dif-
ficult to label—a common situation in critical infrastructure management. In many operational con-
texts, historical data is limited, inconsistent, or not representative of rare events and edge cases. Hu-
man demonstrations may also be sparse because expert time is limited and because certain situations
(e.g., emergencies, rare failures, extreme network states) cannot be safely or frequently recreated.
Here, interactive learning provides a mechanism for the Al to obtain targeted, high-value guidance at
key moments, allowing it to generalize beyond the available training samples.

Interaction is also essential when:

¢ Human preferences are nuanced or context-dependent, meaning they cannot be easily cap-

tured in a static reward function.

e The Al encounters unfamiliar or ambiguous states, where human steering prevents undesirable

outcomes.

¢ The system must learn operator-specific styles or heuristics, such as risk appetite, prioritization

strategies, or domain-specific trade-offs.

¢ Real-time adaptation is required, for instance in dynamic network states where human judg-

ment provides clarity not encoded in the model.

In this mode, the nature of the human input may vary:
¢ Direct feedback, such as correcting a proposed solution or indicating which option is preferred.

¢ Interaction signals, such as adjusting interface elements or selecting certain constraints, which

the Al can use as preference signals.
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e Sparse or occasional interventions, especially in real-time settings where continuous oversight

is not feasible.

These forms of limited yet meaningful human input help the Al improve its alignment with operator
expectations, which cannot always be fully specified in advance through formal goals or constraints,
even when large annotated datasets or extensive demonstrations are unavailable. As an example,
in AI4REALNET’s dynamic airspace sectorization use case (defined in WP1), where expert demonstra-
tions are sparse, the operator selects one of several Pareto-optimal solutions generated by Al. The Al
updates its preference model based on this selection, learning which trade-offs the operator values.
The operator’s overall approach remains stable while the system learns to generate solutions that are

more aligned to human preferences.

6.1.2. HUMAN-AI CO-LEARNING

Co-Learning is a less common term in the literature, yet it concisely describes the goal of the systems
being developed: mutually beneficial interaction between the human and Al agents in a system. Co-
learning extends beyond interactive learning by fostering mutual adaptation. Here, both the human
and the Al refine their strategies, mental models, and expectations as a result of their interaction.
The Al learns from human decisions, and the human also learns from Al explanations, alternative
solutions, and insights derived from large-scale data or simulation. In this mode, adaptation is bidi-
rectional where both agents evolve through interaction. Al functions are informed by insights from
the psychology and cognitive science literature on human learning, and explicitly support exploration
and experimentation, allowing the human to extend their understanding of the system’s dynamics.
The human can thereby develop improved situational awareness and decision strategies, while the Al
becomes more attuned to human goals.

An example of such an interaction in the railway example is the management of rerouting trains after
a storm has disrupted traffic on a track. The Al system evaluates the effects of a human decision and
provides a statistical evaluation, as well as providing alternative solutions with the same evaluation.
This allows the operator to compare their hypothesis (solution) with alternatives and identify the best
course of action. After the event, the system provides additional functions with which the operator
can re-analyze their chosen solution, spend more time exploring the system dynamics and simulate
alternative actions. Self-reflection is an important part of learning (Kolb and Kolb (2009)), and the
Al system supports this process with a self-reflection module. Logging and anonymizing this data al-
lows it to be evaluated and shared with other operators, enabling knowledge sharing throughout the
organization.

Abich and Sikorski define co-Learning as “an iteratively emergent process in which group members

adapt their behavior and provide feedback to each other”, highlighting that the agents adapt their be-
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havior to each other over time and engage in bidirectional communication with the goal of establishing
mutual understanding (Abich and Sikorski, 2023). The authors list the following factors required for

effective human-Al co-learning:

1. Trust: must be established and maintained within the human-Al team, defined as the willing-
ness of one party to be vulnerable to the actions of the teammate, regardless of their ability to

monitor or control that party (Mayer et al., 1995).

2. Common Ground: refers to the establishment and maintenance of a shared understanding of

the task and each other.

3. Group Awareness: describes the team dynamics, which encompasses the division of expertise,
understanding of social structures, knowledge on group member’s information, opinions and

intentions.

4. Communication: the minimum requirement for co-learning is explicit bidirectional communi-
cation between human and Al agent, allowing for knowledge and experiences to be shared be-

tween the team members.

5. Mutual Adaptation: as mentioned within the initial co-learning definition, the adaptation over
time in a continuous learning loop is one of the key differences between co-learning and other
similar fields. This mutual adaptation means that the Al can adapt to individual human’s prefer-
ences and needs, aligning its strategy with theirs. On the other side, humans can improve their

own performance and evolve their understanding and perception of the Al agent.

In a similar thread, van den Bosch et al. provide a detailed description of co-learning as well as propos-
ing a series of principles thereof in their 2019 paper titled “Six Challenges for Human-Al Co-Learning”.
While named differently, the meaning of principles described by the authors strongly overlap with
those listed above. The authors extend the list to include the dynamic of human-Al teams learning
from each other, for example via a knowledge base shared by all Al agents. Beyond these princi-
ples, the authors develop six models a co-learning-capable Al agent must posses, corresponding to its
six key challenges; taxonomy model, team model, task model, self-model, theory-of-mind model and
communication model.

For any team to function, a common language and a shared understanding of team dynamics is re-
quired. To structure the language, the taxonomy model manages the shared language, pertaining to
concepts and relations important for a common understanding of the task. This taxonomy can then
be used by the communication module to enable mutually understandable interaction. The “rules” of
this interaction is managed by the human agent via the team model, which defines work agreements,

team organization, hierarchy, task distribution, and delegation. With a common taxonomy and the
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agent’s place in the team defined, it can begin to solve tasks. To do so, a task model is required, which
is comprised of knowledge about the task and the relations between states, actions, and outcomes,
including solution strategies and representation of state knowledge.

The final two models proposed by the authors allow for the artificial agent to understand itself and
its team members: the self-model, depicting the inner state of the artificial agent, and the “Theory
of Mind”-model, which covers knowledge about the inner state of other agents. Both models contain
information about the goals, values, capabilities, resources, and intentions of the agents. The Theory-
of-Mind-model differentiates itself from the self-model in that the information can be provided directly
by the human agent or inferred by the artificial agent through behavioral observation. It also considers
aspects of emotion and personality. The knowledge of self and of others enables productive alignment
and adaptation within the team (van den Bosch et al., 2019).

Generally it can be said that the vast majority of the literature is concerned with defining requirements
for and identifying potential methods for co-learning. There are few studies which develop systems

for co-learning.

6.1.3. ARCHITECTURAL CONSIDERATIONS

Interactive Al systems that support interaction and co-learning require a modular and extensible ar-
chitecture capable of enabling continuous bidirectional interaction. Unlike conventional autonomous
optimization pipelines, such systems operate within a closed feedback loop in which human expertise,
preferences, and contextual knowledge iteratively shape algorithmic behavior, while Al-generated so-
lutions inform human understanding and decision-making. To support this co-learning paradigm, the
architecture must allow real-time feedback integration, solution visualization, and adaptive learning
across sessions. The A3S solution introduced in Section 3 plays an important role in realizing this
paradigm by providing supportive functions for exchanging information between human operators
and Al agents, enabling human inputs and observations to be incorporated into the learning and op-
timization process. A schematic overview of the overarching architecture is portrayed in Figure 13.

At the center of this architecture lies the Human-Machine Interface (HMI), which enables users to in-
spect, compare, manipulate, and propose candidate solutions. The HMI should present Al-generated
outputs in domain-relevant visual forms, such as airspace sector layouts, railway or power grid topolo-
gies, or workload distributions, ensuring that humans can interpret and evaluate solutions opera-
tionally. In addition to visualization, the interface must support interaction mechanisms through which
humans can revise, reject, augment, or nudge Al-generated solutions, as well as label configurations
as preferred or undesirable. These interactions form structured feedback signals that guide subse-
quent optimization. Capabilities such as TraceRL described in Section 3 can augment such interfaces

by providing visualization overlays that expose internal aspects of the learning and decision process.
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Human-Al Interactive & Co-Learning Architecture
Core loop: human interaction — feedback processing & learning — optimization — explanation/visualization — human decision — persistence & coordination
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FIGURE 13 - HIGH LEVEL INTERACTIVE AND CO-LEARNING ARCHITECTURE.

Rather than constituting a standalone HMI, TraceRL can be integrated into an existing interface as an
analytical layer that visualizes agent trajectories, decision traces, or reward signals, thereby helping
human operators interpret system behavior and provide more informed feedback.

A dedicated human feedback processing and learning module needs to interpret these signals and
converts them into machine-interpretable guidance, such as preference rewards, constraints, or bias-
ing of the search distribution. This module enables the Al system to adapt dynamically to human intent
and may include mechanisms for preference learning, meta-learning, or continual learning across ses-
sions. Complementing this is the optimization engine, responsible for generating candidate solutions
under both intrinsic objectives and human-derived guidance, and capable of being paused, resumed,
or redirected in response to user interaction.

The architecture also requires a solution visualization and explanation component that translates
abstract outputs into interpretable domain structures and highlights trade-offs, uncertainties, or the
effects of human feedback. A state persistence layer stores interaction history, learned preferences,
and system parameters, enabling continuity and cumulative learning across sessions. Finally, a coor-
dination layer ensures seamless communication between modules and supports extensibility so that
new learning or interaction components can be integrated without redesign.

Such a modular architecture provides the structural foundation necessary for interactive learning and
co-learning, enabling flexible and transparent collaboration in which human expertise and Al-driven

optimization continuously inform and refine one another.
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6.1.4. CONCLUDING REMARKS

The preceding discussion outlined architectural and interaction-level requirements for enabling inter-
active learning and co-learning between humans and optimization-driven Al systems. In such settings,
optimization is embedded within a continuous feedback loop in which human expertise and algorith-
mic search mutually influence one another. This co-adaptive paradigm requires both technical infras-
tructure for real-time interaction and a conceptual framework that treats human-Al collaboration as
a bidirectional learning process linking architectural design with concrete algorithmic methods.

In AI4REALNET, two complementary learning threads define this perspective. The first, Al learning
from humans, captures how human judgments, preferences, and domain knowledge shape the be-
havior of the optimization system. Through labeling solutions, steering search trajectories, or intro-
ducing constraints, humans progressively guide the optimizer toward operationally acceptable regions
of the solution space. This alignment can occur through real-time adaptation, preference shaping, and
meta-learning within the optimization loop rather than through heavy offline training.

The second thread, humans learning from Al, reflects how interaction with Al-generated solutions
enhances human insight and decision-making. By exploring candidate solutions, visualizing trade-
offs, and observing system responses to feedback, human operators develop a deeper understanding
of the design space and refine their own preferences and strategies. The Al thus functions not only as
an optimizer but also as an exploratory partner and decision-support tool.

Together, these threads establish a co-learning framework in which humans and Al continuously adapt
to one another. Architecturally, this requires modular integration of optimization engines, preference-
learning components, visualization interfaces, and persistent memory. Methodologically, it motivates
algorithms that remain robust under sparse and evolving human input while maintaining efficient ex-
ploration. The following sections build on this foundation by presenting specific computational meth-

ods and implementation approaches that operationalize these principles in practice.

6.2. Al LEARNING FROM HUMANS

Al learning from humans is a key theme in the AI4REALNET project, focusing on building systems that
can continuously improve through human interaction and feedback. Rather than relying solely on
static training data, AI4REALNET explores human-in-the-loop and co-learning approaches where ex-
pert input, user preferences, and operational experience are integrated into adaptive learning cycles.
These solutions enable Al systems to refine decision-making, optimize performance, and maintain
alignment with human goals in complex, dynamic environments such as energy, infrastructure, and
networked systems. This section outlines the specific methods used in AI4REALNET, focusing on the

Al-side approaches for learning from human input and feedback.
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6.2.1. INVERSE REINFORCEMENT LEARNING

Inverse Reinforcement Learning (IRL) is a paradigm in machine learning and sequential decision-
making that seeks to infer the underlying objectives or preferences driving observed behavior (Ng
and Russell, 2000). Unlike traditional reinforcement learning (RL), which assumes the reward func-
tion is given and seeks an optimal policy, IRL takes demonstrations as input and aims to recover the
latent utility function that best explains the demonstrated actions. The core idea is that behavior—
whether of humans, animals, or automated systems—is shaped by optimization of some objective,

and understanding that objective can enable imitation, adaptation, and transfer to new settings.

6.2.1.1 Formal Setup IRL is typically formalized in a Markov Decision Process (MDP), as intro-
duced in Section 5. An expert generates demonstrations D = {n}ﬁil, where each trajectory
7 = (80, a0, 81,01, - .., S7) is assumed to be induced by a policy g that is optimal or near-optimal
with respect to the unknown reward r.

Given a candidate reward function ry parameterized by 6, the corresponding action-value function is

QW(Sv a) =E

oo
Zrytrr@(st)at) | S0 = S,a0 = G,W] )

t=0

and the optimal policy satisfies

Ty € arg max E,

Z ’ytrg(st, at)] )

t=0
The goal of IRL is to recover ry such that the demonstrated behavior is optimal or approximately opti-

mal under 7.

6.2.1.2 Ambiguity The practical and theoretical challenges of IRL distinguish it from standard RL.
A central difficulty arises from ambiguity: many different reward functions can rationalize the same
behavior. For example, a reward that is a positive scaling or simple transformation of the true utility
can induce identical policies, making exact recovery impossible without additional constraints.

Formally, the IRL problem is ill-posed because the mapping r — 7} is many-to-one. For instance, for

any reward r and any o > 0, 8 € R, the transformed reward
7(s,a) = ar(s,a) +

induces the same set of optimal policies as r. As a result, IRL algorithms typically recover rewards only
up to an equivalence class unless additional constraints or priors are imposed.
To address this, research has proposed solution concepts and regularizations that constrain the space

of plausible utilities. One perspective frames IRL as seeking a reward that induces behavior consistent
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with a set of optimality or near-optimality criteria, often under assumptions about the demonstrator’s
rationality and stochasticity. Maximum entropy formulations (Ziebart et al., 2008) exemplify this ap-
proach by resolving ambiguity through preference for distributions that explain demonstrations while

remaining maximally non-committal beyond observed data.

6.2.1.3 Feasible Sets Recent theoretical treatments have formalized these intuitions, providing
frameworks to characterize the identifiability of rewards and develop algorithms with provable guar-
antees. For instance, Metelli et al. (2023) articulated foundational results on the structure of the IRL
problem, its solution sets, and conditions under which particular reward representations can be con-
sistently learned from data. This work clarified ambiguities in earlier formulations and set the stage
for subsequent developments in efficient IRL algorithms.

A key axis of development has been the characterization of solution concepts that balance fidelity to
demonstrations with statistical and computational tractability. In this context, Lazzati et al. (2024a)
introduced new solution concepts for Offline IRL, providing algorithms that operate with finite demon-
stration datasets and establish efficiency guarantees under realistic sampling assumptions. Their work
shows that definitions of what it means to recover a reward can lead directly to methods that are both
statistically sound and computationally feasible.

Another frontier is extending IRL to settings with large or high-dimensional state spaces, where naive
approaches suffer from the curse of dimensionality. Addressing this, as a part of the AI4REALNET
project, Lazzati et al. (2024b) proposed provably efficient techniques that scale inverse learning to ex-
pansive environments, leveraging structure in the dynamics and representations that support gener-
alization. These contributions help bridge the gap between theoretical IRL and applications in complex

domains like robotics and autonomous driving.

6.2.1.4 Risk-Sensitive Inverse Reinforcement Learning Traditional IRL implicitly assumes that the
underlying utility reflects expected performance under uncertainty. However, many real agents exhibit
risk-sensitive behaviors: they may weigh outcomes not merely by expectation but also by variability,
worst-case scenarios, or other risk criteria. Risk-sensitive IRL extends classical formulations to capture
these nuanced preferences, building on broader connections between IRL, utility theory, and decision-
making under uncertainty.

A notable recent contribution in this direction, as a part of the AI4REALNET project, is by Lazzati and
Metelli (2025), who formalize the problem of learning utilities from demonstrations in Markov Deci-
sion Processes with risk considerations. Their approach acknowledges that demonstration data may
embody not just preferences over rewards but also attitudes toward risk and uncertainty. By broad-
ening the IRL framework to encapsulate risk sensitivity, this work provides tools to derive utility rep-

resentations that align with demonstrators’ behavior under uncertainty. This is particularly salient in
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safety-critical domains—such as finance, healthcare, and autonomous systems—where risk attitudes
materially affect decisions.

Risk-sensitive IRL introduces additional challenges beyond standard reward inference. The learner
must disentangle the objective function from risk profiles embedded in the behavior. For instance,
two agents might exhibit similar actions because of different reward scales and opposing risk atti-
tudes. Approaches like those in Lazzati and Metelli (2025) begin to articulate solution concepts and
learning methods that can separate these factors, enabling more expressive and accurate modeling of

demonstrator utility.

6.2.1.5 Discussion and Future Directions As IRL research matures, several themes emerge. First,
theoretical clarity around solution concepts and identifiability is essential for both understanding what
can be learned and designing effective algorithms. Work such as Metelli et al. (2023) and Lazzati et al.
(2024a) ground the field in rigorous foundations that support further innovation.

Second, practical scalability and robustness remain active areas of exploration. Approaches that ad-
dress large state spaces (Lazzati et al., 2024b) and leverage sub-optimality as informative variation
(Poiani et al., 2024) illustrate how IRL can adapt to real-world complexities.

Third, extending IRL to capture richer preference structures, such as risk sensitivity, opens avenues for
modeling and imitating behavior in environments where agents care about more than expected re-
ward. As applications grow in autonomy and human-machine interaction, integrating risk, ambiguity,
and safety criteria into inverse learning will be increasingly important.

In conclusion, Inverse Reinforcement Learning has evolved from conceptual frameworks to a vibrant
area of theoretical and algorithmic research. By combining foundational insights with new models of
utility and behavior, the field continues to advance our ability to reveal latent objectives from observed

actions.

6.2.1.6 AI4REALNET-Relevant Applications Within the AI4REALNET project, IRL provides a princi-
pled framework for discovering latent operational objectives in complex, networked real-world sys-
tems where reward functions are neither explicitly specified nor centrally available. For instance, in
smart energy grids, mobility networks, or distributed logistics systems, human operators and legacy
controllers implicitly balance efficiency, robustness, cost, and safety. By observing historical trajecto-
ries of system states and interventions, IRL can infer surrogate reward representations that capture
these trade-offs, enabling data-driven digital twins and decision-support tools. In safety-critical in-
frastructures, risk-sensitive IRL is particularly aligned with AI4REALNET goals: operators often exhibit
conservative or precautionary behavior under uncertainty, and modeling such risk profiles is essential
for realistic simulation and policy transfer. Moreover, offline and large-scale IRL methods are directly

relevant in settings where only logged data from networked sensors and controllers are available, and
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interaction with the live system is constrained. This supports AI4REALNET’s emphasis on trustworthy,

interpretable, and data-efficient learning for real-world networked environments.

6.2.2. PREFERENCE-BASED REINFORCEMENT LEARNING

Reinforcement Learning traditionally relies on numerical reward signals to guide an agent toward de-
sirable behavior. In many real-world applications, however, specifying an accurate reward function is
difficult, unintuitive, or even infeasible. Preference-Based Reinforcement Learning (PbRL) addresses
this limitation by replacing explicit rewards with comparative feedback, such as preferences between
trajectories, actions, or outcomes.

The central idea of PbRL is that while humans and other decision-makers may struggle to provide scalar
evaluations, they are often reliable when expressing relative judgments. For instance, an expert may
indicate that one behavior is preferable to another without assigning numerical scores. PbRL leverages
this form of feedback to learn policies that align with latent preferences, enabling learning in domains
such as robotics, human-computer interaction, and decision support systems.

PbRL is closely related to Inverse Reinforcement Learning, as both aim to infer latent objectives from
indirect signals. However, PbRL typically treats preferences as the primitive feedback signal rather than
demonstrations of full behavior. This distinction leads to different modeling assumptions, learning

objectives, and theoretical challenges.

6.2.2.1 Formal Setup In Preference-Based Reinforcement Learning, the learner does not observe
numerical rewards but instead receives preference feedback over pairs of trajectories. Let 7;, 7; denote
two trajectories and 7; - 7; indicate that 7; is preferred.

Preferences are commonly modeled via an underlying latent utility function U (7). Under a Bradley-
Terry-Luce (BTL) or logistic preference model, the probability of observing 7; > 7; is

exp(U(7;))

) = e Um) + (U )

A standard assumption is that utilities decompose additively along trajectories,

T

U(r) = ro(st,ar),

t=0
where rg is a latent reward function.
Early work in PbRL formalized the problem as learning from pairwise comparisons, often under as-
sumptions inspired by utility theory. Preferences are commonly interpreted as noisy observations of
an underlying latent utility function that ranks trajectories or actions. This interpretation allows PbRL

to connect naturally with classical preference learning and ordinal regression.
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A comprehensive overview of these foundations is provided by Wirth et al. (2017), who survey
preference-based learning methods in reinforcement learning settings.

From a practical standpoint, feedback efficiency is a central concern. Since preferences are typically
elicited from humans, minimizing the number of queries is crucial. Techniques such as active query
selection and semi-supervised learning have been explored to reduce reliance on explicit feedback
while maintaining performance.

Given a dataset of preference comparisons P = {(7;, 75, yi;) }, where y;; = 1if 7; > 7; and 0 other-

wise, the reward parameters can be learned by maximizing the log-likelihood

E(Q) = Z Yij |OgP(TZ’ >Tj)+(1—yij)logIP>(Tj >‘Ti>-
(7i,75,9i5)EP
The learned reward is then used to optimize a policy

thrg(st,at)] )

t=0

Ty € arg max E.

6.2.2.2 Theoretical Perspectives and Guarantees Despite its intuitive appeal, PbRL presents sub-
stantial theoretical challenges. Unlike standard RL, where rewards define a clear optimization objec-
tive, preference-based settings require careful definitions of optimality and regret. The absence of
absolute rewards complicates performance guarantees and raises questions about identifiability of
optimal policies.

Several works have studied PbRL from a theoretical standpoint, analyzing convergence, sample com-
plexity, and regret under various preference models. Bayesian approaches, such as dueling posterior
sampling (Novoseller et al., 2019), provide principled ways to handle uncertainty over latent utilities
while guiding exploration in preference space.

Nevertheless, much of the early theory focused on bandit or simplified sequential settings. Extend-
ing these insights to general Markov decision processes has remained an open challenge, motivating

recent research on the theoretical foundations of preference-based sequential decision making.

6.2.2.3 Sequential Decision Making with Preference Feedback A significant step toward a unified
theoretical understanding of PbRL in sequential environments is provided by Drago et al. (2025). This
work formalizes sequential decision making with preference feedback and studies the relationship
between preferences, utilities, and policies in Markov decision processes.

The authors clarify how preference signals can be interpreted consistently across time, addressing am-
biguities that arise when preferences are expressed over partial trajectories or outcomes. By ground-
ing preference feedback within a rigorous decision-theoretic framework, this work connects PbRL

more tightly to reinforcement learning theory.
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Importantly, the paper highlights conditions under which learning from preferences is well-posed and
when meaningful performance guarantees can be established. This perspective helps bridge the gap
between practical PbRL algorithms and their theoretical justification, offering guidance for algorithm

design and evaluation.

6.2.2.4 Discussion and Outlook Preference-Based Reinforcement Learning represents a com-
pelling alternative to reward-centric learning paradigms, particularly in domains where human judg-
ment plays a central role. By relying on relative feedback, PbRL aligns more naturally with how pref-
erences are expressed in practice, but this flexibility comes at the cost of additional ambiguity and

theoretical complexity.

Recent progress has strengthened the theoretical foundations of PbRL, especially in sequential set-
tings, and clarified its connections to inverse reinforcement learning and utility theory. As demon-
strated by Drago et al. (2025), rigorous analysis of preference feedback can yield principled learning

objectives and performance guarantees.

Future research directions include improving scalability to high-dimensional environments, integrat-
ing richer forms of human feedback, and developing unified frameworks that encompass rewards,
preferences, and risk-sensitive objectives. As these challenges are addressed, PbRL is poised to play

an increasingly important role in the design of interactive and human-aligned learning systems.

6.2.2.5 AI4REALNET-Relevant Applications PbRL naturally complements AI4REALNET’s human-in-
the-loop perspective by enabling structured incorporation of expert judgment into the control of real-
world networks. In domains such as traffic management, energy dispatch, or emergency response co-
ordination, stakeholders may disagree on precise reward definitions but can reliably express compar-
ative assessments (e.g., preferring one congestion pattern or load-balancing strategy over another).
PbRL allows these qualitative preferences to shape policy learning without requiring explicit scalariza-
tion of multi-objective criteria such as sustainability, equity, resilience, and cost. Furthermore, active
preference elicitation can be integrated with simulation-based digital twins of networked systems,
enabling iterative refinement of policies through expert feedback before deployment. In distributed
or multi-agent network settings, PbRL also offers a mechanism to reconcile heterogeneous stake-
holder utilities, aligning learned policies with socially acceptable trade-offs. As such, PbRL supports
AI4REALNET's broader objective of developing adaptive, transparent, and human-aligned Al systems

for complex real-world networks.
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6.2.3. SHAPING Al BEHAVIOR TO OPERATIONAL “BEST PRACTICES”

Achieving a level of human alignment must begin at the training stage. Al systems must be trained
on data and evaluation criteria that reflect real operational practices, expert judgment, and the con-
textual nuances of decision-making in safety-critical domains. Incorporating human feedback and/or
expertise, operational constraints, and safety-focused performance metrics during development en-
sures that the Al model learns not only what is technically possible, but also what is operationally
acceptable. Without such deliberate training and validation, even highly capable systems may pro-
duce recommendations that diverge from human expectations, undermining trust and limiting their
adoption in environments where human-centered safety remains paramount. In the previous sections
on IRL and PbRL, the focus was on inferring the reward structure from human demonstrations and us-
ing this structure to guide RL behavior toward human-preferred directions. In this section, alternative
mechanisms for guiding RL behavior under a fixed, designed reward structure are investigated.

In the context of AI4REALNET, reinforcement learning can be substantially accelerated and steered
toward operationally acceptable behavior by incorporating additional sources of structure beyond
sparse trial-and-error rewards and reward shaping. One such mechanism is action shielding, which re-
stricts the agent’s action space online by filtering out commands that are known a priori to violate hard
safety constraints stemming from operational knowledge (e.g., predicted loss of separation in aircraft
conflict resolution), see Alshiekh et al. (2018). By ensuring that exploration remains within a safe and
feasible region of the state-action space, shielding reduces the risk of catastrophic outcomes while
preserving meaningful learning signals. Human feedback, provided either as corrective guidance or
as preferences over actions or trajectories, can further shape the learning process by biasing value
estimates or policy updates toward behaviors that align with domain expertise, particularly in situa-
tions where the reward function alone is ambiguous or underspecified (Knox and Stone, 2009). Expert
demonstrations (Piot et al., 2014), derived from rule-based heuristics or human-designed solutions in
the form of ‘best practices’, offer another complementary source of guidance by seeding learning with
human strategies and tacit operational norms that are known to be effective, while still allowing the
Al agent to refine or improve upon them through continued interaction with the environment.

Together, these mechanisms reduce the effective exploration burden, improve sample efficiency, and
encourage convergence toward solutions that are both performant and consistent with established
operational practices. In this section, these ideas are instantiated using a Q-learning agent for a repre-
sentative two-dimensional aircraft conflict-resolution task (see Figure 14), which serves as a concrete
example to illustrate how shielding, human feedback, and expert demonstrations can be integrated to
shape RL behavior in a safety-critical domain. These possibilities are integrated into a single RL archi-

tecture (Figure 15), enabling the evaluation of each technique both individually and in combination.
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FIGURE 14 - AIRCRAFT CONFLICT GEOMETRY AND ACTION SPACE.
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FIGURE 15 - SINGLE RL ARCHITECTURE WITH PRE-SELECTION (PRE-SHIELDING) ACTION FILTER,
HUMAN FEEDBACK AND LEARNING FROM EXPERT DEMONSTRATIONS. EACH SHAPING TECHNIQUE
CAN BE ACTIVATED BOTH INDIVIDUALLY AND IN COMBINATION.

For this example, a linear Q-learning with function approximation is employed (Melo and Ribeiro,

2007), where the action-value function is parameterized as:

Q(S’a) = W;—¢(S)’ (14)

with feature vector ¢ (s) € R¥ and action-specific weight vectors w,. The standard Q-learning update

for a transition (s¢, a,r, si41) is:

o=r +’Y';fzfi<Q(8t+1,at+1) — Q(st,a), (15)
Wy < W, +a(d(s) — Awy), (16)
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FIGURE 16 - HTML/JAVASCRIPT DEMONSTRATION APPLICATION.

where r is the reward per step, « is the learning rate, v the discount factor, A > 0 the L2 regularization

coefficient. Exploration is performed with s-greedy over the action set.

The proposed framework is implemented as an interactive JavaScript/HTML application that enables
real-time visualization and analysis of learning-based aircraft conflict detection and resolution in a
two-dimensional airspace (see Figure 16). The application displays the simulated environment, in-
cluding ownship and intruder trajectories within a 150 x 100 Nautical Miles (NM) sector, along with
configurable control options for training and evaluation (e.g., exploration rate, shielding, and expert
demonstrations). During execution, the interface provides live plots of key learning metrics such as
episode reward, success and failure rates, maneuver counts, and feature importance derived from
the learned Q-function, allowing the evolution of the policy to be monitored over time. A detailed,
step-by-step event log further supports traceability and debugging by recording actions, rewards, and
termination causes. Training scenarios are generated by sampling randomized conflict geometries,
including relative positions, headings, and speeds, ensuring exposure to a diverse set of encounter
configurations while maintaining a controlled and reproducible experimental setup. Table 1 summa-
rizes the hyperparameters set in the demonstration application. These parameters have been tuned

based on several trial and error iterations.

When trained using plain Q-learning with linear function approximation and the proposed feature set
and reward function, the agent typically requires on the order of 3,000-4,000 episodes to converge to
a reasonably stable policy. During early training, learning is dominated by the bias feature, indicating
that the agent primarily exploits global reward structure before discovering meaningful state-action

correlations. As training progresses, useful conflict resolution behavior emerges gradually, but con-
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TABLE 1 - HYPERPARAMETER SETTINGS

Parameter Value

Learning rate « 0.02
Discount factor ~ 0.99
Initial exploration rate &¢ 0.40

Exploration decay (per episode) 0.995

Minimum exploration rate min 0.015
Maximum episode length 200 steps
Maneuver budget Neyent 20 events
L2 regularization coefficient A 104

vergence remains sensitive to reward scaling and exploration scheduling. After having learned conflict
resolution, a reward gating mechanism shifts the focus more towards operational performance to re-

store the trajectory close to its initial route and exit the airspace from the appropriate side.

6.2.3.1 Action Shielding To speed up learning and to prevent the RL agent from taking unsafe or
obviously suboptimal actions, a pre-selection action shielding mechanism is employed (Kdnighofer
et al., 2020), see Figure 15. This means that action filtering occurs before the policy selects an action.

Thus, the agent samples from a reduced action set
Asafe(s) - -A,

and the unsafe actions are never passed to the Q-learning update. Action shielding is most common

in the field of Safe Reinforcement Learning.

Here, an action a is considered safe if and only if all of the following geometric constraints hold:

1. Immediate separation constraint: Simulate the next-step relative positions; if the action would

result in immediate loss of separation (d;+1 < 5 NM), then a is rejected.

2. Closest-Point-of-Approach (CPA) monotonicity constraint: Let d%‘gi{‘t denote the predicted
minimum separation if maintaining the current heading, and let dE?IXDtA be the predicted CPA

after applying action a. If

next current
depa <dcpa —,

with 7 a small marging factor, then the action is rejected. Thus, actions that worsen predicted

separation are blocked.

3. Conflict introduction constraint: If no predicted conflict is present in the current state, an action

may not introduce a predicted conflict.
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4. Exit-heading constraint (when safe): If no predicted conflict exists, an action that increases
the exit-heading error beyond a small tolerance is rejected. Note: this shielding factor is not a
safety-related constraint, but a performance-related constraint, yielding more desired behavior

by preventing the aircraft from flying in the opposite direction of the exit waypoint.

The shield shown in Figure 15 is a pre-shielding mechanism that guarantees the agent only explores
safe or geometrically meaningful actions, see Kénighofer et al. (2020). Q-learning itself never sees

unsafe actions, which accelerates training and stabilizes convergence.

Pre-action vs. post-action shielding. Safety constraints in shielded RL can be enforced either be-
fore action selection (pre-action shielding) or after an action has been proposed (post-action shield-
ing). Pre-action shielding like in Figure 15 restricts the agent to selecting actions only from a state-
dependent safe set, ensuring safety by construction, see Kénighofer et al. (2020). This leads to more
stable learning dynamics and stronger compatibility with formal verification and constrained control
frameworks. Notably, pre-shielding has a faster convergence than post-shielding, as it maintains a
consistency between the agent’s decisions and the executed behavior, although overly conservative
constraints may reduce exploration and slow convergence (Kénighofer et al., 2020, 2025).

In contrast, post-action shielding allows the agent to propose arbitrary actions that are subsequently
filtered or corrected by a safety mechanism (Kénighofer et al., 2020). While this approach is easier to
integrate with existing agents and can support broader exploration, it introduces a mismatch between
the agent’s internal policy updates (i.e., what the agent assumes it has executed) and the actions
actually executed in the environment—commonly described as action aliasing—which can degrade
learning stability and complicate analysis (Kénighofer et al., 2020). Pre-action shielding is generally
preferred when feasible, whereas post-action shielding remains a practical alternative when architec-

tural constraints limit tighter integration.

Shielding vs. reward shaping. In safety-critical reinforcement learning, there is a fundamental de-
sign choice between encoding constraints and desired behavior in (i) an explicit action shielding mech-
anism, or (ii) the reward function. In the aircraft conflict-resolution setting, both approaches can ac-
celerate learning, but they have different implications for convergence speed, policy flexibility, and
human-feedback integration.

Reward shaping provides a principled way to encode behavioral preferences (e.g. minimizing extra
track miles, limiting the number of maneuvers, returning to a nominal heading). However, reward-

only approaches can converge slowly in this domain for three reasons:

1. Delayed credit assighment: separation-loss penalties and track-mile penalties may accumulate

over multiple steps, requiring TD learning to propagate information backward in time.
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2. Small reward differences between actions: many heading-change actions lead to similar short-

term outcomes, creating a low signal-to-noise ratio for Q-learning.

3. Exploration burden: without constraints, the agent must explore many suboptimal but feasible

behaviors before learning to avoid them, especially with function approximation.

These effects often produce long transients before the policy becomes useful.

Pre-selection action shielding reduces the effective action space from A to a state-dependent subset
Asafe, dramatically increasing sample efficiency. In particular, shielding i) blocks actions that violate
hard safety constraints (immediate separation loss), ii) removes actions that degrade predicted safety
margins (e.g. lower predicted dcpp), iii) prevents exploration of actions that introduce conflicts from
otherwise safe states. By filtering clearly undesirable actions, the agent focuses learning on the re-

maining meaningful decisions and typically achieves safe behavior with fewer episodes.

Initial findings. Enabling action shielding—by pruning actions that violate kinematic or separation
constraints—leads to almost immediate emergence of desired conflict resolution behavior. Since un-
safe or clearly suboptimal actions are never explored, the agent effectively operates within a reduced
and well-structured action space. While this produces near-operationally acceptable trajectories from
the start, it also strongly limits exploration, preventing the agent from discovering alternative avoid-
ance strategies or learning fine-grained trade-offs between maneuver magnitude, timing, and recov-
ery. As aresult, shielding is highly effective for deployment and demonstration, but less suitable as a

standalone training mechanism.

6.2.3.2 Human Feedback as Policy Shaping After (or during) autonomous Q-learning, human-
feedback mechanisms can also shape the policy without discarding the learned Q-function. Here,

human feedback can be given after each episode and not after each individual action, see Figure 17.

Pairwise preference learning. Given two trajectories A and B, the human selects the preferred one.

If A is preferred over B, the Q-function is updated as:
w <+ w + oy, (VuQ(A) — VuQ(B)),

while the update is reversed if B is preferred. The update will push up the value of preferred ac-
tions and decreasing the value of dispreferred ones (Jain et al., 2013, 2015; Wirth et al., 2017). Here,
oy, is the feedback gain. To ensure a fair comparison, both trajectories are initialized with identical
encounter geometry, including ownship and intruder positions, headings, and speeds.

To avoid trivial duplication of behavior, the second trajectory B must be explicitly forced to diverge

from the earliest non-zero maneuver decision by excluding only the first action taken in trajectory A
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Mode: |Pairwise preference (Avs B) v Mode: | Single-episode rating (1-5) v

Test greedy policy Debug: OFF Test greedy policy Debug: OFF
Comparisons: 0 Episodes rated: 0 (avg: n/a)  Avg R(50): nfa  Status: awaiting preference (A vs B) Comparisons: 0 Episodes rated: 0 (avg: n/a)  AvgR(50):n/a  Status: awaiting rating (1-5)
Which solution is better? Rate this solution (1 = unacceptable, 5 = excellent):

Abetter B better About same / unclear 1 2 3 4 5

FIGURE 17 - HUMAN FEEDBACK MODES: PAIRWISE COMPARISON BETWEEN TWO TRAJECTORIES
(LEFT) VS. SINGLE TRAJECTORY RATING (RIGHT).

at that decision step. Apart from this enforced divergence, both trajectories are generated using the
same policy, optional action shielding, and constraints.

After execution, the user selects the more acceptable trajectory (or indicates no clear preference), and
the agent’s action-value estimates are updated by reinforcing actions along the preferred trajectory
while penalizing those of the non-preferred one. This mechanism allows human judgment to directly
shape the policy while preserving safety and consistency across comparisons.

With linear function approximation Q(s, a) = w' ¢(s, a), the Q-function update simplifies to adding a
scaled difference of feature vectors, oy (¢ (s, A) — ¢(s, B)), to the weights. Geometrically, this moves
the parameter vector in a direction that increases the margin Q(s, A) — Q(s, B), thereby reshaping
the value function so that the preferred action becomes more attractive in the current state and in
similar states that share feature structure. Repeated updates of this kind gradually enforce consistency
with human preferences by increasing the separation between favored and disfavored actions in value
space.

This update can be interpreted as stochastic gradient ascent on an implicit objective that maximizes the
difference between the Q-values of preferred and rejected actions, or equivalently minimizes a ranking
loss that penalizes violations of the desired ordering. Unlike standard temporal-difference learning,
which adjusts values to match observed rewards and bootstrapped returns, pairwise feedback im-
poses inequality constraints of the form Q(s, A) > Q(s, B), making it a form of preference-based
reinforcement learning. The resulting mechanism resembles large-margin ranking updates, in which
each comparison incrementally pushes the value function toward a configuration that respects ac-
cumulated human judgments. When integrated with ordinary Q-learning updates, these preference

gradients act as an auxiliary shaping signal that biases the learned policy toward actions that align
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with human expectations, while still allowing environmental rewards to determine long-term optimal

behavior.

Rating-based feedback. A trajectory receives a human rating € {1,2,3, 4,5}, mapped to a scalar

signal R € [—1, 1] (Jain et al., 2013, 2015; Wirth et al., 2017). The weights are updated:
Wq < Wa + (R — Q(s, a;w)) ¢(s).

This update adjusts the value estimate toward the human-provided signal: if the predicted value
Q(s, a; w) is lower than the rating-derived signal R, the estimate is increased, whereas if it is higher,
the estimate is reduced. In this way, human ratings act as a target signal that gradually shifts the value
function toward trajectories that humans judge as desirable. Highly rated trajectories increase the

value of their action sequences; low-rated ones decrease it.

Initial findings. Incorporating human feedback, for example by penalizing or discouraging undesir-
able actions during training, proves ineffective when applied from scratch. Without a baseline policy
that already achieves conflict avoidance, the feedback signal is overwhelmed by random exploration
and sparse terminal rewards. Empirically, human feedback becomes useful only once the agent has
learned a minimum viable policy, after which feedback can bias learning toward smoother trajecto-
ries, fewer maneuvers, or earlier recovery. This observation aligns with the interpretation of human

feedback as a policy shaping mechanism rather than a replacement for reinforcement learning.

6.2.3.3 Learning from Expert Demonstrations In addition to learning-based conflict resolution,
pure heuristic algorithms that reflect established air traffic control (ATC) best practices can provide
structured guidance for decision-making. Such algorithms can also be used as supervisory signals for
RL, effectively serving as algorithmic priors or heuristic teachers when historical expert demonstra-
tion data is limited or unavailable. Here, a rule-based Velocity Obstacle (VO) formulation is used to
generate control actions that place the relative velocity of the controlled aircraft outside the collision
cone (i.e., the velocity obstacle) induced by the intruder’s protected zone, thereby providing guidance
signals for the learning agent (Fiorini, 1998; Mercado Velasco et al., 2015), see Figure 18. In the pro-
posed rule-based variant, candidate maneuvers are further constrained to ensure a fixed pass-behind
geometry: among all safe actions that position the relative velocity vector outside the velocity obsta-
cle, the algorithm selects the smallest available heading and/or speed deviation for which the intruder
lies ahead of the controlled aircraft at the predicted closest point of approach. This criterion directly
encodes the operational preference for predictable behind-passing maneuvers, which are commonly

issued by expert human controllers (Regtuit et al., 2018).

75



AlY >e\ AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

7" Intruder N
. \
aircraft \

\ protected
B ': zone

1

Pass behind ,’I

intruder /
Pass in front of
intruder
Va exit
Controlled point
aircraft

FIGURE 18 - VO GEOMETRY AS SEEN FROM THE CONTROLLED AIRCRAFT. HERE, ANY ACTION ON V4
THAT PUTS V,..; TO THE LEFT OF THE VO RESULTS IN PASSING THE INTRUDER FROM BEHIND.

Once the intruder has passed the controlled aircraft along the original route direction and a safety
margin is guaranteed, the rule-based logic transitions to a recovery phase. In this phase, the controlled
aircraft applies the minimal corrective action that reduces deviation from the original heading (and
speed, if enabled), while ensuring that no new predicted conflict is introduced. By defining “passed”
relative to the initial route direction rather than the instantaneous heading, the algorithm robustly

initiates recovery even after large avoidance maneuvers.

Incorporating expert demonstrations into Q-learning. To accelerate learning and bias the policy to-
ward operationally acceptable behavior, expert demonstrations are incorporated into the Q-learning
updates. Let 7x(s) denote an expert policy, here realized by a rule-based VO conflict resolution con-
troller that selects safe and structured maneuvers (i.e., pass-behind strategies) (Fiorini, 1998; Mer-
cado Velasco et al., 2015). Given a state s; and the expert-selected action atE = wp(st), the agent

receives an additional learning signal beyond the standard temporal-difference (TD) update.

When an expert action af is available, an additional supervised-style update is applied to encourage

the agent to assign higher value to the demonstrated action (Piot et al., 2014). Specifically, the agent

performs an imitation update of the form

W,r — W,n +ap (Qp — Q(st, af’)) ¢(st), (17)

where a g is ademonstration gain and ()  is a target value that biases the demonstrated action upward
relative to competing actions. In practice, () g can be chosen implicitly (e.g., by applying a fixed positive
margin) or implemented as a small additive boost to the demonstrated action’s Q-value.

In the margin-based formulation of learning from expert demonstrations, the demonstrated action

is encouraged not merely to have a high value in absolute terms, but to be decisively better than all

76



AlY >@'\. AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

other competing actions (i.e., a # a®) in the same state. Concretely, a target value is constructed
as Qr = max, Q(s,a) + m, where m > 0 is a fixed margin that specifies how much better the
expert action should be compared to the agent’s current best alternative, see Piot et al. (2014). The
Q-update can then be interpreted as stochastic gradient descent on a regression objective that drives
the predicted value of the demonstrated action toward this margin-based target. If the demonstrated
action already exceeds all other actions by at least the margin, the update vanishes or becomes neg-
ative, preventing unnecessary growth; otherwise, the update increases its value until the inequality
Q(s,a¥) > max, Q(s,a) + m is satisfied. This creates a clear separation between the expert ac-
tion and its competitors, improving policy robustness by ensuring that small value estimation errors

or noise do not easily cause the policy to deviate from demonstrated behavior.

This update does not replace the TD update, but rather complements it, resulting in a combined learn-
ing signal:

Aw = AWTD + Awdemo. (18)

To avoid over-constraining the policy, expert imitation is applied selectively. In particular, demonstra-
tion updates are gated to states in which expert knowledge is most relevant, such as when a conflict

is predicted or imminent. Formally, the imitation update is applied only if

1, if predictedConflict(s;) = true,
Hdemo(st) = (19)
0, otherwise,

This ensures that the agent remains free to explore during benign flight phases while receiving strong

guidance during safety-critical situations.

This approach is closely related to demonstration-augmented reinforcement learning methods such as
Deep Q-learning from Demonstrations (DQfD), see Hester et al. (2018), but differs in two key aspects.
First, demonstrations are incorporated online rather than through a fixed replay buffer, allowing the
agent to continuously receive an additional learning signal in conflict states. Second, no hard constraint
is imposed to force imitation; instead, demonstrations softly bias the value function while preserving
e-greedy exploration. As a result, the agent can initially imitate expert behavior to achieve safe and
efficient conflict resolution, and subsequently refine or simplify these strategies as dictated by the

learned reward structure.

By injecting expert demonstrations into the Q-updates, the agent receives informative gradients even
in regions of the state space where reward signals are sparse or delayed. This significantly reduces the
number of episodes required to discover effective avoidance maneuvers, stabilizes early learning, and
promotes convergence toward policies that align with established operational practices while retaining

the flexibility of reinforcement learning.
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Initial findings. Expert demonstrations generated by a rule-based Velocity Obstacle (VO) pass-
behind controller significantly reduce training time. Compared to baseline Q-learning, the agent typ-
ically reaches stable conflict resolution behavior within 500-1000 episodes. By biasing exploratory
actions toward expert-selected maneuvers, the agent quickly learns to associate key geometric fea-
tures (e.g., relative bearing and dcpa margin) with effective avoidance actions. However, because the
expert follows a fixed steer-behind heuristic, the learned policy may inherit a strong inductive bias,
defaulting to this behavior even in situations where alternative maneuvers would be equally valid or
more efficient. Consequently, while expert demonstrations accelerate convergence, they may also
limit policy diversity (impacted by the margin size m) and adaptability if not combined with continued

exploration or regularization.

6.2.3.4 Stability considerations with multiple learning signals When off-policy Q-learning with lin-
ear function approximation is combined with human pairwise feedback and expert demonstrations,
multiple weight updates influence the value function simultaneously. Temporal-difference (TD) learn-
ing adjusts Q-values according to environmental rewards, while demonstration and human feedback
updates reshape them according to external guidance. If applied with large learning rates or incon-
sistent signals, these updates may compete and lead to oscillations or overestimation, particularly

because off-policy Q-learning with function approximation is already sensitive to instability.

In the present setting, pre-shielding is used to prevent unsafe actions before they are executed. This
means the agent only ever observes transitions resulting from admissible actions, and unsafe actions
are removed from the decision set in advance. For consistency, TD targets should therefore be com-
puted only over actions that remain available after pre-shielding, ensuring that value estimates reflect
the true set of executable actions. A stable integration strategy when safety is critical is to treat TD
learning as the primary learning signal with pre-shielding always activated, use expert demonstrations
mainly during early learning to bootstrap reasonable value estimates, and occasionally apply human
pairwise (or rating) feedback as a weaker auxiliary signal for refining action preferences. Gradually
reducing the influence of demonstration and human feedback updates over time may help prevent

conflicting gradients and supports stable convergence of the optimal value function.

6.2.3.5 Future directions Although the presented framework demonstrates a practical combina-
tion of Q-learning, action shielding, human-feedback shaping, and “learning from expert demonstra-
tions” to shape RL behavior towards operationally accepted policies in line with human air traffic con-
trollers’ expectations, several methodological and conceptual limitations remain that will need to be

addressed in a next iteration.
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Hierarchical or multi-phase reasoning. Currently, the agent implicitly learns an “avoid then return”
pattern via a gated reward function and shaping, but no structural bias exists to enforce such a two-
phase policy. This may result in occasional unnecessary maneuvers or delayed return-to-exit actions.
A hierarchical RL architecture or an explicit high-level phase-switch policy could better reflect the de-

composed structure of human conflict-resolution strategies.

Scalability limitations for multi-aircraft scenarios. While the proposed approach demonstrates the
feasibility of shielded off-policy Q-learning for pairwise aircraft conflict resolution, its current formu-
lation exhibits several limitations when scaling to scenarios involving multiple intruding aircraft. The
present feature representation encodes the relative geometry between the ownship and a single in-
truder. In multi-aircraft encounters, a naive extension would require concatenating feature vectors for
each intruder, leading to a state dimensionality that grows linearly with the number of aircraft. This
rapidly increases the complexity of the value-function approximation, degrades generalization, and
exacerbates sample inefficiency, particularly for linear function approximators.

The linear Q-function approximation employed in the current implementation assumes that the ef-
fect of features on action values is approximately additive (Melo and Ribeiro, 2007). In multi-aircraft
encounters, however, optimal decisions often depend on nonlinear interactions between intruders
(e.g., prioritizing the most critical conflict while temporarily accepting reduced margins elsewhere).
Capturing such interactions typically requires more expressive function approximators or explicit pri-
oritization mechanisms.

The formulation treats conflict resolution as a single-agent problem in which only the ownship is con-
trolled and all intruders follow fixed trajectories. In multi-aircraft scenarios, especially those involving
other adaptive or autonomous agents, the environment becomes non-stationary from the perspec-
tive of any single learner. Standard off-policy Q-learning does not directly address this non-stationarity
and may exhibit instability or slow convergence.

Scaling the approach to multi-aircraft scenarios will likely require a combination of architectural and
algorithmic changes, such as attention-based or set-invariant state representations, hierarchical or
receding-horizon decision structures, prioritized conflict selection, and more expressive value or policy
models. Additionally, extending the shielding mechanism to reason over multiple intruders jointly,
rather than independently, will be essential to preserve safety guarantees without overly restricting

the action space.

Human feedback for more complex agents. In contrast to linear function approximation, where hu-
man feedback can directly modify individual Q-weights, incorporating human preferences into more
complicated model structure, like Deep Q-Networks (DQN), requires indirect mechanisms that shape

the learned action-value function through additional training signals. Humans typically do not give
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feedback on gradients, network weights, and TD targets. Several indirect approaches are commonly
considered, each offering different trade-offs between simplicity, scalability, and stability.

A straightforward option is direct reward shaping, where human feedback is converted into an auxiliary
reward signal and added to the environment reward. If a human provides scalar feedback r? (e.g. an

episodic rating mapped to a per-step bonus), the environment reward can be augmented as
S h
Tt =1t + Ar/,

While simple to implement, this approach suffers from poor credit assignment when feedback is sparse
or delayed, and may destabilize learning if human signals are noisy or inconsistent. As a result, direct
reward shaping is typically best suited for prototyping rather than long-term deployment.

A more principled approach is to train a separate reward model from human feedback, following the
reinforcement learning from human feedback (RLHF) paradigm. In this setting, human preferences
are used to learn a parametric reward function, which then replaces or augments the hand-crafted
reward during DQN training. This decouples preference learning from policy optimization, improves
scalability, and provides a clean interface for integrating feedback from multiple users. However, it
introduces additional model complexity and training overhead.

Beyond reward shaping and preference-based learning, human influence can be incorporated into
DQN training by steering the agent’s behavior without modifying the underlying temporal-difference
objective. For example, a technique that includes residual reinforcement learning, in which the agent
learns small corrections on top of a baseline heuristic controller, and demonstration-biased replay,
where human or scripted trajectories are oversampled during training without introducing imitation

or preference losses.

Limitations of expert demonstrations. The current expert demonstrations are based on a determin-
istic Velocity Obstacle (VO) pass-behind rule, which is operationally sound and effective at preventing
conflicts but introduces several limitations when used for reinforcement learning. Because the rule
represents a single fixed avoidance strategy, it induces a strong bias toward repeated pass-behind
maneuvers, reducing policy diversity and limiting generalization to alternative safe solutions. More-
over, the expert policy is myopic with respect to longer-term objectives such as minimizing cross-track
deviation, maneuver count, and smooth recovery to the original flight path, leaving these aspects to
be learned solely from the reward signal. Finally, demonstrations are provided at the single-action
level and do not encode temporal structure, such as the desired two-phase behavior of one avoidance
maneuver followed by one recovery maneuver, which can lead to oscillatory actions and maneuver
budget depletion.

These limitations could be mitigated by incorporating multi-modal expert strategies, context-
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dependent weighting of demonstrations across flight phases, and short expert trajectories instead
of isolated actions. While the VO rule provides an effective bootstrap, richer and more diverse expert

guidance is necessary to achieve flexible and operationally robust learned policies.

6.2.4. REAL-TIME INTERACTIVE PREFERENCE LEARNING

Interactive learning refers to learning processes that occur during system use rather than in a sepa-
rate offline training stage. It allows Al models to incorporate contextual or situational knowledge not
available during initial model development.

A key motivation for adopting interactive learning in real time is the fundamental scarcity of labeled
human data. High-quality annotations from domain experts—whether they represent operational
preferences, safety constraints, or nuanced judgments—are inherently limited. Experts are available
only intermittently, and the cognitive cost of producing comprehensive labeled datasets is prohibitive.
As aresult, classical offline supervised learning pipelines, which rely on large, static datasets, are often
impractical or incapable of capturing the full richness of human reasoning in operational environments
such as Air Traffic Management (ATM).

Within AI4REALNET, this challenge becomes very concrete in the context of dynamic airspace sector-
ization. The sectorization problem is a high-dimensional, multi-objective optimization task that must
balance competing goals (workload distribution, geometry clarity, coordination costs, traffic flow pre-
dictability, etc.) (Delahaye et al., 1998; Schultz et al., 2019). No large labeled dataset exists for “good”
vs. “bad” sectorizations—not only because expert judgment is too expensive to collect at scale, but
also because optimal sector shapes depend heavily on context, weather, traffic patterns, operator
preferences, and local operational culture. In such a setting, fully supervised learning is infeasible.

To overcome this, the AI4REALNET framework employs a stochastic multi-objective Interactive Evo-
lutionary Computation (IEC) approach using Covariance Matrix Adaptation-Evolutionary Strategies
(CMA-ES) (Hansen, 2006), coined here as iCMA-ES, to generate a diverse set of candidate sectoriza-
tions on the fly. Instead of needing pre-labeled examples, the evolutionary algorithm explores the
solution space and presents a rich collection of alternatives every run. These solutions are displayed
to the human operator through an interactive Pareto frontier, where the user can visually inspect
trade-offs across objectives and indicate preferred or rejected solutions with minimal cognitive effort.
Each feedback action—selecting a promising configuration, rejecting a fragmented sector, or choosing
a geometry that better aligns with expected traffic flows—provides a high-value learning signal.
These sparse human signals feed into an adaptive kernel density reward model, which acts as a sur-
rogate preference learner. The model incorporates each preference sample into a smooth reward
landscape that guides future CMA-ES generations. Crucially, the model dynamically adjusts its kernel

size based on the consistency of human feedback:
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¢ When the operator’s preferences are stable and coherent, the kernel narrows, creating sharper

gradients that drive CMA-ES rapidly toward high-quality regions.

¢ When feedback is noisy, exploratory, or contradictory, the kernel broadens to avoid overfitting

and maintain robust, diverse search behavior.

This adaptive mechanism ensures that the Al learns at the right level of generality: neither too rigidly
(which risks lock-in to a misleading early preference), nor too diffusely (which would dilute the impact
of human judgment).

Through this interactive, co-adaptive loop, the system effectively constructs its training data during
operation—leveraging human input only when it is most informative and using evolutionary strategies
to fill the gaps where no labeled data exists. In this way, real-time interactive learning provides a
practical alternative to traditional supervised learning, enabling advanced Al capabilities in complex
ATM applications where human judgment is essential and large annotated datasets simply cannot be
obtained. This concept has been operationalized in an extension to the ATM Sectorization application

and HMI developed under WP1 (T1.3) and WP2 (T2.3), see Figure 19.

6.2.4.1 Background Dynamic airspace sectorization can be fundamentally framed as an optimiza-
tion problem driven by the strategic placement of Voronoi centers that define sector boundaries in

response to evolving traffic patterns (Xue, 2009). By positioning these centers appropriately, the re-
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FIGURE 19 - ATM DYNAMIC SECTORIZATION ASSISTANT.
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sulting Voronoi tessellation generates convex sectors that are geometrically simple, operationally in-
tuitive, and well suited for controller management. Within this framework, two competing objectives
must be jointly optimized. First, sectors should be configured so that the predicted air traffic control
officer (ATCO) taskload is evenly distributed, typically expressed by minimizing the standard deviation
of workload across sectors to ensure balanced cognitive demand and sustainable operational perfor-
mance. Second, the number of inter-sector hand-offs must be minimized, as each transfer of aircraft
between sectors introduces coordination workload and potential complexity; reducing hand-offs pro-
motes more continuous, unfragmented airspace structures. Effective dynamic sectorization therefore
requires carefully balancing workload equity and coordination efficiency, using Voronoi center place-
ment as a flexible mechanism to adapt sector geometry while maintaining operationally acceptable

and human-centered airspace designs.

6.2.4.2 Multi-objective CMA-ES Dynamic airspace sectorization can be formulated as a continuous
optimization problem in which the placement of Voronoi centers determines sector boundaries and
directly influences controller workload distribution and coordination complexity across the airspace
(Xue, 2009). Let K denote the number of sectors and d the spatial dimension (typically d = 2 for

horizontal airspace). The optimization variable is the stacked vector of Voronoi center coordinates
r e R, n = Kd, T = [CI,C;,...,C}]T, (20)

where each ¢;, € R represents the spatial position of Voronoi center k, and n is the total number
of decision variables describing all sector centers. The Voronoi tessellation induced by these centers

defines sector geometries such that each point in space is assigned to its nearest center:

Vi={peR":Ip—al <llp—cll, ¥ # k, (21)

where p denotes any point in the airspace, |- || denotes Euclidean distance, and V}, is the Voronoi region
associated with center ¢;.. Each operational sector is defined as S;, = Vi, N2, where Q2 represents the
bounded airspace region under consideration. This construction ensures convex, geometrically simple
sectors that remain interpretable for human operators and suitable for dynamic adaptation.

Two competing operational objectives must be optimized. The first objective balances controller work-

load across sectors by minimizing the standard deviation of predicted ATCO taskload:

Ko N2 _ 1 K
file) = o) = | = > (Lk(m) - L(:z:)) o L) = = > L), (22)
k=1

where Ek(az) denotes the predicted taskload for sector k£ given the Voronoi configuration defined by

x, L(z) is the mean taskload across all sectors, and o, () represents the dispersion of workload.
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Minimizing f1(x) promotes equitable distribution of cognitive demand across controllers. The second

objective reduces coordination complexity by minimizing inter-sector hand-offs:
fo(z) = H(z), (23)

where H (z) represents the number of aircraft trajectory crossings between sectors, and thus quanti-
fies coordination workload between controllers. Lower values of f2(x) correspond to more continu-
ous and less fragmented airspace structures.

Because the two objectives are conflicting, scalarization is used to convert the multi-objective problem
into a sequence of single-objective problems compatible with CMA-ES (Paria et al., 2018). At each

optimization run, a random scalarization weight is sampled:
u~U0,1), wh= : (24)
1—wu

where u is a uniform random variable and w® is a weight vector assigning relative importance to

workload balance and coordination minimization. The scalarized cost function becomes

7O () = ) f1s(1$) + f28(256)7 (25)

t t . . . -
where wg ) and wé ) are the scalarization weights, and s and s5 are optional normalization constants

ensuring comparable magnitudes between objectives. Varying w(®) across iterations allows explo-
ration of different trade-offs between balanced taskload and reduced coordination workload.

The CMA-ES is used to automatically compute optimal Voronoi center placements. CMA-ES is a
stochastic search method well suited for high-dimensional continuous problems because it adapts
the entire covariance structure of the sampling distribution (Hansen, 2006). At iteration ¢ within a
single optimization run, CMA-ES maintains a multivariate normal sampling distribution characterized
by mean vector m; € R" (representing the current best estimate of center placement), step-size
ot > 0 (controlling global search scale), and covariance matrix C; € R™*" (describing the shape and

orientation of the search distribution). Candidate solutions are generated as

2zt ~ N(0, 1), i=1,...,], (26)
Tpi = my + o Az, AA] =Gy, (27)
where z; ; is a standard normal random vector, A is the number of sampled candidate solutions per
iteration, and A; is a matrix square root of C used to shape the sampling distribution. Each x; ; cor-

responds to a complete set of Voronoi center positions and therefore a full sectorization. Candidates

are evaluated using J® (x¢,;) and ranked from best to worst. The top u candidates are recombined
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using positive weights w; satisfying Zé‘:l w; = 1, producing normalized search steps

o

LTt — Ty

Yt = ——— - ) Yuw = E WiYt,is (28)
t i=1

where v ; represents the normalized displacement of candidate 7 from the current mean and y,, is
the weighted average step direction. The notation z, ;. denotes the i-th best candidate after ranking

all A samples. The mean update becomes
Miy1 = Mt + OtYw, (29)

shifting the search distribution toward better-performing Voronoi configurations. The effective selec-

tion mass
u -1
ot = (z w?) (0
i=1

quantifies the variance-effective number of selected candidates.

To adapt search dynamics, evolution paths accumulate information across iterations. The step-size

evolution path
—-1/2
Pot+1 = (1 - Ccr)pcr,t + 60(2 - Ca)ﬂeff Ct / Yw (31)

. . . . . —1/2 . .
tracks successive movement directions, where ¢, is a learning rate and C, /2 whitens the step using

the current covariance. The covariance evolution path

Det+1 = (L — ce)Pet + hot+1V Ce(2 — ) fleft Yu (32)

captures long-term directional trends, where c. is a learning parameter and h, ;1 is an indicator de-

termining whether the step-size path length is within expected bounds. The covariance matrix update

w
Ciy1=1—c1—¢,)Cr + C1pc,t+1pzt+1 + ¢y Z wz‘yt,iy; (33)
=1

combines rank-one adaptation from the evolution path and rank-i. adaptation from selected candi-

dates, where c; and ¢, are covariance learning rates. Finally, the global step-size evolves as

Co 1 1
Oty1 = Ot exp<d <||p0>',<t+1| - 1>> ) Xn =~ \/ﬁ <1 - % + 21n2> ’ (34)
o n

where d,, is a damping parameter and y,, is the expected norm of a standard normal vector in n
dimensions. Through repeated sampling, evaluation, and adaptation of m;, C¢, and o;, CMA-ES auto-
matically discovers Voronoi center placements that produce convex sectors with balanced predicted
controller taskload while minimizing coordination workload from inter-sector hand-offs, and the use of
random scalarization ensures exploration of operationally meaningful trade-offs between these com-

peting objectives over several optimization runs.
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FIGURE 20 - HUMAN-IN-THE-LOOP INTERACTION AND SOLUTION STEERING IN ATM
SECTORIZATION.

6.2.4.3 Human-in-the-loop interaction and solution steering To ensure operational acceptability
and human-centered control, the CMA-ES optimization process can be interactively steered by a hu-
man operator during runtime, see Figure 20. At any iteration, the optimization can be temporarily
frozen to allow inspection of the current population of candidate sectorizations and the correspond-
ing trade-offs between workload balance and coordination complexity. Each evaluated candidate so-
lution corresponds to a specific Voronoi center configuration and therefore to a concrete airspace
sectorization that can be visualized and assessed by the user. The operator may then select a pre-
ferred intermediate optimization point representing a compromise between balanced ATCO taskload
and minimized inter-sector hand-offs.

Once selected, the optimization can be restarted from this configuration by replacing the CMA-ES
mean vector m; with the chosen Voronoi center vector, thereby centering subsequent search around
the user-approved sectorization. Alternatively, user-provided sector centers can be injected directly
to override or bias the search distribution, either by fully redefining m; or by blending the current
mean with human-proposed centers using a convex combination. This interactive mechanism allows
the algorithm to retain its adaptive exploration capabilities while incorporating expert judgment, en-
abling iterative refinement of sectorization solutions that remain both computationally efficient and

operationally aligned with human expectations.

6.2.4.4 Human Preference Meta-Learner Beyond direct human interaction mechanisms such as

freezing the optimization, revising sectorizations, selecting (intermediate) optimizer solutions, or
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restarting the search from user-defined configurations, the human operator can also provide explicit
qualitative feedback by labeling generated sectorizations as preferred or to be avoided. These binary
annotations constitute an additional optimization signal that complements the intrinsic performance
objectives (e.g. workload balance or hand-off minimization) and can be incorporated as a learned
preference-based target shaping the search process. Rather than replacing the base objective, such
feedback augments it, allowing the optimizer to progressively align with human operational intent

while preserving its ability to explore novel configurations.

Let x € R?" denote the vectorized coordinates of n Voronoi centers defining a candidate sectorization
layout, where each pair of entries represents the spatial coordinates of one center and therefore the
full vector uniquely specifies a complete airspace partition. At generation ¢, the optimizer evaluates
an intrinsic task-specific cost .J(x) representing operational metrics such as workload imbalance, co-
ordination complexity, or predicted controller taskload dispersion. In parallel, the human feedback
module computes a real-time preference reward R(x,t) derived from labeled sectorizations. The

combined scalarized objective guiding optimization is
F(x,t) = J(x) — a(t) R(x, 1), (35)

where F(x,t) is the augmented objective minimized by CMA-ES, R(x,t) is the learned preference
reward representing the degree of human approval, and «(t) > 0 is a time-dependent weighting
factor controlling how strongly human guidance influences the search. In CMA-ES this objective is
minimized directly, while in genetic algorithms the same expression may be interpreted as a maximized
fitness. The preference reward combines continuous kernel-based influence from labeled samples and

optional relational preference comparisons.

Each labeled configuration x; is associated with a human label y; € {41, —1}, where +1 indicates a
preferred configuration and —1 indicates a configuration to be avoided. Every labeled sample induces

a Gaussian kernel in the configuration space, producing a smooth reward field:
1 X — x|
Rkernel(x) - E Zyz exp |:_”2021||:| ’ (36)
K3

where ||x — x;|| denotes Euclidean distance between the current configuration and labeled sample i, o
is the kernel width controlling spatial influence of each sample, and Z is a normalization constant en-
suring bounded reward magnitude. The exponential kernel produces positive reward near preferred
samples and higher reward in areas with a greater concentration of positive samples. Conversely, it
assigns negative reward near rejected samples. The resulting reward landscape is smooth and contin-
uous, biasing exploration toward human-aligned regions while preserving continuity. Optionally, each

t—t;)/T

contribution may be multiplied by a temporal decay factor e~ ( , Where t; is the labeling time and

7 controls how quickly older feedback becomes less influential.
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The influence of human feedback can be gradually increased through a ramp-up schedule:

a(t) = amin + (@max — Omin) (Tt)7 , (37)
max

where amin and amay define minimum and maximum preference influence, Tiay is the total number of

generations, and v > 1 produces a nonlinear ease-in schedule. Early iterations emphasize exploration

of the intrinsic objective .J, whereas later iterations increasingly exploit regions aligned with human

preferences.

To further enhance adaptability, the meta-learner adjusts its spatial sensitivity through online meta-
learning of kernel parameters. For a candidate configuration represented by Voronoi centers C and a
labeled sample (C;, y;), the contribution of that sample is

2 .
ri(C) = yi exp(—Dz((Cj’QC’)> , (38)

where D(C, C;) denotes the average Euclidean distance between corresponding centers and o is the

kernel width controlling spatial generalization. The normalized kernel reward becomes

Rkernel (C) - (39)

D2(cc)\’
Zi exp <_ 2(0'é ) )
ensuring bounded and scale-consistent reward magnitude. To adapt o automatically, the system eval-

uates consistency of recent feedback. Let the most recent k labeled samples be {(C;, yt) r—r_j With

labels y; € {41, —1}. The consistency metric is

Z Yili- 1exp< 2 (CQZC’ 1)>, (40)

'LTkJrl

where £ > 0 indicates consistent preferences in nearby regions and k < 0 indicates contradictory

feedback. The kernel width adapts according to

o(1—-¢),  ifrx>0,
o (41)
o(140.5¢), ifx <0,

where ( is a small meta-learning rate. Consistent feedback narrows the spatial generalization to fo-
cus on local refinement (exploitation), whereas inconsistent feedback broadens spatial generalization

(exploration). The overall preference influence weight may also adapt:
w < w(1+ A max(0, k)), (42)

where (3 controls how strongly consistent feedback increases global human influence.

To enable long-term adaptation, the meta-learner maintains a persistent memory across sessions. At
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the end of each session, the internal state
My = {{(Ci,y) 1, o0, w1t} (43)

is stored, where {(C;,v;)} is the set of labeled configurations, oy is the kernel width, and w; is the

global preference weight. At the next session start, this memory is restored:
MO M 44
11 & M, (44)

providing continuity of learned preferences. In practice, this persistence is implemented through se-

rialization:

saveToLocalStorage() : M; — JSON, (45)

loadFromLocalStorage() : JSON — M;. (46)

Through the integration of explicit human labeling, real-time preference shaping, meta-learning of
kernel sensitivity, and continual learning across sessions, the human preference meta-learner enables
progressive alignment of the optimization process with human operational intent while preserving

robust and adaptive exploration of the sectorization design space.

6.2.4.5 Concluding remarks and future directions In AI4REALNET’s sectorization framework a
stochastic multi-objective CMA-ES generates diverse sector configurations over different optimization
runs, exposing the human to alternative solutions and, as such, helping humans refine their opera-
tional understanding.

Instead of approximating the Pareto front within a single optimization run, the proposed framework
constructs the Pareto frontier progressively through a sequence of scalarized optimization runs. Each
run optimizes a specific trade-off between the objectives, determined by a fixed scalarization weight
vector. By randomly varying these weights across runs, the optimizer explores different regions of the
objective trade-off space. As it requires multiple runs to approximate the Pareto front, exploration
will become slower compared to other multi-objective evolutionary optimization strategies that can
explicitly approximate Pareto fronts. However, such methods increase algorithmic complexity and
generally reduce interpretability (for human operators) compared to scalarization.

A natural extension of this framework is to allow human operators to directly select or adjust the
scalarization weights that define the objective trade-offs. Rather than predefining the weight vectors
across optimization runs, the system could provide an input dialog through which users specify their
preferred balance between objectives. This would enable operators to steer the optimization process
toward regions of the trade-off space that better reflect current operational priorities. By making the

objective weighting explicit and user-configurable, the framework would further strengthen human-Al
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collaboration, allowing users to explore alternative sectorization strategies interactively while main-

taining transparency regarding how optimization objectives influence the resulting solutions.

6.3. HUMANS LEARNING FROM Al

Al systems can reveal structure in data that may be difficult for humans to identify unaided. Hidden
correlations, emerging patterns, regions of high uncertainty or operational sensitivity, feasible alter-
natives and their implications as well as multi-objective trade-offs can be made tangible to humans
through visualization, summarization, explanation or interactive Al surfaces. This helps to contextual-
ize decisions. By continuously presenting candidate solutions, trade-offs, and sensitivity information,
users gain a deeper understanding of the decision space. This supports the development of mental
models that are better aligned with the operational behavior of the system. Additionally, operators are
given the option to actively formulate their own solutions and compare the trade-offs to Al-generated
solutions, allowing for expansion of system understanding as well as that of the Al support system.
The full co-learning concept is presented in section 6.3.6.

Both the co-learning Al and full autonomous Al concepts (described in Section 7) are based on a case
study conducted to inform the design of human-Al collaboration that supports learning while pre-
serving critical expertise for safe and resilient operations (T3.3), and to inform the design of fully
autonomous Al (T3.4). The study was conducted in a traffic management control room of the par-

ticipating railway company with three objectives:

1. understanding dispatchers’ decision-making and learning processes as well as how dispatchers

detect and interpret early indicators of disruption ("weak signals”) (Sections 6.3.1-6.3.5)
2. developing a co-learning concept (T3.3; Section 6.3.6))

3. deriving requirements for the design of autonomous Al under human supervision (T3.4; Section

7.1.1))
The sample consisted of:

e Observations: n = 8 railway dispatcher, n = 1 assistant railway dispatcher, and n = 1 railway

controller (for T3.3 and T3.4)

e Interviews: n = 5 railway dispatchers (for T3.3) and n = 5 (for T3.4)

All participants had more than 2 years of post training experience.

The following section provides a brief overview of the methodological approach of the case study
(6.3.1), followed by a presentation of the results (6.3.2-6.3.5). Section 6.3.6 describes conclusions
regarding the co-learning concept (T3.3), while requirements for the design of autonomous Al under

human supervision (T3.4) are presented in section 7.1.1.
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6.3.1. METHODOLOGICAL APPROACH OF THE CASE STUDY

Data collection comprised approximately 160 hours of non-participant full-shift observations and 20
hours of semi-structured interviews (10 hours T3.3; 10 hours T3.4). For T3.3, observation material
was analyzed to identify recurring behavioral patterns and human-environment interactions, building
a comprehensive representation of dispatchers’ tasks and the contextual factors shaping performance.
Interviews were used to deepen and validate these findings and focused in particular on weak signals,
guided by the Structured Exploration of Complex Adaptations (SECA) method (Patriarca et al. (2022)).
In order to describe the dispatching context systematically, the GOMS method was applied, in order
to describe Goals, Operations, Methods, and Selection Rules (Card et al. (2008)). This approach facil-
itated task decomposition, the identification of decision points and relevant knowledge, and a clear
characterization of roles and interactions between people, tasks, and organizational structures. In
parallel, key cognitive demands were identified. To identify the knowledge and information sources
necessary for successful task execution, WIL-FRAM was developed, a method based on the Functional
Resonance Analysis Method (FRAM) (Hollnagel (2017)), which was adapted to represent the relevant
knowledge elements and their relationships. This informed Al design requirements while reducing
the risk of deskilling human experts with their critical expertise (see Section 4.4.5). The remaining
elements were documented using a structured template, which included a description of the subtask,
the roles of humans and technology in executing the task, and the external factors influencing exe-
cution. This formed the basis for GOMS. The cognitive demands were of particular interest as they
highlighted difficulties and therefore informed Al design requirements directly. The results of the
case study were used in workshops and other discussions together with our technical partners devel-
oping the co-learning Al for the railway use case, including the conceptual developments of D2.3 (e.g.,

Hamouche et al., in press).

6.3.2. GOMS RESULTS - A BRIEF INSIGHT

The case study produced a hierarchical GOMS model. It connects the main overall goal “running op-
erations safely, efficiently, and on time (GO)” with smaller goals across three levels (G1-G3) and the
respective operators that realize to achieve them. At the first level (G1), dispatchers’ work can be

grouped into five main aims:
1. Maintaining timetables and network stability,
2. ensure operational safety,
3. efficient use of infrastructure and resources,

4. establishing situational awareness and controllability, and
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5. build and share own expertise and knowledge within and across teams.

To show what the deeper levels (G2/G3) look like, we use the G1 goal “building situation awareness
and controllability” as an example. At this level, the goal refers to maintaining a clear and shared
understanding of the current situation and retaining the ability to steer developments in a desired
direction.

The G2 level translates this overarching goal into a small number of guiding principles that struc-
ture dispatchers’ thinking and decision-making. These include continuously checking system fore-
casts against the evolving reality, actively closing information gaps across sectors, anticipating risks
and downstream effects, and preserving decision sovereignty. Rather than reacting to events as they
occur, dispatchers aim to influence the situation early so that later decisions remain manageable and
undesirable options are avoided.

The G3 level then specifies how these principles are realized in everyday work. It consists of recurring
operational activities such as analyzing train, conflict, and infrastructure data, anticipating possible
future scenarios, coordinating with neighboring sectors and other actors, and preparing decisions in
advance. At this level, the focus shifts from why control is needed to how it is practically achieved

during the shift. An illustrative example highlights this logic across levels.

lllustrative example (keeping decision control across different sectors G2/G3). During a shift, the
dispatcher deliberately kept an express train behind a freight train. Although this decision appeared
counterintuitive at first, it was taken to prevent a likely downstream problem in the next sector. Had
the express train been moved ahead, the neighboring sector might have delayed a punctual suburban
train by several minutes to let the already heavily delayed express pass. By shaping the initial condi-
tions early, the dispatcher made this downstream option infeasible, thereby preserving controllability

and protecting punctual service across sectors.

6.3.3. DECISION-MAKING PATTERNS AND COGNITIVE DEMANDS

Observations show that dispatchers’ decisions usually follow a repeating four-step control loop (Fig-
ure 21). First, they gather and interpret information from different sources. Second, they set priorities
for the current situation (what matters most right now). Third, they develop and compare possible
solutions. And fourth, they monitor what they implemented and make corrections if the situation
changes. This loop repeats whenever new information comes in, constraints shift, or feedback from
coordination with others makes a new check necessary. It can start proactively (when dispatchers act
early to prevent problems) or reactively (when they respond to disruptions as they occur).

To summarize what makes planning difficult across these four phases, Figure 22 groups the main cog-

nitive demands into several interacting drivers: infrastructure constraints, environmental factors, pri-
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FIGURE 21 - DECISION MAKING CONTROL LOOP OF DISPATCHERS IN THE RAILWAY CONTEXT.
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FIGURE 22 - KEY DRIVERS OF COMPLEX PLANNING IN RAIL DISPATCHING (SYNTHESIS OF OBSERVED
COGNITIVE DEMANDS - LIST NOT COMPLETE)

oritization, sensemaking, multitasking/cognitive load, and network dynamics.

These demands become especially visible during disruptions. Under fault conditions, attention be-
comes a scarce resource, because detailed troubleshooting competes with the need to keep an overall
live overview. As one participant described it: “The moment | start troubleshooting, | can no longer
monitor the system”. Sensemaking demands also intensify in fault mode, where expertise becomes
apparent through communication and the ability to translate signals into operational meaning: “[...]
Especially in fault mode. That’s where you notice expertise in communication... The sector must know
what to do; fault detection; interpretation of the fault (what does the fault mean?); knowing the appro-
priate solution”. The same account highlights that early detection is difficult for novices and attributes

this to limited system knowledge, particularly the ability to read multiple systems in combination. Pri-
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oritization is also shaped by physical and system-wide constraints. For example, heavy freight trains
are costly to stop and restart, so it can be operationally better to keep them moving and accept small
delays elsewhere to protect overall stability. Finally, controllability is not only local: even if there is
still capacity in one sector, an overloaded neighboring sector can block movements and cause conges-
tion to spread backwards (“spillbacks”). This makes early sequencing and cross-sector coordination
important to prevent wider network effects: “[...] However, the actual bottleneck is not in [my] sector
itself, but in the adjacent sector. Although there is still capacity available in the sector, trains cannot
continue there because the neighboring section is overloaded. This also causes traffic congestion in

the sector.”.

6.3.4. WEAK SIGNALS

Continuous detection of weak signals (early indicators of potential future interruptions) is a key ongo-
ing task for dispatchers. It happens during routine monitoring and coordination and relies on multiple

information channels. Dispatchers become aware of weak signals across data through:
e operational system cues (e.g. conflict indications or malfunction messages),
e auditory cues (e.g. tones or alarms), and

e human communication, especially frequent calls or direct reports from all kinds of relevant peo-

ple (dispatchers, shift leaders, other stakeholders)

Detection involves noticing when something deviates from expected patterns. Examples include un-
usually long block occupancy, atypical routing or track usage, or inconsistencies between system status
and the unfolding operational situation. Interviews with experienced dispatchers revealed additional
indicators that can trigger concern - or a “gut feeling” - even when no clear alarm is present. These
include unclear or incomplete information that allows multiple interpretations, uncertainty or lack of
communication from train drivers, ambiguous or atypical wording in communication systems, team
composition (e.g., staffing and working experience mix), a perceived loss of control due to external
factors, and unusually high traffic density of unusual timing and sequencing of messages and calls
on a route. Primarily based on the observational data, we identified five recurring patterns of weak

signals:

1. Infrastructure anomalies, such as switch, contact or track irregularities. These often signal

emerging constraints before they affect the wider network.

2. Train-related constraints, including limited traction, readiness problems, or crew issues. These
issues limit operational flexibility and may create downstream conflicts if they are not addressed

early.
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3. Traffic irregularities, such as unexpected early or delayed trains, atypical dwell or occupancy

patterns, and emerging conflicts in train paths.

4. Mismatches between plan and realty, where system states or optimization outputs appear in-
consistent with current conditions - for example, conflicts that persist despite changes, trains
that remain marked as “active” even through they should no longer be operationally relevant,

or atypical planned paths.

5. Communication coherence problems, where the content, timing, or framing of reports does
not align with the situation, prompting dispatchers to question whether the overall picture is

reliable.

An incident involving traction power illustrates the fifth pattern. A train driver reported lowering the
pantograph and continuing to operate with a second pantograph, whereas the power specialist indi-
cated that the voltage had returned to normal. However, despite these seemingly reassuring cues,
the dispatcher became concerned because the timing and framing of the reports did not align with
the situation. This included the absence of the expected event keyword that would have triggered the
standard escalation process. This prompted the dispatcher to request that the line be secured and op-
erations be constrained. A subsequent inspection confirmed extensive catenary damage (Observation
protocol OBS-V1A8, Pos. 59-61). These results highlight the ongoing importance of human expertise
in dispatching. Weak-signal detection depends not only on system alerts, but also on contextual judg-
ment, communication cues, and coherence checks, which are difficult to fully formalize or automate.
To ensure maintaining and developing that kind of expertise, we identified relevant knowledge and its

learning sources to prevent deskilling, which will be the topic of section 4.4.5.

6.3.5. LEARNING: WIL-FRAM

The Functional Resonance Analysis Method (FRAM) makes it possible to describe sociotechnical sys-
tems as a set of functions and their interrelations (Hollnagel (2017)). In the case study, this method
was adapted to understand learning processes by visualizing knowledge flows and information re-
quirements. This serves two primary purposes: first, mapping the essential functions and cognitive
demands of specific tasks; second, documenting how learning occurs within the system and identify-
ing which information and knowledge are critical for skill development. This enhanced transparency
supports the identification of functions that should remain with human operators to prevent expertise
degradation (see D2.3 chapter 3.17.2 on transparency design requirements). The findings presented
here emerge from completed analyses using the WIL-FRAM approach. Further methodological refine-
ments and additional applications will be presented at the 17th International Conference on Applied

Human Factors and Ergonomics (AHFE 2026) in July 2026.
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FIGURE 23 - SIMPLIFIED INSTANTIATION EXTRACTED FROM THE COMPLETE WIL-FRAM. GREEN
FUNCTIONS REPRESENT THE DECISION-MAKING PROCESS, YELLOW FUNCTIONS DENOTE
INFORMATION SOURCES, AND PURPLE REPRESENT EXPERIENTIAL LEARNING PROCESSES.

FRAM was selected for its capacity to model sociotechnical systems as networks of interacting func-
tions rather than linear task sequences. By characterizing functions through their conditions, con-
straints, and interdependencies, FRAM enables nuanced representation of how system interactions
shape overall performance. We modified the standard six aspects to better capture our target infor-
mation: ‘preconditions’ now represent required working knowledge, whilst ‘resources’ denote neces-
sary information to build situation awareness. Within our working-knowledge, information, learning

FRAM (WIL-FRAM), learning operates at a conceptual level, emphasizing inter-functional relationships.

Figure 23 presents a simplified instantiation from the complete WIL-FRAM, streamlined for illustrative
purposes to enhance comprehension. Interview data were analyzed deductively through the theoreti-
cal lenses of situation awareness (Endsley (1995)) and experiential learning (Kolb and Kolb (2009)). The
analysis reveals that dispatchers construct what we term a “mental frame of reference” - a dynamic
body of working knowledge concerning the state of the entire socio-technical system. This cognitive

framework underpins numerous decisions, represented as functions within the WIL-FRAM model.

One dispatcher articulated this process, explaining how decisions incorporate employee experience
levels: "Once you have that in mind, you can start building on your foundation or the basis of this
layer, where someone might then have to say, yes, if an employee has a problem and no experience,
then perhaps | need to take the scheduling area away from the other side, because they don’t have the
capacity to do anything with him” (interview protocol INT-7K3M, pos. 382). The WIL-FRAM demon-

strates that this working knowledge develops through accumulated experience and experiential learn-
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ing. This experiential foundation draws upon prior operational exposure and integrates information
from multiple sources: handover communication with preceding shifts, staffing schedules, and ongo-
ing dialogue with colleagues. These ongoing dialogues serve an additional critical function beyond
immediate information exchange: they enable dispatchers to develop knowledge about performance
variability among team members. This understanding of individual capabilities and working styles
becomes integrated into the mental frame of reference, influencing strategic decision-making across
diverse scenarios, including contingency planning, task prioritization and situation projection. These
findings carry implications for Al implementation. For instance, dispatchers should maintain active
roles that enable continued development of their mental frames of reference. Additionally, system
design should preserve dispatcher access to the information sources essential for constructing and
updating this working knowledge. Further design implications are reported in the case study report.
Together with the results of the other analyses, these implications constitute the foundation of the

Co-Learning concept, which is described in detail in the following chapter.

6.3.6. CO-LEARNING CONCEPT & HMI

Due to the complexity of the operational context and practical constraints, the co-learning concept
could not incorporate all conceptual aspects in full depth. Instead, scope and feature priorities were
guided through 1) field evidence, 2) theory (conceptual requirements and design principles from D2.3),
and 3) feasibility. The final design therefore builds up on these three corners. In Table 2, the phases
of human learning and connected to conceptual and planned HMI functions. An exemplary HMI has
been developed within Interactive Al for the flatland simulator, the main screen of which is shown in

Figure 24.
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TABLE 2 - SUMMARY OF HUMAN LEARNING SUPPORT FUNCTIONS. SUPPORT FUNCTIONS ARE ALIGNED WITH THE CONCEPTUAL WORK OF D2.3
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FIGURE 24 - MAIN SCREEN OF THE SYSTEMX FLATLAND SIMULATOR

The functions described in Table 2 are exemplified in the following using the aforementioned railway
use-case, for which they have been implemented within the web-app flatland simulator, a sub-app of
the Interactive-Al framework. The flatland simulator allows for the running of pre-specified scenarios
and can be extended to allow for randomly generated environments.

These environments can then be loaded into the flatland simulator co-learning HMI and simulated.
The simulator itself implements the functions listed in Table 2, with some additional data visualization
and processing steps. Firstly, all train information is made visible to the operator via a train information

window (Figure 25), providing the following data points:

¢ Train Type: indicates the category of train. While these can be arbitrarily chosen in the simulator,
standard types are cargo and passenger, which can be further divided into regional (slower) and

intercity (faster) trains
o |dentifier: the ID given to the train in the system, essentially its index
e Status: indicates whether the train is moving, waiting at a stop or malfunctioned

e Current Position: provides the current position of the train in the grid system, given as

(rows, cols)

e Current Direction: the current bearing of the train in the grid system, which is always one of the

major cardinal directions
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e Current Speed: the current speed of the trainin km/h

Additionally to the listed information, a route overview is provided which shows the origin and target
stations, as well as all planned stops (Figure 25(a)). Optionally, all route waypoints can be toggled via
the “show all waypoints” button (Figure 25(b)).

When malfunctions occur, the operator can open a malfunction screen (Figure 26), which provides an

overview of the malfunction, including the following information:

e Train ID of the malfunctioning train

Malfunction type

Criticality of the malfunction

Duration since beginning of the malfunction

Prediction of the malfunction duration

Prediction of the delay the train will experience as a result of this malfunction

The operator is given the option to either have a solution generated by the system or formulate a
solution themselves in natural language (Figure 27(a) and (b), respectively). This is then translated to
adirective and context tokens, which are readable for the system. Solution formulation and generation

correspond to the functions 1.1 and 1.2 given in Table 2, respectively.

A Train Information

Train 1

T Unknown

CRIGIN
WAYPOINT

WAYPOINT

STOP (100, &)

WAYPOINT

WAYPOINT

(a) TRAIN INFORMATION OVERVIEW (b) TRAIN WAYPOINTS TOGGLED

FIGURE 25 - TRAIN INFORMATION VIEW WITH WAYPOINT TOGGLING.
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FIGURE 26 - MALFUNCTION WARNING WINDOW WITH EVENT INFORMATION

# Generate Solution # Formulate Solution

Solution Evaluation . .
Solution Evaluation

ns:1

Expected Delays

(a) SOLUTION GENERATION WINDOW (b) SOLUTION FORMULATION WINDOW

FIGURE 27 - IMPLEMENTATIONS OF HUMAN LEARNING SUPPORT FUNCTIONS 1.1 (SOLUTION
EVALUATION) AND 1.2 (ALTERNATIVE SOLUTION GENERATION)

In both cases, the solutions are evaluated and the results thereof presented to the operator, who can
either formulate / generate another solution or choose to apply the selected solution. The evaluation

of the solutions includes:
o Risk assessment of the solution
e Number of actions required for the solution
e Trains impacted by the solution
e Overview of the current and expected delays of all impacted trains

Finally, the operator is given the opportunity to reflect on their experiences. This can occur either
during or after the simulation, and can be a general reflection on the whole experienced simulation
or one specific event, as visualized in Figure 28.

When the reflection is executed, the operator is asked the following questions:
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Event Reflection:

8404 - PASSENGER v

General Reflection
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7652 - IMPACT
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FIGURE 28 - DIALOG FOR REFLECTING ON EVENTS.

1. Did your solution lead to the expected result? [Yes/No]

2. Describe what happened. [Text answer]

3. What would you change next time? [Text answer]

4. What conclusions do you draw from this experience? [Text answer]
5. How do you measure success in this case? [Text answer]

The answers to these questions is logged anonymously together with the simulation and can be used
to gain valuable insights into operator’s decision making processes. Using a clustering model, knowl-
edge transfer between operators and from more experienced to less experienced operators can be

achieved.
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7. AUTONOMOUS AI-DRIVEN DECISION SYSTEMS

7.1. INTRODUCTION

This chapter details the system architecture developed for autonomous Al-driven decision systems.
Despite the Al system being autonomous, the nature of critical systems requires a certain level of hu-
man oversight, which further requires the operator supervising the system to understand both the
system and the Al agents operating within the system. While the integration of automation can sig-
nificantly improve system performance, it is also likely to infringe upon operator autonomy, lead to
the loss of important skills and knowledge, and lack of experienced meaningfulness and motivation
- entirely dependent on the interaction design. The integration of knowledge from work psychology
is therefore essential for the successful alignment of the autonomous system with human cognitive
requirements. The following chapter describes the autonomous system developed that maintains hu-
man autonomy without losing the benefits of autonomous systems.

The system developed is referred to as the “Director System”, given that the human role in the system
is inspired by orchestra directors - the operator orchestrates the system by issuing high-level “direc-
tives” that are then autonomously executed by the individual system components. While the director
does not need to be able to execute the individual functions, they understand the process and what
influence they have over it. Referring back to the orchestra director - while they can likely not play
every instrument themselves, they know what each instrument should sound like and what result they
wish from the musician playing it. This proposed director system possesses significant benefits over
standard “human-on-the-loop” monitoring systems due to its more active integration of the human

supervisor and alignment.

7.1.1. REQUIREMENTS TO THE AUTONOMOUS SYSTEM

In safety-critical control settings, introducing higher levels of automation often changes the human
role. When more decision logic is handled by automation, people often shift from doing the work to
watching it and stepping in only when something goes wrong. This shift creates well-known human-
factors risks: sustained monitoring is hard to perform reliably, and humans can become “out of the
loop,” with reduced engagement and weaker situation awareness (Bainbridge (1983);Endsley (2023)).
One common way to deal with this issue is to add explanations (e.g., “why the Al recommends X").
Theideais: if the systems becomes a black box, explanations should help people validate outputs. But

explanations alone do not necessarily fix the underlying work problem: they often do not change the
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human role form passive monitoring back to active control. Buginca et al. (2025) make this point more
concrete: they found that adding explanations does not automatically lead to better human judgment
or appropriate reliance. This is because humans do normally not cognitively engage with explanations
when their role is to passively monitor Al. For this reason, we consider the black-box problem of au-
tonomous Al a work-design problem: integrating humans is not only a question of “keeping a humaniin
the loop by providing explanations,” but of shaping tasks and function allocation so that humans retain
a meaningful and active role (e.g., setting priorities, constraints, and strategies) and remain prepared

to intervene effectively.

To address this limitation, we build on the concept of interpretable primitives (Wahde and Virgolin
(2021). Interpretable primitives are small, well-defined operations (e.g., select, compare, filter) that
can be chained into a transparent pipeline with explicit inputs and outputs at each step. Instead of
giving users a single recommendation to accept or reject, the system exposes the intermediate steps.
The key point is that this supports a different work role: humans are not just validators of a final rec-
ommendation, but conductors of the procedure. They can decide which primitives should be executed
and in which order. The Al then carries out these steps and returns traceable intermediate results.

This keeps the work cognitively engaging and intervention ready.

Hierarchical Task Analysis (HTA) and Primitive Derivation. Hierarchical Task Analysis (HTA) is
a method for describing work by breaking down an overarching goal into sub-goals and the
tasks/subtasks that contribute to them. The result is a structured hierarchy that makes both what
people do and why they do it explicit (Stanton et al. (2017)). The HTA structure is useful for primitive
derivation for different reasons. First, its hierarchical structure makes potential primitive-sized work
units visible: subtasks often describe a coherent function with a limited scope, which aligns with the
idea of primitives as small, autonomous building blocks (Wahde and Virgolin (2021)). Second, HTA
links actions to the purpose they serve (goal/sub-goal context). This supports formulating primitives
with an explicit purpose instead of a list of isolated actions. HTA is also a good fit because it does
not only link actions to goals but often makes input-action dependencies explicit: higher level units
imply the input which is required (e.g. “Check feasibility of the rerouting”), while lower-level tasks
describe the operations required to produce that input. (e.g. “Check whether the train type fits the
rerouting route in general”, “Check that the train can physically operate on that route” etc.). This aligns
with the pipeline-oriented view of Wahde and Virgolin (2021), where complex behavior is built from

interpretable primitives that transforms explicit inputs into outputs in a traceable sequence.

We derive the HTA from domain input by eliciting what railway traffic controllers do during disruption
management and why they do it, primarily through interviews. The material is then structured by

coding goals and the corresponding tasks, so that actions are not listed as isolated steps but linked the
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intention they serve. Based on this coding, the HTA hierarchy is built by organizing the overall goal,
subgoals, and tasks/subtask in a consistent goal-to-task structure. We then use the HTA as the starting
point to derive primitive candidates. Starting at the lowest level, we screen tasks/subtasks bottom-up
against three criteria: "clarity of purpose” (immediate understanding of what the primitive is for—the
goal it addresses), "process transparency” (traceability of how the primitive works—i.e., the steps or
rules leading to the result), and "granularity” (level of action/abstraction: bounded scope and suitable
as a composable unit). If a unit scores poorly, we move one level up in the HTA hierarchy and re-
evaluate the higher-level unit, repeating this until the candidates can be rated well on the criteria. For
detailed criteria, indicators and the process, see Dettling et al. (2026). Figure 29 provides a small HTA
example from disruption management. It shows how the overarching goal (stabilize operations and
maintain passenger journey chains) is decomposed into a subgoal (“passengers reach their destination
via authorized rerouting routes”) and then into a concrete dispatcher intent such as “Search suitable
trains for rerouting”. In our approach, this intent can be expressed as acommand input and is executed
by composing smaller, interpretable primitives that score well on our criteria. For example, the system
can (1) identify affected trains and routes, (2) filter by train type / capacity (prioritizing high transport
capacity because these trains can take additional passengers, e.g., after extraordinary stops), and (3)
filter for direct-to-destination services (to avoid connection losses). The output then can be ranked as

a shortlist of candidate trains.

7.2.  AUTONOMOUS SYSTEM ARCHITECTURE

The architecture for the proposed director system is visualized for the railway use-case in Figure 30, as
the railway use-case is the only one which foresees the implementation of such autonomous systems.
The proposed director system architecture is illustrated in Figure 30 using the railway use case, as
this is currently the only domain expecting autonomous deployment. However, it is designed to be
transferable to air traffic and power grid systems by leveraging their common graph-based structure.
Given any environment that can be represented as a graph, the same methods can be applied. In the
railway context, the architecture includes: a simulation environment with a graph model, a negotia-
tion proxy, a human director, reinforcement learning agents, a learning algorithm, and an experience
clustering module. In the case of the railway domain, the simulation environment is flatland, of which
a graph representation is generated. In this graph representation, switches and stations are repre-
sented as nodes. For each track connecting these nodes, one edge exists. These edges can be given
domain-specific attributes, for example the maximum possible speed for railway applications. The
graph thereby encodes all topological context and information given by the grid system of flatland
and allows for direct manipulation by the human agent to add context information (for example, re-

moving edges if the system does not recognize infrastructure malfunction).
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FIGURE 29 - HTA SNIPPET SHOWING THE TASK DECOMPOSITION FOR DISRUPTION MANAGEMENT.
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FIGURE 30 - AUTONOMOUS ARCHITECTURE FOR RAILWAY USE-CASE
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Within the environment, each train is an individual agent, which learns to navigate the environment
and handle disruptions. When conflicts are predicted between agents in the environment, a negoti-
ation proxy is instantiated, enabling communication between the conflicting agents. This communi-
cation is planned to take the form of a bidding process, wherein the agents negotiate the local best
course of action. The result of this negotiation then overrides the predicted best course of action, the
“loser” of the negotiation must recalculate their path. In the following sections, we will explain and

motivate the implementation in detail.

7.3. GRAPH-BASED REPRESENTATION OF THE FLATLAND ENVI-
RONMENT

A Flatland simulation environment can be represented using different graph abstractions, depending
on the intended application. At the most detailed level, each grid cell may be mapped directly to a
graph node. However, more compact and computationally efficient representations can be obtained
by focusing only on decision-relevant cells, such as switches or crossings.

For our railway applications, it is not sufficient to represent only the physical rail layout. Instead, the
feasible movement options of an agent must also be captured, taking into account the agent’s incom-
ing direction. In railway systems, the set of possible successor cells depends on the direction from
which a train enters a track segment. To model this directional dependency, each grid cell is expanded

into multiple graph nodes, one for each possible entry direction.

7.3.1. GRAPH CONSTRUCTION

The implemented solutions based on the FlatlandGraphBuilder (Flatland ExtensionTools) converts
Flatland’s grid-based topology into a directed graph G = (V, E). Eachnode v € V represents a unique

combination of position and entry direction, defined as

v = (x7 y? d)7

where x and y denote the horizontal and vertical grid coordinates of the underlying Flatland cell,
and d denotes the direction from which the agent enters the cell. Directed edges represent feasible
transitions between nodes. An edge e = (u,v) € E exists if and only if a valid Flatland transition
allows an agent located at node u to move to node v. The feasibility of transitions is determined
using Flatland’s native navigation rules. Since not all neighboring cells are reachable from every entry
direction, the directional component d is essential for correctly constructing the graph.

Each edge is associated with several attributes:

e Length: By default, the edge length is one grid unit. If infrastructure elements are defined, the
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edge length corresponds to the infrastructure-specific length assigned to the underlying cell.

e Resource: The resource associated with an edge corresponds to the Flatland cell underlying the

source node u. This enables modeling of mutually exclusive resource usage.

e Action: The Flatland action required to move from node u to node v.

7.3.2. GRAPH SIMPLIFICATION AND DECISION NODES

The graph representation enables efficient computation of shortest paths and other routing tasks us-
ing standard graph algorithms. The implemented graph allows these computations to be performed
efficiently. For optimization purposes, the graph can be further simplified by retaining only decision-
relevant nodes and merging intermediate nodes along linear track segments. A decision node cor-
responds to a cell (or track segment) where an agent can meaningfully choose between alternative
actions, such as stopping, continuing, or branching onto another route. Examples include switches,
crossings, or merging points.

In contrast, waiting on straight track segments between decision points is typically undesirable. An
agent that stops before reaching a decision node blocks all intermediate resources, thereby unnec-
essarily restricting other agents. From an optimization perspective, it is therefore advantageous to
collapse such linear segments into single edges, reducing graph size and improving computational ef-

ficiency.

7.3.3. SHORTEST PATHS AND DECISION-NODE GRAPH SIMPLIFICATION

Once the Flatland topology has been translated into a directed graph, many navigation and planning
problems become standard graph problems. In particular, finding a shortest connection between two
states, for example from a start node A to a target node B, can be solved with classical shortest-path
algorithms (e.g., Dijkstra or A*, MultiAgents RL-Solver). Instead of reasoning directly on the grid with
domain-specific rules, the planner operates on nodes and edges with well-defined costs (such as
distance or traversal time). The developed agent system supports these computations efficiently by
exposing direct access to the graph structure and its edge attributes, enabling fast route queries even
for large environments. This includes the routing conflict solving parts as well as the communication

with the dispatcher.

Although the full graph representation is accurate, it may contain many nodes that do not contribute
meaningful decisions. Along long straight track segments, an agent often has no real choice: it can
only continue forward until it reaches a switch, a crossing, or another operationally relevant location.

Keeping every intermediate cell as a separate node increases the problem size without adding
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decision-making power. Therefore, the graph has been simplified by removing such non-decision

nodes and merging them into longer edges. We therefore implemented the so called decision nodes:

A decision node is defined as a node (or the underlying Flatland cell) where an agent can reasonably

choose among distinct operational actions, such as:

e Stop or proceed: a location where waiting is meaningful because it does not unnecessarily oc-

cupy long track sections.
e Branching: a switch or fork where multiple successor routes are available.

o Conflict-prone infrastructure: crossings, merges, or other locations where train interactions

must be coordinated.

In other words, decision nodes are the points where routing and scheduling decisions actually matter.
Allowing an agent to wait at arbitrary points on a straight segment is typically disadvantageous. If
a train stops in the middle of a corridor, it occupies (and therefore blocks) a sequence of resources
behind and in front of it, depending on the resource model. Operationally, this is undesirable because
it prevents other trains from using the same track section, even though the stopped train has not yet
reached the location where conflicts occur.

A typical example is a crossing ahead. If the agent (train) stops far before the crossing, it blocks all
intermediate cells between its current position and the crossing. From a scheduling and optimiza-
tion perspective, this rarely makes sense: it is usually preferable for the agent to move forward to a
designated decision point (e.g., the cell immediately before the crossing) and wait there. This reduces
unnecessary resource occupation, keeps more track space available for other agents, and concentrates
decisions at locations where they influence interactions.

The simplification process therefore collapses linear sequences of non-decision nodes into a single
edge between two decision nodes. The resulting reduced graph preserves the important operational

structure, while significantly lowering the number of nodes and edges.

7.3.4. IMPLEMENTATION

The graph construction and manipulation are implemented using the networkX library. This provides
access to a wide range of graph algorithms and utilities, facilitating routing, analysis, and further ex-
tensions of the model.

In the existing representation (direction-expanded model), graph nodes are distinguished not only by
their grid location but also by the cardinal direction. This modeling choice is useful to encode direction-

dependent feasibility constraints, but it has an important side effect: the graph becomes fragmented
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with respect to physical proximity. In particular, locations that are geographically close in the grid (e.g.,
adjacent track elements around a switch or crossing) may appear far apart in the graph because they
are connected only through sequences of direction-specific nodes. As a result, the graph distance
between two physically close agents can be large even though they operate within the same local
infrastructure.

This fragmentation becomes problematic for coordination and communication (inefficient informa-
tion propagation). If two agents are geographically close and should quickly exchange information
(for example, to detect an imminent conflict), messages often cannot be routed through a small local
neighborhood in the graph. Instead, they must propagate through a chain of nodes that are graph-
reachable but geographically irrelevant. In practice, this increases overhead and delays local conflict

awareness, because the message traversal is driven by graph topology rather than by physical locality.

7.3.5. THE MULTIDIGRAPH SWITCH COMPRESSION

As a core idea, the proposed solution replaces the direction-expanded representation with a MultiDi-

Graph abstraction. In this new graph:

e each switch is represented by exactly one node, and

e alternative tracks, routes, or directional movement options are represented as multiple parallel

directed edges between nodes.

Hence, instead of duplicating nodes to encode directionality, the model keeps the node set compact
and shifts the variability into the edge set. The simplified graph is collapsing up to four direction-
specific nodes into a single switch node immediately reduces the total number of nodes. At the same
time, using multiple edges preserves the existence of distinct track options without inflating the vertex
set. This yields a substantially smaller and structurally clearer graph, while still allowing the system to
distinguish different movement possibilities through edge attributes (e.g., track identifier, traversal

cost, resource set, or required action).

7.3.6. ALGORITHMIC BENEFITS: FASTER CONFLICT RECOGNITION AND NE-
GOTIATION

The MultiDiGraph representation supports faster and more efficient conflict recognition, because local
interactions are evaluated within a smaller, more geographically coherent subgraph. When a potential
conflict is detected, the system can trigger conflict negotiation via the negotiation proxy earlier and
with less computational overhead. In short, the new representation improves both efficiency (smaller
graph, fewer irrelevant traversals) and responsiveness (local conflicts become visible sooner), which is

essential for scalable multi-agent railway coordination.
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A key advantage of the new representation is that geographically meaningful structures remain
grouped together. Since the graph no longer separates a single physical element into multiple
direction-dependent vertices, local infrastructure (e.g., the set of tracks meeting at a switch) remains
local in the graph. Therefore, graph neighborhoods align better with physical neighborhoods: agents

that are close on the grid tend to also be close in the graph.

7.4. NEGOTIATION

A particularly relevant collaboration pattern for critical network operations is negotiation-based
mixed-initiative control, where Al supports coordination through structured negotiation, while the
human operator retains governance intent and can adjust policy-level settings when required. In
large-scale infrastructures (e.g., railway traffic management under major disruptions), many opera-
tional conflicts are inherently local and resource-based: multiple actors compete for limited capacity
at junctions, shared single-track segments, and short-horizon edge-time slots. Rather than relying on
a single global plan that may be brittle under uncertainty, negotiation provides a modular mecha-
nism for resolving conflicts as they emerge, while preserving a clear division of responsibility between
high-level governance intent and algorithmic execution.

In this prototype, per-agent action proposals are generated first, then a centralized dispatcher resolves
contested resource-time requests via deterministic auction-style allocation with reservations. When
several trains request the same resource in the same time window, each requester is scored using
explicit components (priority proxy, stuck steps, fairness loss streak, delay proxy), and the allocation
is decided by deterministic ranking with anti-starvation and tie-break rules. The resulting process is
interpretable rather than hidden: each contested allocation produces a structured trace of requests,
bids, active constraints, winner identity, and reason codes.

The operator role shifts from manual micromanagement of individual conflicts to rule-level steering
and exception policy. Rather than selecting every train action, the operator configures high-level pri-
orities and safeguards that shape negotiation outcomes—for example, fairness limits, anti-starvation
thresholds, and weight settings in the bid function. In this MVP, this governance is primarily realized
through configuration and scripted policy patches, with optional predefined resource overrides for
targeted situations. This preserves meaningful human authority at the policy layer while allowing Al
to handle high-frequency coordination work during disturbances.

A key element of the approach is the Guardian supervision layer: a lightweight monitoring compo-
nent that continuously tracks negotiation dynamics and system evolution, detecting emerging fail-
ure modes such as prolonged no-move streaks, congestion buildup, and repeated unfair outcomes.
The Guardian does not replace negotiation; it evaluates whether the negotiation process remains

stable and policy-compliant. When risk indicators exceed thresholds, it applies bounded governance
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patches (e.g., fairness-weight increases, priority-weight reductions, anti-starvation tightening, and lim-
ited override activation) to recover flow while maintaining deterministic behavior.

Negotiation-based mixed-initiative collaboration also imposes concrete transparency requirements.
In safety-critical operations, it is typically insufficient for an Al system to output an action recommen-
dation without context. The operator needs operationally meaningful explanations: (i) active con-
straints and priorities that shaped the negotiated outcome, and (ii) a concise rationale for each alloca-
tion decision (e.g., fairness guard, junction safety, or override). In this implementation, explainability
is provided through step-wise JSON negotiation transcripts, compact reason codes, and governance
snapshots, which align with operational mental models and support calibrated trust without exposing
internal model complexity.

Overall, negotiation-based mixed-initiative control provides a practical way to combine scalable Al
coordination with human governance intent. It supports robust operation under uncertainty by re-
solving conflicts locally, enables policy steering through adjustable constraints and thresholds, and
preserves the ability to apply targeted interventions when required—forming a concrete foundation

for interactive, human-centered Al in real-world network management.

7.4.1. DIRECTIVES

To allow humans influence over the autonomous Al system, the human is given the option to provide
high-level directives to the system, which are autonomously executed. An example for such a high-

level directive could be:
e “Prioritize regional trains over long-distance connections”
e “Reduce traffic load in sector A”
e “Track 5 in Bern is malfunctioning, reroute traffic”
e “Reroute Train 274 via Bern”

The listed directives provide one of three types of information: context information, a parameter for
solution generation or an explicit command. In the case of context information, the human provides
information that the Al system is either not capable of receiving or has not received due to an error. In
Figure 30, context information flows directly, as described previously. Directives which inform solution
generation and negotiation are considered parameter directives, and flow into the negotiation proxy.
For example, the directive to prioritize long-distance connections informs negotiation by giving long-
distance trains a higher weighting. Finally, explicit commands flow directly into the policy via decision

biasing.
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[ Action Token ] [ Context Token 1 ] [ ] [ Context Token N ]

FIGURE 31 - GENERALIZED STRUCTURE OF COMMUNICATION USING TOKENS.

-] - [ )

(a) TRAIN PRIORITIZATION (b) STOP CANCELLATION

FIGURE 32 - TWO EXAMPLES OF PRIMITIVE DESIGN FOR THE RAILWAY RESCHEDULING USE-CASE.

Three key considerations influenced the design of the communication protocols for the above men-
tioned interaction modes. The first is that the architecture must allow for the addition and adaptation
of the interaction modes. The second is that it allow for further refinement and development, without
the development of an initial proof of concept be too complex. Finally, the developed architecture
must be in line with existing human strategies of communication, making it intuitive for non-Al ex-
perts. The solution developed to encode the directive is a token-based architecture, using tokens to
formulate "prompts” which are discrete, and can be passed directly to the Al agent.

The architecture considers two types of tokens: action tokens and context tokens. The Action tokens
t, € Ty identifies the type of input the human wishes to give to the Al system, which then requires
one or more environment-grounded context tokens ¢. € T to provide situational details. A series of

tokens is referred to as a primitive. For each action token ¢,, a subset of context tokens are available.
Tcta ClTe Vi, € Ty (47)

Figure 31 depicts the general structure of a primitive with a variable length of context tokens. Impor-
tantly, the order of these context tokens can influence the meaning of the primitive, which is referred
to as the syntax.

Additionally, each action token requires a specific syntax, meaning that the order of the context tokens

influences the meaning of the primitive. These primitives can then be processed by the Al agent.

7.5. THE AUTONOMOUS Al FORMULATED WITHIN A MARL
FRAMEWORK

Railway traffic management is formulated as a multi-agent reinforcement learning (MARL) problem
within an existing autonomous decision-making framework, where each train is modeled as an inde-
pendent decision-making entity. These agents interact within a shared infrastructure, compete for

limited resources, and must coordinate implicitly to avoid deadlocks, minimize delays, and resolve
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conflicts.

The Flatland simulator acting as environment, provides the simulation backbone for this setup as ex-
plained above. It models railway topology, movement constraints, and resource conflicts, while en-
abling the integration of realistic operational extensions such as multiple resource allocation and vehi-
cle dynamics. Within this environment, each agent learns a policy that maps observations (e.g., local
track structure, occupancy, and routing information) to control actions (e.g., move forward, stop, or
choose a branch). The learning objective is to optimize long-term performance under dynamic and

highly interactive conditions. This is done over a token communication protocol explained above.

Dedicated RL Implementations for Flatland. To support Autonomous Al in this setting, we developed
dedicated Flatland-compatible implementations of state-of-the-art reinforcement learning algorithms.
The implementations are modular and customizable, allowing flexible experimentation. Furthermore,
they are designed to support scalable parallelization, which is essential for handling the computational
complexity of multi-agent railway scenarios.

Our work focuses on variants of Proximal Policy Optimization (PPO), a policy-gradient method known
for stable and reliable learning behavior in high-dimensional and stochastic environments. As a ref-
erence configuration, we employed a standard, non-parallelized PPO setup. In this approach, a single
learner interacts with one instance of the Flatland environment, collects rollouts (state-action-reward
trajectories), and periodically updates the policy network. While conceptually simple and stable, this
setup results in comparatively long training times due to sequential data generation and learning.
To enable scalable Autonomous Al training in Flatland, we developed two parallelized PPO pipelines
that distribute rollout generation across multiple workers, each interacting with its own environment
instance.

In the synchronous configuration, all workers generate rollouts in parallel using a shared policy. A
network update is performed only after all workers have completed their assigned experience collec-
tion. The aggregated rollouts are used to compute gradients, and the updated parameters are then
distributed back to the workers.

This approach ensures consistency, as all workers operate on the same policy version during data col-
lection. However, it introduces synchronization overhead: the update step must wait for the slowest
worker to finish, which can limit overall training speed.

To further accelerate training, we implemented an asynchronous PPO variant inspired by the IMPALA
architecture. In this setup, workers continuously generate rollouts and send them to a central learner.
The learner updates the network as soon as a sufficient number of rollouts has been received, without
waiting for all workers to synchronize.

This continuous update mechanism significantly improves hardware utilization and reduces idle time.
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It enables faster convergence and better scalability, particularly in large and computationally demand-
ing multi-agent Flatland environments. Although asynchronous learning introduces additional archi-

tectural complexity, it is well suited for dynamic railway scenarios with many interacting agents.
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8. GENERALIZATION OF RESULTS

The developments achieved within AI4REALNET have been designed with generalization in mind; how-
ever, their transferability is not uniform across all components. The project’s contributions range from
high-level methodological principles to domain-specific model implementations. While the overarch-
ing framework—such as the human-Al collaboration paradigm, co-learning support concepts, and
interaction structures—can be readily adapted to other network-structured environments, certain
technical models remain inherently tied to the operational characteristics of the domains in which
they were developed. In particular, Al models that rely on domain-specific data, constraints, and op-
erational rules cannot be transferred directly without retraining or substantial adaptation. Table 3 on
page 119 therefore distinguishes between elements that are broadly reusable and those that depend
on context-specific assumptions or infrastructure characteristics. This differentiation underscores that
AI4REALNET'’s primary contribution lies in its transferable design principles and architectural patterns,
whereas the instantiated models themselves may require careful reconfiguration when applied to new

environments.

8.1. DOMAIN INDEPENDENCE OF THE METHODOLOGICAL
FRAMEWORK

Although this work is illustrated through applications in power grid control, air traffic management,
and railway operations, the proposed methods are intended to generalize to a broad class of network-
structured problems. Key components—such as the co-learning human support functions and the “di-
rector mode” interaction paradigm—are largely domain-independent, as they are grounded in funda-
mental principles of human learning and human-Al collaboration. These elements can therefore be
adapted to other operational contexts with relatively limited structural changes. At the same time,
the underlying Al models are inherently tied to domain-specific data, constraints, and operational
objectives, and thus require retraining or adaptation when deployed in new environments. In this
way, AI4REALNET contributes not only domain-validated implementations, but more importantly a
transferable human-centered Al framework that moves beyond domain-specific automation toward

reusable principles of collaborative autonomy.
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8.2. ARCHITECTURAL AND ALGORITHMIC ABSTRACTION
ACROSS NETWORK-STRUCTURED SYSTEMS

The AI4REALNET solutions are built around human-centered control modes, modular service-oriented
architectures, and advanced learning and optimization methods, which are inherently applicable to
any complex network-structured system. Railway networks, power grids, and air traffic systems share
structural properties such as distributed interdependencies, cascading effects, multi-objective trade-
offs, and safety-critical constraints. The algorithms and architectural principles developed—including
uncertainty modeling, multi-objective optimization and reinforcement learning, conformal risk assess-
ment, and agent-as-a-service encapsulation—are therefore formulated at a level of abstraction that
transcends these three domains. In this sense, the AI4REALNET use cases serve as concrete validation

environments rather than limiting application contexts.

8.3. TRANSFERABILITY OF CO-LEARNING AND HUMAN-
CENTERED SUPPORT MECHANISMS

The co-learning and human learning support functions, in particular, are designed around general cog-
nitive and organizational principles rather than domain-specific heuristics. As outlined in the interac-
tive Al and co-learning sections, these systems are designed to support human decision-making pro-
cesses, including hypothesis evaluation, alternative generation, reflection, trust calibration, and men-
tal model development. These cognitive processes are not unique to railway dispatchers or air con-
trollers; they characterize expert decision-making across safety-critical domains. Consequently, the
mechanisms for interactive feedback, preference learning, explanation, and structured self-reflection
generalize well to any environment in which human operators must reason under uncertainty, manage
trade-offs, and maintain situation awareness. While the domain interface, for example, visualization
of trains versus power lines or airspace sectors, must be adapted, the underlying human learning dy-

namics and the Al modules that support them remain structurally consistent.

8.4. SUPERVISORY AUTONOMY AND POLICY TRANSFER LIMI-
TATIONS

Similarly, the proposed “director mode” or supervisory autonomy paradigm, corresponding to trust-
worthy full-Al control under human oversight, follows a generalizable architectural principle. As de-
scribed in the sections on autonomous Al-driven decision systems and the Agent-as-a-Service (A3S)

framework, autonomous agents are encapsulated within transparent, inspectable, and uncertainty-
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aware service layers. This separation between control policy, uncertainty estimation, explanation gen-
eration, and supervisory interface is domain-agnostic by design. However, while the architectural scaf-
fold generalizes, and the underlying learning and optimization algorithms can in principle be applied
across domains, the learned policies themselves do not automatically transfer across environments.
Reinforcement learning agents trained on a railway topology cannot be expected to operate effec-
tively in a power grid or air traffic environment without retraining, as their learned representations
encode environment-specific dynamics, constraints, and reward structures. In this sense, autonomy
architectures and algorithmic methods are structurally generalizable, but policy competence remains

environment-dependent.

8.5. FUTURE DIRECTIONS TOWARD TRANSFERABLE PRIMI-
TIVES

Although beyond the immediate scope of AI4REALNET, this line of work opens a highly relevant re-
search direction: the development of transferable primitives and higher-level abstractions that signifi-
cantly reduce the need for task-specific retraining. Instead of relying exclusively on large-scale founda-
tion models, an alternative is to advocate for modular, reusable building blocks-domain-informed rep-
resentations, structured embeddings, physics-aware features, and composable learning components-
that can generalize across related tasks and system configurations. For instance, the document already
points toward mechanisms such as inverse reinforcement learning, preference-based reinforcement
learning, and modular multi-objective optimization. These approaches suggest the possibility of learn-
ing reusable behavioral building blocks, such as conflict resolution, congestion mitigation, or load bal-
ancing strategies, that can be adapted to new network contexts through observation of human op-
erators and interactive refinement rather than full retraining from scratch. Future work could there-
fore explore meta-learning, domain-general representation learning, and human-guided adaptation

as pathways toward more scalable generalization.

8.6. SUMMARY

In summary, while the empirical demonstrations are grounded in the three projects’ domains, the con-
ceptual contributions and algorithms underlying human-centered control modes, uncertainty-aware
decision support, co-learning architectures, multi-objective trade-offs, and modular supervisory au-
tonomy are explicitly designed to generalize to any complex, safety-critical, network-structured sys-
tem. Domain adaptation primarily affects learned policies and interface representations, whereas
the structural principles of collaboration, uncertainty communication, and human oversight remain

broadly transferable across infrastructures.
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TABLE 3 - APPLICABILITY AND TRANSFERABILITY OF CONTRIBUTIONS

Knowledge representation

type

Potential to transfer knowledge

to other domains

Examples

Uncertainty
modeling
& failure

forecasting

RL behavior-
shaping

architecture

Evidential neural networks,
rule-based and natural lan-
guage explanations from a
LLM, and gradient boosting
trees (or any other super-

vised classification model)

Q-learning agent with linear
function approximation, uti-
lizing action shielding, hu-
man feedback, and learning
from expert demonstrations
in a unified feedback archi-

tecture.

The uncertainty estimation algo-
rithms are domain-agnostic and
can be applied across different
sectors. Failure forecasting,
however, requires experts to
define the critical event to be
prevented-such as a blackout
in power systems-against which
risk levels and early-warning

indicators are assessed.

Although the proposed RL archi-
tecture is domain-agnostic, the
linear Q-learning agent has been
specifically tailored and tuned to
ATM conflict resolution. Although
the same principle can be applied
to other transportation domains
focused on conflict resolution in-
volving moving vehicles, linear re-

wards may limit transferability.
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Any situation in which an Al-
based assistant may propose
actions that fail to adequately
mitigate critical risks, such as
water supply disruption, cas-
cading failures in telecommuni-
cation networks, or violations
of minimum quality-of-supply

standards.

Any transportation domain re-
quiring RL behavior to demon-
strate more safe and human-
like behavior aligned with oper-
ational best practices, such as

maritime shipping.




AlY >$'\. AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

TABLE 3 - (CONTINUED)

Knowledge representation Potential to transfer knowledge Examples

type

Preference- Knowledge resides in the The presented approaches are by Any domain in which there

based Rein- preferences that are pro- definition general, since they are is the availability of experts

forcement vided by human experts. In  not tailored for a specific environ-  (e.g., humans) that are able to

Learning the simplest case, this is ment. Since they do not require provide comparison feedback,
represented by a rational- an explicit specification of the re-  which may include direct pref-
ity model that connects the  ward function, they are more eas-  erences or indifference. This
preference generation pro- ily applicable to systems where includes transportation and en-
cess with an underlying re-  only human feedback is available.  ergy networks.

ward function.
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TABLE 3 - (CONTINUED)

Knowledge representation

type

Potential to transfer knowledge

D3.1

Examples

Method for
Al-assisted
human learn-

ing

A design framework for sup-
porting human learning in
human-Al collaboration. It
supports the definition of
transparency requirements
for Al functionalities and the
design of collaboration be-
tween humans and Al based
on a descriptive cognitive
task analysis and normative
criteria for the design of
human tasks. The frame-
work is grounded in psy-
chological concepts, partic-
ularly with regard to the cog-
nitive processes underlying
human learning and motiva-

tion.

The method can be applied in-
dependently of knowledge con-
tent and can therefore be used for
any form of knowledge-intensive
work to derive requirements for
the design of Al-assisted human
learning. In particular, it also sup-
ports learning processes relating
to implicit experiential knowledge
(tacit knowledge), the content of
which is difficult to explain explic-

itly.
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Any domain in which hu-
man expertise is critical and
based on explicit and implicit,
experience-based knowledge,
and in which corresponding
learning processes are to be
supported by Al. Examples
include healthcare and clinical
decision support, industrial
process control, cybersecurity
operations, emergency and
disaster management, financial
risk analysis, and military

command and control.
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Knowledge representation

type

Potential to transfer knowledge

D3.1

Examples

Directive-
driven  Au-
tonomous

System Archi-

tecture

Graph-based  representa-
tions of system structure
and agent interactions, a
token-based negotiation

for coordination

proxy
between agents, directives
expressed as primitives over
multi-agent reinforcement
learning (MARL) agents, and
an experience clustering
module  that organizes
previously observed system

behaviors.

The architectural framework
is task-agnostic and applicable
to a wide range of multi-agent
reinforcement learning settings
in which multiple autonomous
agents interact within a shared
environment. While the ar-

chitecture and coordination
mechanisms generalize across
domains, learned experience

models and domain-specific
directives or primitives must typi-
cally be adapted to the dynamics,
constraints, and objectives of the

target application.
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Applicable to dynamic multi-

agent environments where
humans and Al co-learn:
humans adapt goals and

strategies based on expertise,

while execution and local
decision-making are delegated
to autonomous Al agents.
Example include autonomous
fleet

drone coordination,

robotic warehouse logistics,
traffic signal control in urban
mobility networks, and dis-
tributed control in industrial

production systems.
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9. CONCLUSIONS

This deliverable presented the AI4REALNET approach to augmenting human decision-making in the
operation of critical network infrastructures. The report adopted a human-centered Al perspective, fo-
cusing not on replacing operators with automation, but on enabling effective and trustworthy human-
Al collaboration. Across the presented contributions, the key objective has been to translate opera-
tional requirements into algorithmic and architectural solutions that support decision-making under
uncertainty, enable interactive and co-learning processes, and allow autonomous decision-making

where appropriate while maintaining meaningful human supervision and direction.

The following sections summarize the main conclusions of each chapter and give a final conclusion.
First, we introduced the overall AI4REALNET framework, centered on optimizing the degree and form
of Al-driven decision support such that the human-Al team becomes more effective than either party
alone. AI4REALNET structured this perspective into three complementary control modes: (i) (Al-
assisted) full-human control, (ii) interactive and human-Al co-learning, and (iii) trustworthy full-Al-
based control under human supervision. The main conclusion is that these control modes provide a
coherent structure for embedding Al into operational workflows across safety-critical infrastructures.
In particular, it established that interpretability, uncertainty communication, and preservation of op-

erator authority are fundamental requirements for trustworthy deployment.

9.1. FROM AUTONOMOUS TO HUMAN-CENTERED Al

An important topic was how we can transition from autonomous to Human-Centered Al. In this chap-
ter, we discussed challenges and opportunities for this transition in decision-making settings. The
analysis highlighted that autonomous Al agents, even when technically capable, do not directly trans-
late into effective decision-support tools unless they are adapted to the cognitive, motivational, and

alignment requirements of human operators.

The topic identified key challenges related to differing solution styles, inappropriate trust calibration,
cognitive workload and situational awareness, and human-Al objective misalignment. A primary con-
clusionis that human-centered decision support requires Al systems that go beyond generating recom-
mendations and instead support joint decision-making through interaction, evaluation, and adaptive
assistance. This motivates the uncertainty-aware decision-support functions (Chapter 4), the explicit
representation of trade-offs through multi-objective methods (Chapter 5), and the interactive and co-

learning mechanisms presented in Chapter 6.
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9.2. AGENT-AS-A-SERVICE

The Agent-As-A-Service (A3S) concept was introduced as a practical integration framework for repur-
posing autonomous agents for human-centered operation. The main conclusion is that encapsulating
Al agents within a modular service architecture enables operators to access not only recommended
actions but also the associated uncertainty, risk indicators, and relevant contextual information.

A3S supports the tuning of autonomy levels and enables Al-driven processes to remain supervised
and accountable. By exposing uncertainty estimates and enabling inspection of model behavior, the
framework provides an operational pathway for turning autonomous decision-making into a super-
vised process in which humans remain the informed authority. This architecture provides a foundation

for integrating the algorithmic contributions described in later chapters.

9.3. RISK AND UNCERTAINTY IN DECISIONS

Risk and uncertainty quantification were identified as central requirements for Al-assisted operations
in critical infrastructure. The analysis demonstrates that uncertainty modelling is essential for achiev-
ing calibrated trust, particularly in human-in-the-loop decision-making settings where operators must
determine whether to rely on, override, or further scrutinize Al-generated recommendations.

The distinction between epistemic uncertainty (reflecting model limitations and out-of-distribution
states) and aleatoric uncertainty (reflecting inherent stochasticity) was shown to be critical. The chap-
ter presented methods for forecasting the probability of RL agent failure and for constructing un-
certainty intervals for power line loadings using conformal theory. The main conclusion is that ex-
plicit uncertainty quantification provides operational self-awareness of Al-based decision systems and

strengthens decision support by making Al limitations visible and actionable to the human operator.

9.4. MULTI-OBJECTIVE DECISION-MAKING WITH Al

Multi-objective reinforcement learning was presented as a method for addressing the need to balance
multiple competing objectives in operational decision-making. The discussion highlights the need for
an explicit representation of trade-offs to ensure alignment with operator intent and broader stake-
holder priorities.

By developing approaches for finding convex coverage sets and implementing the AI4REALNET multi-
objective package, the project enables the generation of approximately Pareto-optimal solutions that
expose the structure of objective conflicts. A key conclusion is that multi-objective methods naturally
support mixed-initiative decision-making, as they allow operators to select or steer solutions based on

situational priorities rather than relying on fixed objective weights.
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9.5. INTERACTIVE Al TO AUGMENT DECISION-MAKING

Interactive Al was introduced as a core paradigm for augmenting decision-making, with particular fo-
cus on interactive human-Al learning and human-Al co-learning. The analysis indicates that effective
decision support in complex operational contexts requires continuous interaction, enabling both the
Al system and the operator to adapt over time.

The chapter emphasized that interactive learning enables Al systems to incorporate explicit and im-
plicit human feedback, particularly in settings with limited data or rare critical events. Co-learning
extends this by supporting bidirectional adaptation, in which Al systems learn operator preferences
and heuristics while operators learn from Al-generated alternatives, explanations, and scenario explo-
ration. The architectural discussion further concluded that interactive Al requires modular integration
of human feedback processing, optimization engines, explanation and visualization components, and
state persistence layers. These elements provide the infrastructure for long-term learning, trust cali-

bration, and the development of operator competence.

9.6. AUTONOMOUS AI-DRIVEN DECISION SYSTEMS

Autonomous Al-driven decision systems were examined in which Al agents assume primary respon-
sibility for action execution while remaining under human supervision and direction. The analysis
concludes that autonomy in safety-critical infrastructures must be realized as trustworthy autonomy,
ensuring that human oversight remains meaningful and that Al behavior stays aligned with human
directives.

The chapter’s director-mode approach provides a structured mechanism for guiding autonomous
agents through high-level directives, ensuring that autonomy remains constrained by operational in-
tent. However, the chapter also concluded that while the director-mode interaction structure gener-
alizes, the underlying Al policies do not directly transfer between environments and must be retrained
for new system dynamics and directive sets. This reinforces the importance of maintaining supervi-

sion, transparency, and auditing mechanisms for autonomous operation.

9.7. GENERALIZATION OF RESULTS

The extent to which the AI4REALNET solutions generalize beyond the demonstrated use cases was
evaluated. The analysis concludes that the architectural principles and algorithmic mechanisms de-
veloped in this deliverable generalize well to network-structured problems, as they are formulated
around fundamental decision-making challenges such as uncertainty, cascading effects, and multi-

objective trade-offs.
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In particular, the co-learning support functions generalize well, as they are grounded in general human
learning processes rather than domain-specific procedures. Similarly, the A3S architecture provides a
domain-agnostic method for integrating autonomous agents into human-centered workflows. How-
ever, the chapter concluded that trained Al policies remain environment-dependent, and therefore

retraining or adaptation is required when transferring to new operational contexts.

OVERALL PERSPECTIVE

The results presented in this deliverable indicate that effective augmentation of human decision-
making in critical network infrastructures cannot be achieved by autonomous optimization alone.
Instead, it requires a deliberate shift toward human-centered Al, in which algorithmic capability is em-
bedded into operational workflows through structures that preserve human authority, enable over-
sight, and support the cognitive processes by which operators build situational awareness, generate
hypotheses, evaluate alternatives, and manage risk. Within AI4REALNET, this shift is operationalized
through a coherent set of control modes, namely Al-assisted full-human control, interactive and co-
learning decision support, and trustworthy full-Al-based control under supervision. These modes are
treated not as competing paradigms, but as complementary configurations that can be matched to
task criticality, uncertainty, and operational context.

A central insight across these modes is that trustworthiness is not a property of an autonomous policy
inisolation, but of the wider socio-technical system in which it is deployed. In practice, this means that
Al outputs must be coupled to information that supports human judgment, including interpretable
rationales, traceable decision pathways, and most critically explicit representations of risk and un-
certainty. The deliverable shows that uncertainty estimation and communication are not optional
additions but enabling mechanisms for calibrated trust, because they allow operators to differentiate
between recommendations that are robust and those that are fragile due to unfamiliar states, model
limitations, or stochastic dynamics. By distinguishing epistemic uncertainty, representing knowledge
boundaries, from aleatoric uncertainty, representing irreducible variability, and by linking these to op-
erationally meaningful outputs such as reliability indicators, early warnings, and uncertainty intervals,
the presented approach supports the operator’s core task, namely deciding when to rely on Al, when
to probe further, and when to override or intervene.

From an integration standpoint, the deliverable further demonstrates that technical performance
alone is insufficient without a deployment architecture that makes Al systems inspectable, steerable,
and accountable. The Agent-As-A-Service (A3S) abstraction exemplifies this by wrapping agents in a
human-centered service layer that exposes uncertainty and contextual information, supports what-if
exploration, and enables adjustable autonomy levels without collapsing into opaque automation. This

modaularity is especially important in safety-critical settings, where operational acceptance depends

126



AlY >@'\. AI4REALNET SOLUTIONS TO AUGMENT HUMAN DECISION-MAKING
REALNET D3.1

on the ability to audit behavior, understand failure modes, and maintain meaningful human super-
vision. In parallel, the emphasis on multi-objective decision-making reinforces the idea that many
infrastructure problems are defined not by a single optimum but by structured trade-offs. Explicitly
representing these trade-offs, rather than hiding them inside a fixed scalar objective, creates a natural
interface for mixed-initiative operation, in which operators can steer solutions based on situational
priorities and stakeholder constraints.

Finally, the interactive and co-learning perspective strengthens the deliverable’s broader claim that
decision support is most valuable when it supports learning and adaptation over time. Human-Al
collaboration in operational environments is not static, as operator intent evolves, preferences shift
with context, and rare events reveal gaps in both human mental models and Al training distributions.
The interactive and co-learning architecture described in the deliverable, therefore, functions as more
than a user interface pattern. It is a mechanism for sustained alignment, enabling feedback, prefer-
ence signals, and operator interventions to be incorporated in a controlled way, while simultaneously
allowing operators to learn from Al-generated alternatives, explanations, and scenario exploration.
In this sense, the Al system becomes not only an optimizer, but a structured partner in reasoning,
exploration, and reflection, capabilities that are particularly relevant in safety-critical domains where
competence development and knowledge sharing are long-term organizational objectives.

View into the future. The deliverable outlines a clear research and deployment trajectory. While ar-
chitectural principles and interaction structures generalize well, learned control policies—particularly
in reinforcement learning—remain environment-dependent and typically require retraining when ap-
plied to new networks, dynamics, or directive sets. Future research should therefore focus on bridging
this gap by developing more transferable abstractions, such as reusable primitives, cross-domain rep-
resentations, and human-guided adaptation strategies that reduce the need for full retraining.

In parallel, uncertainty-aware operation is expected to evolve from isolated confidence estimates to-
ward integrated assurance frameworks that combine predictive risk models, runtime monitoring, au-
ditability, and interaction-aware explainability. As human-centered Al systems approach deployment,
evaluation must also extend beyond algorithmic performance to address calibrated trust, cognitive
workload, and long-term learning effects—specifically, whether systems enhance both immediate de-
cision quality and operators’ ability to manage rare, high-impact events. In this context, AI4REALNET’s
integrated approach—linking uncertainty-aware decision support, multi-objective reasoning, interac-
tive learning, and supervised autonomy—offers a solid foundation for the next generation of trust-

worthy human-Al systems in critical infrastructure.
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