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Abstract The integration of artificial intelligence (Al) into safety-critical systems,
where human operators remain central to decision-making, introduces various
challenges that existing Al frameworks struggle to address comprehensively. Key
concerns involve designing a socio-technical system that balances Al transparency,
trust, and explainability with the imperative for robust and reliable
decision-making.
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Presently, while numerous sector-specific solutions exist, a holistic framework
that effectively integrates human expertise with Al capabilities remains absent,
leaving critical gaps in system design, deployment, and oversight. This chapter pro-
poses a multidisciplinary conceptual framework to enhance human-Al collabora-
tion in critical infrastructures such as power grids, railways, and air traffic
management. The different design steps were guided by the requirements of these
industrial domains. The framework combines key design principles that support
human cognition, leveraging insights from decision theory, mathematics, and spe-
cialized engineering domains to optimize Al-assisted decision-making. Furthermore,
it embeds trustworthiness and risk assessment methodologies, using tools such as
the Assessment List for Trustworthy Artificial Intelligence (ALTAI) tool to ensure
compliance with ethical and regulatory requirements.
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Acronyms

Al Artificial intelligence

ALTAI = The Assessment List for Trustworthy Artificial Intelligence
ATCOs Air traffic controllers

ATM Air traffic management

CAB Cockpit and bidirectional assistant

CSE Cognitive systems engineering
EID Ecological interface design

HMI Human-machine interface

JCF Joint Control Framework

KPIs Key performance indicators
MBSE  Model-based system engineering
RL Reinforcement learning

TAI Trustworthy Al

uQ Uncertainty quantification

UTM Unmanned aircraft system traffic management
XAI Explainable Al

1 Introduction

In the context of emerging climate change impacts and growing demand for energy
and mobility networks, complemented with the implementation of digitalization
and decarbonization roadmaps, artificial intelligence (AI) can be a transformative
technology in the management and operation of critical infrastructures. These sec-
tors are classified as high risk in the European Union Al Act. Therefore, safety,
transparency, and adherence to ethical principles are fundamental to mitigating risks
across the technical, social, and environmental dimensions. Since humans play a
pivotal role in operational decision-making within these infrastructures (e.g., train
redispatch, power grid congestion management), achieving seamless human-Al col-
laboration remains a critical challenge. This requires integrating human expertise
into Al-driven processes, promoting mutual adaptation and shared decision-making
while preventing individual decision-making. Various methodologies can be
employed, including co-learning paradigms where Al and human operators itera-
tively enhance their knowledge and hybrid systems that enable Al to function auton-
omously while maintaining human oversight for critical decisions.

This chapter describes a conceptual framework tailored for the operation of criti-
cal infrastructures aided by Al-based systems and relates to the cross-sectional
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reasoning and decision-making areas of the Al, Data, and Robotics Partnership [1].
The framework incorporates Al algorithms, Al-friendly digital environments, a
hypervision-based human-AlI interface, and socio-technical design principles to
enhance seamless human-machine collaboration. It aims to enhance real-time and
predictive operational efficiency while offering structured methodologies for man-
aging uncertainty and mitigating operational risks. Operators of critical infrastruc-
tures and academia designed this framework for the electrical power grid, railway
network, and air traffic management.

1.1 Al Frameworks for Power Grid Operations

Marot et al. introduced a framework for Al-driven agents to assist in real time
human operators in solving technical problems, such as power line overloads in
power grids. There, the Al agent proactively alerts the operator when the confidence
level in its suggested remedial actions is low, thereby preventing a human-out-of-
the-loop scenario [2]. To reduce excessive alarms, an attention budget mechanism
was implemented. The framework combines three key principles: credibility,
achieved via transparency and clear explanations of Al-driven actions; reliability,
maintained via consistent performance and generalization across different scenar-
ios; and intimacy, where detailed explanations for incorrect actions are provided to
build trust between human operators and Al. A framework based on naturalistic
decision-making is presented in Greitzer and Podmore [3], combining concepts
such as recognition-primed decision-making, recognition/meta-recognition, and
situational awareness. It models how power grid operators process information,
interact with environmental cues, and make decisions in real time. Two internal
simulation loops allow for rapid meta-cognitive evaluation and prediction of the
potential effects of control actions, thereby supporting decision-making in grid
operations. Fan et al. introduce a human-machine hybrid-augmented intelligence
framework for grid dispatching and control [4]. It integrates Al-driven decision aid,
a digital twin, and human expertise to enhance operational efficiency in dynamic
and complex grid management tasks. Key elements include bidirectional data
exchange, knowledge co-evolution between Al and humans, and flexible task redis-
tribution between operators and Al systems to optimize decision-making. Hilliard
et al. propose the Work Domain Analysis framework that structures power grid
operations into five hierarchical levels, linking physical grid components to over-
arching objectives such as reliability and safety [5]. The framework employs means-
ends relationships, hierarchical decomposition, and cause-effect modeling to
enhance operator decision support, improve the visual representation of grid states,
and facilitate structured decision-making.
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1.2 Al for Railway Traffic Management

Traditionally, traffic management in railway networks is performed by human oper-
ators, nowadays supported by traffic management systems (TMS) with various
degrees of automation, such as the Swiss Federal Railway’s Rail Control System
[6], which provides real-time traffic monitoring and dynamic routing options to the
human dispatcher. While such TMS leverage the long history of operations research
in the railway domain, experimental systems like the automatic dispatching assis-
tant developed by Deutsche Bahn [7, 8] use machine learning to enhance the human
decision support. In recent years, there has been growing interest in machine learn-
ing approaches, such as deep reinforcement learning (DRL) and multi-agent rein-
forcement learning (MARL) in particular, for planning and (re-)scheduling tasks in
railway [9], and fundamental features of DRL for vehicle rescheduling problems
[10] in railway were demonstrated. For example, the international community of
researchers and railway enthusiasts around the Flatland digital environment [11]
illustrated basic generalization and scalability capabilities of DRL through open
machine learning challenges [12]. In addition, researchers showed the effectiveness
of MARL for real-time rescheduling [13], how advanced machine learning model
architectures enhance coordination between trains [14], and how communication
between MARL agents can improve solution quality [15]. Researchers further dem-
onstrated that MARL-based rescheduling can save energy in train operations [16].
While DRL-based traffic management remains an active area of research, a recent
study showcased the application of MARL for real-world scenarios [17], and novel
open-source tools such as the Open Source Railway Designer [ 18] support the trans-
lation of basic research results to real-world settings.

1.3 Framework for Air Traffic Management (ATM) Systems

Currently, ATM remains predominantly human centric, with responsibility for oper-
ational safety resting on human operators, including strategic flight planners and
tactical Air Traffic Controllers (ATCOs). Nunes et al. [19] developed an Al-based
support system tailored for tactical ATCOs, aiming to align conflict detection and
resolution recommendations (CD&R) with human decision-making strategies and
expectations. The system uses images as inputs for a Reinforcement Learning (RL)
agent, allowing it to generate a human-interpretable state representation for learn-
ing. Project MAHALO [20] studied the role of transparent and conformal Al in
CD&R, showing that automation designed to mimic human strategies closely—
referred to as conformal automation—is generally more accepted than purely trans-
parent Al. Despite the benefits of such tools in reducing ATCOs workload,
human-in-the-loop experiments have highlighted challenges such as decreased situ-
ational awareness and issues related to trust and acceptance. Notably, greater trans-
parency did not always resolve these concerns, as an increased flow of information
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sometimes resulted in delayed responses, which is particularly problematic in time-
sensitive operations. In Unmanned Aircraft System Traffic Management (UTM),
where automation plays a dominant role due to the absence of human pilots,
Al-driven multi-agent path planning has demonstrated significant potential in opti-
mizing flight routes and resolving conflicts [21, 22]. Additionally, some studies
have explored implementing adaptive sector structures, aiming to enhance work-
load distribution among controllers using heuristic and learning-based optimization
techniques [23, 24].

1.4 Socio-Technical Systems and Human-Al Interaction

Frameworks addressing the socio-technical dimensions of decision-making are
becoming increasingly relevant. The Joint Control Framework (JCF), for example,
emphasizes collaborative decision-making between humans and Al systems [25]. It
provides methodologies for adaptive control and co-learning, ensuring that AI-driven
decisions incorporate human expertise, especially in high-stakes situations where
full automation is impractical.

1.5 Trustworthy AI Frameworks

Trust plays a fundamental role in decision-making frameworks for critical infra-
structures. The Confiance.Al framework [26, 27] and the Human AI Ethical
Framework [28] highlight the necessity of developing Al systems that uphold trans-
parency, ethical standards, and human values. These frameworks establish princi-
ples to ensure that Al-driven decision-making systems remain reliable, interpretable,
and aligned with societal expectations.

1.6 Risk Management and Regulations

The Assessment List for Trustworthy Artificial Intelligence (ALTAI) tool, the
European Union’s Al Act, and ISO/IEC 42001 AI management provide a structured
methodology for evaluating and mitigating the risks associated with AI deployment
in critical infrastructures [29]. These regulatory frameworks facilitate the assess-
ment of both ethical considerations and technical functionalities, ensuring that
Al-driven decision processes adhere to stringent safety, accountability, and compli-
ance standards.

All these frameworks offer valuable and different perspectives on integrating Al
into decision-making processes within critical infrastructures. However, their
domain-specific focus often results in fragmented approaches, addressing isolated



Toward a Holistic Framework for Human-AI Collaboration in Safety-Critical Systems 349

challenges rather than providing a unified solution. There is an increasing demand
for a comprehensive conceptual framework that accommodates the diverse require-
ments of critical infrastructures, promoting a holistic decision-making strategy that
integrates technical, ethical, and human-centered considerations. The proposed
framework results from the European project AIAREALNET (Al for REAL-world
NETwork operation) and focuses on developing Al-driven decision systems that are
not only technically sound but also ethically aligned and context aware, improving
both social and technical dimensions of system performance. Furthermore, it covers
three distinct levels of interaction between humans and Al: (a) full human control
with Al assistance, (b) co-learning where Al and human operators continuously
refine their collaboration, and (c) autonomous Al with human supervision.

The design and implementation of this framework are guided by industry-
relevant use cases that address key operational challenges network operators face.
These use cases, described in the Appendix section, are grounded in real-world
operational settings where human oversight plays a crucial role. This framework is
intended for use by various stakeholders, including Al developers, innovation man-
agers, network operation managers, regulatory authorities, and standardization
organizations.

An interdisciplinary approach is adopted to develop the proposed holistic con-
ceptual framework for decision-making in critical infrastructures by integrating tra-
ditionally distinct fields such as psychology and cognitive engineering. The
framework also drew on mathematics, decision theory, computer science, and spe-
cialized engineering domains, particularly energy and mobility. A high-level over-
view of the proposed conceptual framework is illustrated in Fig. 1, which also
outlines the structure of this chapter.

The systems engineering and theories are adapted for trustworthy Al integration
in designing the conceptual framework’s operational, functional, and logical

Conceptual framework methodology and system design QO

Context & Decision Environment

4

Decision making Trustworthiness
assessment
VRN
-> - -
=

Section 4.1 \ j Section 4.2 Section 5

Fig.1 The proposed conceptual framework, comprising three main components governed by sys-
tem design principles and their corresponding sections
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architectures to meet both functional and non-functional requirements of critical
infrastructures (Sect. 2). Based on the observed context and decision environment in
a specific industrial domain (Sect. 3), the decision-making process (Sect. 4) is
responsible for ensuring the stability and resilience in the corresponding critical
infrastructure when an event is triggered. Decisions may be the result of collabora-
tion between human operators and Al-based assistants through a provided interface.
As such, the human cognitive process could be increased by Al-based assistants
through different perspectives. Furthermore, the decisions must comply with estab-
lished trustworthy key performance indicators (KPIs) and undergo validation by a
regulatory authority (Sect. 5). The subsequent sections provide a detailed explana-
tion of each component of the framework.

2 Conceptual Framework Methodology and System Design

The system design level focuses on the description of the technical system while
incorporating the perspectives of stakeholders of the system and the environment in
which the system is intended to operate. Recent advances in artificial intelligence
enable the development of systems capable of performing increasingly complex
tasks, opening new opportunities to assist industries in various sectors while raising
important ethical and social issues; the design of these systems is crucial to ensure
their effectiveness and acceptance [30, 31]. To cope with the complex environment
and tasks the system will operate in and execute, multiple viewpoints (of stakehold-
ers) on the envisioned system are taken to derive both functional and non-functional
requirements. It also guides the development process of the proposed framework’s
submodules and their interactions. Specifically, the system design level described in
the following focuses on three distinct views. The operational view captures charac-
teristics of the intended use of the system in a real-world setting. A functional view
analyzes the functions the system should be able to provide. Lastly, a logical archi-
tecture segments the system into logical units and a building block view outlining
the technical structure of the human-Al system.

Further, the Al-based operation of critical infrastructure—i.e., employing a sys-
tem with a substantial degree of automation operating in an environment where
high-impact decisions must be taken in real-time—imposes particular quality
demands. These demands concern functional suitability (the provided functions
meet the need for a high degree), reliability (a specified performance level is main-
tained under specified conditions), and operability (understandable, learnable, and
usable by and attractive to the user), as well as quality characteristics according to
ISO 25010.

These initial views, definitions, and considerations outlined in this section play a
crucial role in ensuring the overall coherence and alignment of the system between
the different aspects during development. Figure 2 summarizes the adopted
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OPERATIONAL
ANALYSIS

Q: What external elements interact with the
system, and how do they influence it?

Allocation

1k

FUNCTIONAL
; - s?
Q: How does the system achieve its objectives ANALYSIS

Service 4

\llocation

¥ 3

Logical component 1

Logical component 1

Q: How are the system’s
components and how do they interact logically?

LOGICAL
ANALYSIS

X ; NN

Logical component 3

Logical component 4

¥ ; Y links

Physical component 2 Physical component 4

PHYSICAL

. ?
Q: What are the concrete resources to be used? v ARCHITECTURE
Physical component 1 Physical component 3

Fig. 2 The Arcadia modeling pyramid used for system design of the conceptual framework

Model-Based System Engineering (MBSE) approach using the ARCADIA method
[32]. With the aim of proposing a conceptual framework, the physical architecture
at the lowest level of the pyramid is not considered. Each of the operational, func-
tional, and logical analyses with corresponding design processes is described in the
following.

2.1 Operational View

The operational view focuses on how the system functions in real-world scenarios.
It addresses the operational aspects of the system, including the interactions between
users, systems, and external entities, and uses various diagrams to visually represent
them. It also allows us to identify the operational, functional, and non-functional
requirements.

Using this analysis, various stakeholders involved in the three previously men-
tioned critical infrastructures are primarily identified. These stakeholders may inter-
act with the proposed frameworks during the different phases of the decision-making
process and could be attributed to different roles. For example, an operator could be
responsible for implementing a decision and also providing the Al-based system
with some feedback at the same time. In the following, these stakeholders and their
interactions with the conceptual framework are analyzed. It is followed by the iden-
tification of operational requirements and those based on cooperation with Al-based
assistance, which may increase productivity and human capacity.
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2.1.1 Operational Environment Diagram

An operational environment diagram in system design visually represents the exter-
nal entities (e.g., stakeholders), interactions, and contexts in which a system oper-
ates, helping define its boundaries and interfaces. Figure 3 illustrates these
interactions, depicting the system as a black box with data flows between various
stakeholders, including human operators, Al-based decision systems, and regula-
tory agents. This diagram is designed based on the analysis performed on three criti-
cal infrastructures.

The environment provides real-world context and data, which are utilized by dif-
ferent actors—data profiles, for instance, are responsible for training Al decision
systems supporting human operators. Operators and supervisors interact with both
the environment and simulators via the conceptual framework interface, to assess or
monitor the impact of their actions before execution in real-world settings.
Secondary actors as stakeholders in critical infrastructures are those who are not
directly involved in the operations but still play significant roles in supporting, influ-
encing, or being affected by these infrastructures. Additionally, operators engage
directly with the framework throughout the decision-support process, requesting Al
assistance in different operational scenarios. To ensure security and compliance,
regulatory agents analyze system decisions to verify adherence to established
guidelines and standards.

2.1.2 Operational Requirements of Three Critical Infrastructures

Operational requirements define the conditions and performance criteria a system
must meet to function effectively in its intended environment. These requirements
encompass functionality, performance, reliability, security, and user interactions
and are specified for each industrial domain and its corresponding scenarios. They
are categorized into functional (F) vs. non-functional (N) and generic (G) vs. spe-
cific (S) requirements. Generic requirements are directly integrated into the func-
tional view of the framework, while specific requirements are generalized to ensure
broader applicability across use cases. Table 1 presents an extract of this classifica-
tion, aiding in the structured design of the framework’s functional architecture.

2.1.3 Human-in-the-Loop and Oversight Requirements

In addition to the operational requirements intrinsic to the domain presented earlier,
a set of functional requirements has been identified to enable human-in-the-loop
(HITL) decision-making under risk and uncertainty. Table 2 lists these require-
ments, providing a short description and a categorization based on the part of the
system and the actor, when possible, that must adhere to these requirements. The
identified actors are Operator, the human interacting with the system; Agent, the
Al-powered side of the decision-making process; and Environment, either the true
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Table 1 Operational requirements for three industrial domains

Category Power grid Railway

Robustness e Alinforms the human | ¢ Reasonable
operator about its recommendations in
confidence in the output | new situations (not seen
recommendation during model training)
(self-awareness) (F, G) (F, G)
¢ Reproducibility and ¢ Good performance
traceability of in operating scenarios
recommendations for with high variability
postmortem analysis N, G)
(F, G) * Retrospective
* Robustness to attacks | quality control (N, G)
targeting model space and
reward function (N, G)

Efficiency ¢ Computational ¢ Capacity to handle

efficiency (N, G) operating scenarios with
* Relevance of the high complexity (N, G)
recommendations (N, G) | Scalability (N, G)

e Scalability (N, G) ¢ Generalization to

¢ Adequate training different scenarios
environment (N, G) (F, G)

Interpretability | Adaptability to .
different levels of
interaction and human
operator preferences
(F,G)

* Transparency during
system training (F, G)

e Capacity to explain
recommendation(s) to the
human operator (and other
stakeholders) (F, G)

Non- .

discrimination

and fairness

Interpretability of
suggestions (F, G)

Avoid creating or * Distribution of
reinforcing unfair bias in | delays (N, G)

the Al system (F, G)

* Regular monitoring of

fairness (F, S)

Human .
agency and
oversight

Additional training X
about Al for human

operators (N, G)

* Mitigate addictive
behavior from humans

N, G)

* Mitigate de-skilling in

the human operators

N, G)

R.J. Bessa et al.

Air traffic

* System resilience to
unexpected events

(N, G)

e Cyber and data
security (N, G)

¢ System’s reliable
operation and decisions
(N, G)

e Capability to
optimize resources and
operations (F, S)

e Scalability (N, G)

e Provide clear,
understandable
explanations for its
decisions (F, G)

¢ Usability of the
system from the human
and other stakeholders’
perspective (N, G)
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Table 1 (continued)

Category Power grid Railway Air traffic
Regulatory and | Compliance with ¢ Compliance with ¢ Compliance with
legal existing operational legal standards and legal standards and

policies (N, G) regulations (N, G) regulations (N, G)

¢ European Al Act * RUOM favoritism

(F, G) N, S)

* Transparency to
humans in terms of
interaction with an Al
system (N, G)

Data e Processing of human | x X
governance operator data (N, G)
Accountability |+ Allow audits for the Al | x X

recommendations and
human operator actions
(N, S)

* Reporting of potential
vulnerabilities, risks, or

biases (F, G)
Other X * Maintainability * Maintainability
(N, G) (N, G)
¢ Environmental ¢ Environmental

sustainability (N, G) sustainability (N, G)

one or the cloned copy accessed by the agent for forecasting and assessment. The
identification of these requirements and their association with different actor classes
facilitates the decision-making process in the context of the proposed interactive
framework.

2.1.4 Abstract Base User Story

The user story allows us to clearly define a system’s functionality from the end
user’s perspective, ensuring that development aligns with user needs and expecta-
tions. The user stories were derived during a cross-domain workshop to identify
commonalities across analyzed critical infrastructures and guide the development of
the Al-decision system, particularly in relation to the human-machine interface.

As can be seen in Fig. 4, the abstract base user story has three manifestations
depending on the time horizon: planning (preparing for foreseen events), near real
time (preventing predicted events), and real time (correcting events that have
occurred). Each manifestation follows a structured sequence: within a given con-
text, a trigger initiates three key actions. First, the situation is observed, either
through real-time monitoring, simulation of potential futures, or identification of
foreseen events. If a deviation or potential issue is detected, possible measures are
explored. Finally, an intervention takes place, where the human operator, using the
assistance provided by the Al-based system (depending on the considered
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Table 2 Human-in-the-loop and oversight requirements

Categories | Category name for

ID requirement Category description Actor

R-01 Alarm triggering An operator can trigger the alarm to interrupt | Operator
human an execution and step into the decision-making

R-02 Inspect status An operator can inspect the system’s Operator

undergoing situation to observe what has
happened and what caused their intervention

R-03 Provide action An operator can take action if the suggestions | Operator
given by the agent are not exhaustive

R-04 Inspect feedback An operator can analyze the feedback provided | Operator
by the autonomous agent to decide whether a
recommendation should be followed

R-05 Estimate epistemic | The agent can estimate the epistemic Agent
uncertainty uncertainty of its decision model to establish
its level of confidence within an observed state
R-06 Alarm The agent can raise an alarm to draw human Agent
triggering agent attention. Consequently, the human operator
will need to provide some input
R-07 Simulate remedial | An agent can interact with a copy of an Agent
plan environment to simulate a remedial plan and/or
provide feedback
R-08 Provide visual An environment should provide a graphical Environment
human readable depiction of the ongoing situation to allow
state human intervention
R-09 Estimate aleatoric | An environment should support the estimation | Environment
uncertainty of aleatoric uncertainty derived from an
external source, such as weather conditions
R-10 Raise alarm The system should have an alarm accessible by | Environment
a different range of actors to enable a human to
intervene
R-11 Communicate On the triggering, the system should provide | Other
alarm context extensive information about the causes that

triggered the alarm

Context Trigger Action Action Action

Monitor differences

to nominal state Ereptceieed

Correct
actual deviation
real-time

Implement measure

Simulate potential Event predicted Explore measures Choose measure

Prevent
near real-time

Update plan

potential deviation

Potential and
foreseen event
identified

Determine potential

Prepare
planning

Fig. 4 Abstract base user story
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interaction mode), implements a corrective or preventive action or integrates the
measure into the operational plan for future execution. This structured approach
ensures adaptability across different domains.

2.2 Functional View

The functional view answers the following question: “How does the system achieve
its objectives?” Thereby, it defines the system functions and shows how system
components process inputs, produce outputs, and interact. Based on the functional
requirements identified in the operational analysis, the functional view contributes
to the definition of system functions that satisfy those requirements through a func-
tional decomposition approach. Next, it establishes how the identified functions
interact with each other and with stakeholders while also outlining the associated
data flow.

2.2.1 Functional Decomposition Diagram

Based on the identified functional requirements, the functional view outlines eight
key functions as shown in Fig. 5. Each of these functions is broken down into sub-
functions to ensure effective management of critical infrastructures and is identified
based on the three studied industrial domains. These core functions include inter-
acting with the operator to facilitate communication and support, determining real-
time context by analyzing internal and external data, selecting human-Al interaction
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Fig. 5 Functional decomposition diagram
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modes to customize collaboration, assisting the operator with decision-making,
learning from the operator’s actions to enhance the system’s knowledge base, antic-
ipating future events to proactively address potential issues, ensuring compliance
with regulations to maintain trustworthiness, and continuously monitoring Al
behavior to detect and respond to anomalies. The next section illustrates the interac-
tion and data flow between these functions and also with the external entities in the
context of the human-AlI decision-making process.

2.2.2 Functional Interaction Diagram

The functional interaction diagram (Fig. 6) illustrates the interaction and data flow
between the identified system functions in the previous section, starting from high-
level functions down to elementary ones that directly interact with stakeholders. It
integrates the eight main functionalities while also incorporating interactions with
the operator, simulator, and regulatory agent. As shown in the diagram, the operator
can engage directly with the platform for assistance, select an interaction mode, and
provide feedback on recommendations, which is then stored as new knowledge. The
operator could simulate the impact of their actions using the simulators. When
Al-based assistance is provided to increase the human cognitive process, their
behavior is continuously monitored through a set of technical KPIs. A regulatory
agent is also responsible for verifying the decision process and its compliance with
standards and regulations.

Context, event
©———————————>| «Determine the context» Predicted events, «Anticipate Events» [&——®
impacts
Event, context, actions Function RirEdan simulate
N - Simulator
Environment Event, context ‘ Event, context
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«Select interaction s «Learn from «Check
mode» Interaction operator» Al behavior»
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Fig. 6 Functional interaction diagram representing the relationships, dependencies, and informa-
tion flow between system functions to illustrate how components interact to achieve overall system
objectives and allow for determining the data flow among the eight identified key functions
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2.3 Logical View

The logical view provides a blueprint for integrating the identified core functions,
focusing on seamless interaction among subsystems (representing multiple func-
tions performing a specific task) and stakeholders (internal or external). It also
focuses on the abstract structure of the conceptual framework, defining the logical
components and their interactions to meet system requirements. This view breaks
down the system into three interaction modes: human in full control, joint human-
Al decision-making (co-learning), and autonomous Al with human supervision.
Each mode emphasizes varying levels of human involvement in decision-making
processes, from full authority to collaborative learning and oversight of autonomous
Al operations. This decomposition aids in understanding the system’s functionality
and supports stakeholders by presenting a clear, conceptual model. However, for the
purpose of consistency, these three different interaction modes and their corre-
sponding logical architecture are described in the decision-making section and
under the human-Al interaction in Sect. 4.3.

In the following, the process view illustrating the generic architecture, including
the subsystems and stakeholders, and their interactions, is presented. This generic
process is then instantiated for each of the abovementioned interaction modes.

2.3.1 Process View

The generic process is presented in Fig. 7 as an overview of the high-level interac-
tion between different subsystems that encompass one or more functions, identified
during the functional analysis, to perform a task (e.g., Al-based agent including
assist the operator and learn from operator functions). As shown in this process
view, the environment, consisting of both the real-world setting and simulators, pro-
vides contextual information to the human operator and Al-based agent. The

Decision Decision-making
environment
Context
L 5 Y —> Al Model
Al-based Agent Assessment
Power Grid T l
< Decision < >
Railway T l

Trustworthiness
Context assessment
| —> Human Agent

ATM

Fig. 7 Process view as an overview of the high-level interaction between different subsystems
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Al-based agent assists the human operator via the human-machine interface (HMI)
by offering recommendations or increasing his/her cognitive process, while its
behavior is continuously monitored by the Al Model Assessment subsystem to
ensure robustness and reliability. In return, the human operator can provide feed-
back, allowing the Al-based agent to refine its performance for future assistance.
The interaction should also be conducted in a way to avoid the cognitive load of the
human operator (see hypervision definition in Sect. 4.3.3). Finally, the human-Al
decision-making process is evaluated through trustworthiness assessment KPIs and
verified by a regulatory agent for regulatory compliance before being implemented
in the decision environment.

2.3.2 Building Block View

As presented in the previous section, the conceptual framework is structured into
various layers. At the system design level for human-Al interaction, the focus shifts
to translating these layers into practical applications. To enhance the connection
between research questions and real-world applications, a high-level conceptual
prototype is developed, which allows for testing and refining ideas, ensuring
research outcomes meet practical needs. It aims to evolve and serve as initial design
guidelines for future applications. This offers a hierarchical representation of the
system from a technical perspective. Figure 8 shows the scope, context, and high-
level view of the Al-based (conceptual) system.

The system’s context includes neighboring systems to provide real-time opera-
tional information (production information system) and implement decisions taken
within the system in live operations (production dispatching system). Further, users,
such as operators, supervisors, and regulatory agents, are also part of the context
and interact with the system.

In Level 1, the system is organized into modules based on function. The Human-
Machine-Interaction module manages how Al interacts with humans, providing
notifications, contextual information, and assisting with tasks. The Adaptation mod-
ule recognizes situations, adjusts human-Al interaction, and updates Al models
based on feedback. The Prediction module forecasts events, assesses their impact,
and stores important data. The Recommendation module suggests actions and
explanations to operators, while the Execution module implements operational
actions. Lastly, the Assessment module evaluates Al behavior, robustness, and
fairness.

In Level 2, the Prediction module, central to the system, includes an evaluation
submodule, a simulation engine, Al agents, and a digital environment. It receives
current system data and requests simulations to predict events and consequences.
The simulation results are evaluated and sent to the recommendation module, with
all relevant data stored for future use.
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Fig. 8 Hierarchical representation of the systems’ building blocks and context

3 Context and Decision Environment
in Critical Infrastructures

This section starts with a description of various use cases related to the three consid-
ered critical infrastructures, namely, the power grids, the railway network, and air
traffic management. Then comes the analysis of context and decision environment
related to these critical infrastructures.
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3.1 Use Cases Selected by Industry

This section presents the industry-relevant and domain-specific use cases that (a)
are focused on critical challenges and tasks of network operators, considering stra-
tegic long-term goals, and (b) reproduce real operating scenarios with human
operators.

3.1.1 Power Grid

Business Problem Power grids are evolving due to decarbonization and digitaliza-
tion, integrating clean energy, electrified demand, and new technologies. These
changes increase complexity, requiring enhanced control room supervision. Aging
infrastructure, automation, and limited developments further challenge operators,
who face cognitive overload due to fragmented multiscreen applications. Al can
support decision-making by managing complexity, uncertainty, and workload.

Today’s Operations Power system engineers are highly specialized, requiring
thorough studies, accurate planning, and complex decision-making rather than
merely following established protocols. They depend significantly on simulation
tools, using both real-time and forecast data. However, they have limited access to
decision-support tools like automated assistants. When faced with a problem, they
manually explore solutions and verify their decisions using simulation tools. They
can adjust line connectivity on the grid to redirect power flows, modify (re-dispatch)
generation levels, limit consumption by a small percentage, or use battery storage to
change power flows in the electrical grid. Despite the range of options, their process
relies heavily on experience and manual simulation to determine appropriate reme-
dial measures.

Use Case 1: Al-Assisted Congestion Management

Objectives The Al assistant aids TSOs in managing electricity transmission while
ensuring (a) safe grid operation and overload mitigation; (b) maximized renewable
energy use, reducing thermal dispatch; (c) lower workload for human operators; and
(d) enhanced explainability and trust in Al recommendations.

Description The Al assistant monitors the transmission grid using SCADA data
and EMS tools, identifying issues and categorizing them for operator intervention.
It anticipates congestion, sending alerts with confidence levels while avoiding
unnecessary notifications. Action recommendations include topological changes,
redispatching, and renewable energy curtailment. Operators review suggestions,
explore alternatives, and make final decisions. The Al assistant verifies the decision
via load flow calculations and logs interactions for continuous learning.
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Human-AI Interaction Human-Al interaction follows a hybrid approach where
the operator retains decision-making authority. The Al assistant continuously learns
from operator feedback and refines recommendations.

Use Case 2: Transferring Al from Simulation to Real Grid Operations

Objectives Evaluates Al deployment in real-world operations, where actual condi-
tions may differ from training environments. The objectives include (a) ensuring Al
effectiveness beyond simulated conditions; (b) strengthening human trust in
Al-assisted operations; and (c) enabling iterative refinements through operator
feedback.

Description Two operational pathways are explored:

1. Adaptive Al monitoring: The Al assistant continuously assesses the grid, raises
alerts, and suggests actions while accounting for uncertainties from noisy or
missing data. Operators validate and refine AI recommendations.

2. Human-enhanced AI: When data is incomplete, the Al requests additional input
from the operator. Human expertise fills knowledge gaps, refining Al learning
and improving recommendations.

In cases where data limitations restrict AI autonomy, it alerts the operator, prompt-
ing manual input. The operator’s decisions, informed by simulation tools, guide Al
forecasting and recommendation assessment.

3.1.2 Railway Network

Business Problem Growing environmental concerns and evolving mobility poli-
cies are driving increased demand for railway network capacity, leading to denser
traffic and a greater need for efficiency and resilience in railway traffic manage-
ment. Addressing these challenges requires either significant infrastructure invest-
ments or advanced dispatching technologies. Al-based support systems can enhance
dispatchers’ capabilities by automating certain decision-making processes and
assisting human operators in managing complex scenarios.

Today’s Operations In railway operations, the already densely planned schedules
are disturbed by unexpected events, such as delays, infrastructure defects, or short-
term maintenance. The execution of the planned timetable can only be achieved by
acting on these events with frequent adaptation and re-scheduling of the planned
train runs. Today, maintaining smoothly running operations requires that in opera-
tional centers, highly skilled personnel monitor the flow of traffic day and night and
quickly make re-scheduling decisions. Re-scheduling measures include changing a
train’s speed, path, or platform. In a densely utilized railway network, local re-
scheduling decisions potentially affect the entire flow of traffic, and their effect can
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propagate far into the future. This means that the re-scheduling task is a complex
decision-making task that must integrate much context information under time
constraints.

Use Case 1: Automated Al-Based Re-scheduling

Objectives The system aims to fully automate railway re-scheduling, ensuring all
services are fulfilled while minimizing passenger delays.

Description Al-driven systems dynamically adapt schedules in response to disrup-
tions, such as infrastructure failures or delays. The system evaluates multiple inter-
ventions, including modifying train speeds, reordering train sequences, rerouting
trains, or adjusting station platforms. This Al assistant continuously optimizes rail-
way schedules in real time, ensuring efficient network use while reducing delays.
Human operators oversee the system, adjusting configurations and identifying the
need for updates.

Human-AI Interaction The Al system autonomously performs re-scheduling,
monitoring real-time train and track states. It identifies required interventions,
implements changes, and evaluates outcomes. Since fully automated railway
rescheduling is a novel concept, the Al system is introduced as a supervised tool.
Human experts evaluate its performance, ensuring reliability and effectiveness.
Operators monitor key indicators, including:

» Traffic conditions (e.g., train counts, network bottlenecks)

» Key performance indicators (e.g., current delay statistics)

¢ Al confidence levels in its recommendations

* The extent of Al-driven interventions (e.g., platform changes)

Based on these insights, human supervisors decide whether to override Al recom-
mendations, reconfigure system parameters, or adjust the AI model.

Use Case 2: Al-Assisted Human Re-scheduling

Objectives This approach leverages Al-based tools to assist human dispatchers in
re-scheduling, ensuring all services are maintained with minimal delays.

Description The Al assistant continuously analyzes real-time train and track data,
identifying optimal re-scheduling options in response to disruptions. These recom-
mendations are presented to dispatchers in near real time, allowing them to make
informed decisions. The system also anticipates future disruptions, assessing their
impact on network stability. The Al assistant enhances human decision-making by
providing predictive insights, enabling faster and more efficient responses to devia-
tions from planned schedules.
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Human-AI Interaction The Al assistant generates re-scheduling options based on
real-time data. Dispatchers can:

* Select an Al-recommended action
* Request alternative solutions
* Override Al suggestions and implement their own decisions

Additionally, the Al system supports human learning by providing contextual evi-
dence for or against specific re-scheduling hypotheses. Supervisors continuously
assess the AI's performance, refining decision criteria and system parameters
as needed.

3.1.3 Air Traffic Management

Business Problem Air traffic density in European airspaces is rising, driven by
economic and environmental concerns that push for time- and trajectory-based
operations. Increased traffic and operational complexities may lead to excessive
tactical air traffic controller (ATCO) workload, threatening ATM system safety and
efficiency. Military airspace activations in regions like the Lisbon FIR further
restrict upper airspace usage, requiring frequent traffic deviations.

Today’s Operations Today, sectorization is the sole responsibility of the ATC
supervisor, who exclusively decides when and how to split and merge sectors best,
warranted by situational demands and available ATCO personnel. Only scattered
information is available on different platforms to aid ATC supervisors in this task.
Still, there is no traffic pre-analysis tool and/or integrated decision-support system
to assist in, or even fully automate, the structuring of sectors with trajectory efficient
routes (e.g., flight time and fuel burn) and sectorizations to keep the workload of the
ATCO within acceptable thresholds, i.e., without exceeding sector capacity limits.

Use Case 1: Al-Assisted Airspace Sectorization

Objectives Automate sectorization decisions to assist or replace ATC supervisors
in balancing ATCO workload while ensuring safe and efficient traffic flows.

Description ATC supervisors manually determine how to split and merge airspace
sectors based on real-time demands. Sectorization involves horizontal (2D) and/or
vertical (altitude) adjustments, often using predefined configurations. However,
unexpected events—such as adverse weather, flight emergencies, or ATCO short-
ages—require non-standard sectorizations. An Al assistant provides recommenda-
tions or automates decisions, optimizing horizontal and vertical sector configurations
to balance workload while ensuring safety.
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Human-AI Interaction The Al system continuously monitors real-time air traffic
data, predicts optimal sectorization adjustments, and presents recommendations.
Human operators can:

» Evaluate Al-generated recommendations
* Request additional information or explanations
* Accept, reject, or manually adjust Al advisories

Automation levels range from advisory support (where Al suggests actions) to full
automation, where Al executes decisions unless overridden by human operators.
Logged decisions and interactions enable continuous Al learning and adaptation.

Use Case 2: Al-Assisted Flow and Airspace Management

Objectives Optimize sector capacity and environmental efficiency when military
airspace is activated by recommending deviations with minimal impact on sector
workload and flight efficiency.

Description When military airspace is activated, ATCOs must reroute flights to
avoid restricted areas, impacting sector capacity and fuel efficiency. An Al assistant
supports ATC and Flow Management Position (FMP) supervisors by analyzing air-
space configurations and suggesting optimal traffic flow adjustments. The system
dynamically optimizes routing decisions to minimize en route inefficiencies while
maintaining adherence to sector workload limits.

Human-AI Interaction The Al system observes real-time airspace data, forecasts
traffic flow disruptions, and recommends airspace and routing adjustments. Human
operators can:

* Review Al-generated routing and sectorization recommendations
* Provide feedback and nudge Al-generated decisions
* Modify Al-based configurations based on operational constraints

At lower automation levels, Al assists supervisors by providing recommendations,
while higher automation levels allow Al to autonomously execute sectorization
adjustments unless overridden. The Al system continuously learns from human
feedback to refine its recommendations.

3.2 Decision Environment

Decisions in critical network infrastructure operations are at the heart of operational
processes. They can be described in three main points (see Fig. 9). Firstly, they are
made to manage constraints on a network capacity that can stem from external
events (operational disruptions or emergencies). These events are detected through
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Fig. 9 Decisions in critical network infrastructure operations

observations or forecasts of the state of the infrastructure that include a certain level
of uncertainty and an external context. Secondly, they involve multiple operators or
stakeholders from short to long-term horizons. Lastly, they are made under time
constraints and trade-offs between multiple and conflicting objectives and lead to
both preventive and corrective actions that are chosen within a large action space
and are planned or implemented in real time, respectively.

The criticality of the decisions is directly linked to the critical nature of the
underlying infrastructure for ensuring vital societal functions, health, safety, secu-
rity, economic, or well-being of people, namely:

European critical infrastructure means an asset, system or part thereof located on EU ter-

ritory, which is essential for the maintenance of vital societal functions, health, safety, secu-

rity, economic or well-being of people, and the disruption or destruction of which would
have a significant impact on at least two Member States, as result of the failure to maintain

those functions. The significance of the impact is assessed against distinct cross-cutting
criteria, which encompass casualties and economic, environmental, and public effects.

Three industrial domains are considered in this study to extract generic aspects
of decisions across critical infrastructures: power grid management, air traffic man-
agement, and railway network management. To provide a better description of the
decision process from a business perspective, an analysis was performed on data
collected using a detailed questionnaire for each domain. This questionnaire is
structured into four main topics: context, characteristics, impacts, and evaluation of
decisions. Based on all data collected, a similarity score was computed across pairs
of domains to give an idea of the commonalities between the three domains. The
results are shown in Table 3.
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Table 3 Decision analysis comparison across domains

Decision analysis | Air Traffic-Electricity | Electricity-Railway | Railway-Air Traffic
Context 13% 13% 12%
Characteristics

Impacts 0% 4% 0%
Evaluation (KPIs) 23%

Even if the decision context is different for each domain (which can be explained
by the fact that each domain remains intrinsically different), it could be observed
that the characteristics of the decision have a higher degree of similarity, which is of
the same level of magnitude across the different pairs of domains. This illustrates
the interest in performing multi-domain work for the development of a holistic con-
ceptual framework.

Then, the second highest similarity is obtained on the evaluation part, which
defines a set of KPIs for each domain. The following KPIs were similar across all
domains: assistance, relevance, and trust in the Al system. Within the multidomain
work, this shows the interest in the evaluation that will be carried out in the future.
On the other hand, the level of similarity across domains is almost zero for the
“impact of a decision” topic: this can be explained by the domain-specific impacts
of each decision. In line with the similarity scores obtained for the “impact of a
decision” topic, there are no similar words across all domains for this topic. Finally,
as could be observed, the two most similar pairs of domains are “Railway-Air
Traffic” (highest) and “Electricity-Railway.” The following section introduces the
decision-making process, which is mainly based on observations and analyses of
the context.

4 Decision-Making Process in Critical Infrastructures

This section presents the core concept of the conceptual framework, which is the
decision-making process in critical systems. It involves a dynamic interplay between
human expertise, Al-based decision-making capabilities, and their collaborative
interaction. Based on the decision context introduced in the previous section, three
key dimensions of decision-making process are explored in the following: human
decision-making, which leverages domain knowledge and intuition; Al-based
decision-making, which provides data-driven insights and scalability; and human-
Al interaction, which integrates these strengths to optimize decisions under com-
plex and uncertain conditions.
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4.1 Human Agent and Decision-Making

This section presents the conceptual framework from a socio-technical systems per-
spective, emphasizing that work systems consist of interacting social and technical
subsystems, requiring joint optimization for overall performance. Optimizing one
subsystem in isolation may reduce effectiveness due to its interdependence. This
leads to two key conclusions: Al design must consider human factors, and the social
subsystem—including skills, task design, and organizational culture—must be
adapted to effectively utilize Al. For instance, if Al provides recommendations,
human decision-makers need both the skills and the autonomy to evaluate them
without fear of blame, which could otherwise lead to blind acceptance. While socio-
technical design principles are well established [33], further research is needed on
Al integration [34-36].

Against this background, three aspects of Al integration in socio-technical sys-
tems are examined in the following sections, namely, different design approaches
and their effects on human behavior, normative aspects of Al design, and descriptive
aspects of Al design. Most of the use cases described in Sect. 3.1 involve interaction
between a human operator and an Al agent, making the analysis of human decision-
making behavior essential to effectively addressing their objectives.

4.1.1 Different Design Approaches and Their Effects on Human Behavior

The integration of Al into socio-technical systems, particularly in critical infrastruc-
tures such as air traffic management (ATM), requires careful design to balance auto-
mation and human involvement. Two primary approaches involve automate, which
replaces human effort, and informate, which enhances human capabilities. Full
automation is impractical for complex tasks, often leading to unintended negative
consequences such as operator fatigue, loss of skills, and overreliance on technol-
ogy. To maintain system resilience, Al must support human flexibility and decision-
making by enhancing their cognitive process rather than relegating humans to
passive oversight roles. Research emphasizes the need for AlI-human collaboration,
where Al design fosters human engagement, autonomy, and motivation. Ensuring
that Al systems empower rather than undermine human involvement is crucial for
effective performance and safety.

4.1.2 Normative Aspects

Miller [37] outlines and compares five types of explainable Al (XAI) frameworks
that support decision-making in human-AlI collaboration, ranging from simple Al
recommendations to more interactive models where Al explains, interprets, or eval-
vates human decisions (Evaluative Al). These types influence human decision-
making, motivation, learning, and trust in Al. In the following, their impact is
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examined through the scenarios considered for interaction between humans and Al:
Al assisting humans, joint human-Al decision-making, and autonomous Al with
human supervision.

Human Decision-Making

Al-based decision-support systems primarily rely on recommendations, but research
indicates that recommendations alone—even when supplemented with explana-
tions—are often insufficient for effective decision-making [37-39]. Instead, joint
human-AI decision-making, which leverages the complementary strengths of both,
is necessary [34]. Effective decision-making requires an understanding of human
cognitive processes, including biases like the anchoring effect and confirmation bias
[38, 40]. Human decision-making is not merely a selection of predefined options but
a complex cognitive process that involves sense-making, anticipation, and attention
management [41, 42]. To support these cognitive functions, Al should facilitate
knowledge of operational processes, process monitoring, situation awareness, and
bias mitigation. However, current Al systems often fail to sufficiently support these
elements, impacting human performance and decision quality [41, 43].

A simplified representation of human decision-making is illustrated in Figure 10,
where the human cognitive processes are summarized as monitoring (observation of
the current context or situation); building situation awareness as suggested by
Endsley [44], which is to be able to understand the current situation and project to a
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Fig. 10 Decision-making from a human perspective in the proposed conceptual framework
involving monitoring, situation awareness, and the decision itself. Human cognitive processes
required for decision-making may be supported by Al through explanation, exploration, anima-
tion, and mirroring
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future state; and finally the actual decision. Beyond the transparency required in Al
recommendations (interpretability and explainability), Al can support human cog-
nitive decision-making processes by allowing humans to explore and test their
assumptions as well as the implications of their decisions. Al can also support moni-
toring by requiring humans to animate in detected unusual patterns and mirror the
individualized patterns in human behavior to make humans aware of their own
biases and variabilities in decision-making. These observations show that Al should
support humans in various cognitive processes rather than just making simple rec-
ommendations. These are mainly required for the Al-assisted human decision-
making use cases, such as Al-assisted congestion management in power grids,
Al-assisted human rescheduling for railway networks, and Al-assisted airspace sec-
torization for ATM.

Human Motivation

Intrinsic motivation is crucial for the effective use of Al, as algorithm aversion and
reluctance to adopt IT tools are common [45-47]. Al has an impact on humans’
tasks and therefore on their motivation [43]. Task design significantly impacts
motivation, which should support the following three critical mental states neces-
sary for intrinsic motivation: meaningfulness, autonomy, and feedback [48]. Al
should be designed to enhance these aspects by providing clear explanations,
enabling genuine choices, and offering constructive feedback to human, inciting
both good work and their usage. In decision-making scenarios, Al recommenda-
tions without explanations reduce user engagement, whereas interpretable models
and explained recommendations improve transparency and task-related motiva-
tion. More advanced Al approaches, such as cognitive forcing and evaluative Al
[37], further enhance motivation by increasing user involvement and responsibility
in decision-making.

The proposed conceptual framework enables the exploration of different
Al-human collaboration models, each affecting intrinsic motivation differently. In
an Al-assistant scenario, where Al provides recommendations with or without
explanations, user motivation is often low due to a lack of deep understanding, lim-
ited autonomy, and missing feedback. Joint human-AlI decision-making, including
cognitive forcing and evaluative Al, fosters intrinsic motivation by involving users
in the decision process, enhancing their sense of responsibility and effectiveness.
Conversely, fully autonomous Al, where humans act only as supervisors, poses
challenges for motivation and effectiveness due to limited involvement, aligning
with [49] irony of automation. In general, Al must be designed to support meaning-
fulness, autonomy, and feedback to enhance human motivation and performance in
Al-assisted tasks.
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Human Learning

In addition to the information that could be observed by monitoring and enhanced
using situation awareness for decision-making, the human knowledge that may be
gained through experience is more enduring. This knowledge could be used as a
basis for monitoring and decision-making. Polanyi [50] proposes the distinction
between explicit (transferable to others) and tacit (implicit and not transferable)
knowledge. This distinction is important because tacit knowledge is the main source
of decisions made by domain experts. It may also be interdependent to other indi-
viduals’ knowledge, forming a community [51]. In this sense, it is important that Al
supports humans to earn tacit knowledge through experience.

Four different domains of human knowledge are depicted in Fig. 10 as human
mental models, which are the environment model (knowledge about decision con-
text), human-human model (interrelation between the different individuals’ work),
Al model (knowledge about their capabilities and limitations which could induce
the human trust), and self-model (human knowledge about themselves). Human
learning is a multifaceted process encompassing psychological, physical, and social
dimensions, shaping how individuals perceive and interact with the world [52].
Based on Kolb’s [53] Experiential Learning Theory, describing learning as a cycli-
cal process involving four stages (i.e., concrete experience, reflective observation,
abstract conceptualization, and active experimentation), Al should also provide the
opportunity for the human to learn through exploration, animation, and mirroring.
This could be helpful for all the use cases of critical infrastructures (see the previous
section), where the human intervention as a supervisor is enhanced using the Al
assistance.

Human Trust

Human trust in Al is a dynamic relationship influenced by beliefs, knowledge, emo-
tions, and experiences with the Al and with their mental AI model as shown in
Fig. 10 [54, 55]. Unlike trustworthiness, which is a static attribute of a particular Al,
trust evolves with repeated interactions [56]. As outlined by Parasuraman and Riley
[57], appropriate trust requires users to understand AI’s capabilities and limitations
to avoid both overreliance (where human blindly approves the AI recommendation)
and under-utilization (not having the opportunity to experience and develop trust).
On the other hand, the transparency of AI models should not only provide explana-
tions but also allow users to explore and test Al functionality through direct experi-
ence and develop the appropriate trust accordingly [58].

The trust is examined across three previously mentioned human-AlI collabora-
tion scenarios considered in the conceptual framework. The Al-assistant to human
model provides recommendations but limits user involvement, often leading to
overreliance or rejection of Al decisions [41, 49]. Joint human-AlI decision-making,
which integrates cognitive forcing and Evaluative AI [37], fosters trust by increas-
ing transparency, interaction, and feedback opportunities. Autonomous Al, where
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humans act as supervisors, presents the greatest challenge for trust development due
to minimal human engagement. Ultimately, fostering appropriate trust requires Al
systems to prioritize transparency, interactive exploration, and feedback mecha-
nisms, ensuring that trust is informed by hands-on experience and a clear under-
standing of AI’s strengths and limitations.

Acceptance

Initial acceptance of new technology is crucial for its successful deployment, as
rejection can occur even before use, creating a paradox where trust develops through
experience but may not form without initial engagement. Research from sociology,
psychology, and information systems highlights human-technology compatibility
as a key factor in overcoming this hurdle, with acceptance increasing when a system
aligns with users’ values, experiences, and needs. The compatibility exists at vari-
ous cognitive levels, from basic handling to decision-making strategies. Studies in
air traffic control (ATC) show that strategic conformance—where Al solutions
resemble human decision-making—enhances acceptance, as seen in higher approval
of personalized recommendation systems over generalized ones. However, while
strategic conformity aids initial adoption, its long-term benefits may diminish with
prolonged human-Al interaction [59].

4.2 Al-Based Decision-Making

Al-based decision-making is increasingly transforming the landscape of human-Al
collaboration, offering unprecedented capabilities in processing complex data, iden-
tifying patterns, and generating insights that surpass human cognitive limits. In the
context of human-Al decision-making, Al systems can augment human judgment
by providing data-driven recommendations, enhancing efficiency, and reducing bias
in critical decisions. However, this synergy also brings challenges, including the
need for transparency, trust, and ethical considerations to ensure that Al supports,
rather than undermines, human autonomy and values. Balancing the strengths of Al
with human intuition and expertise is essential to harness the full potential of
Al-based decision-making responsibly and effectively.

Figure 11 presents the logical view of human-AI decision-making, emphasizing
the role of the Al-based agent. Both Al and human agents observe the context and
decision environment, but the Al-based agent excels in processing and analyzing
complex contextual information in real-time—capabilities beyond human capacity.
Leveraging various strategies and methods, such as knowledge-assisted Al, meta-
awareness for Al assistants, human-Al co-learning, and multi-objective learning,
the Al-based agent anticipates events and provides recommendations to the human
agent. For effective integration into the proposed conceptual framework, Al-based
models must exhibit specific characteristics that facilitate seamless interactions
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Fig. 11 Decision-making from an Al perspective in the proposed conceptual framework

between Al and human decision-makers across different scenarios and interaction
modes. Additionally, the Al-based agent should continuously learn from human
feedback and incorporate it into future recommendations. Ultimately, any decision
must align with predefined trustworthiness KPIs to ensure reliable implementation
in the decision environment. The following sections provide a detailed discussion of
the Al-based agent’s characteristics, along with the methodological and algorithmic
aspects of Al-based models.

4.2.1 Characteristics of AI-Based Decision-Making

In the context of human-Al decision-making process of a proposed conceptual
framework, Al systems can augment human judgment by providing data-driven
recommendations or by increasing their cognitive process. This helps enhance
efficiency and reduce bias in critical decisions. However, this synergy also brings
challenges for which Al-based assistance should adhere to a set of properties (see
Fig. 11).

They should be robust and resilient to perturbations and maintain reliability with
respect to what they have learned during the training phase. Their assistance must
be explainable to human operators, with an architecture that is easily interpretable.
Additionally, generalization and scalability are essential for deploying these solu-
tions in real-world conditions. Lastly, their assistance should be accompanied by
clear indications of uncertainty levels, increasing the trust of the human operator.
These properties are discussed in greater detail in the following sections.
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Robustness, Reliability, and Resilience

Robustness in Al can be examined from two perspectives: technical robustness and
social robustness. Technical robustness refers to a system’s ability to sustain its
performance despite natural or adversarial perturbations (ISO/IEC 24029-2). It can
be assessed locally (for specific inputs) or globally (across all inputs). Evaluation
methods include measuring sensitivity—how output changes with input varia-
tions—or introducing adversarial perturbations to test system stability [60]. Metrics
like output variance or reward function deterioration can quantify robustness.
Furthermore, different learning strategies may impact the robustness, e.g., online
learning impacts robustness, requiring continuous test-time monitoring. Social
robustness, on the other hand, ensures that the Al system duly considers the context
and environment in which it operates, guided by frameworks like ALTAI Digital
environments associated with each critical infrastructure may help assess social
impacts, such as carbon emissions reduction.

Reliability in Al refers to its ability to perform as expected, even with novel
inputs (EU-U.S. Terminology and Taxonomy for AI). Unlike robustness, which
considers Al performance under disruptions, reliability focuses on stable perfor-
mance within a consistent data distribution [61]. It relates closely to generalization,
ensuring Al models perform similarly across different test datasets. Estimating epis-
temic uncertainty can also help assess reliability by correlating performance with
uncertainty levels. Reliable Al systems should demonstrate consistent results across
standard operational conditions, independent of external disturbances.

Resilience is the Al system’s ability to prepare for, withstand, and recover from
unexpected perturbations or attacks (EU-US Terminology and Taxonomy for Al).
Its quantification is related to the magnitude and/or duration of reward/loss function
performance degradation compared to an unperturbed system for the same context.
Figure 12 depicts a conceptual definition of resilience quantification for a reward
function. In this scheme, resilience can be quantified by (a) the gray area between
the reward curves of the unperturbed and perturbed Al system, (b) the minimum
reward in the degradation state and the maximum reward in the restorative state, and
(c) the duration of the degradation and restorative stages. These metrics should be

Training-time Test-time

start perturbations

start perturbations

Reward

degradation restorative
state state

Average reward per episodes

No. iterations Episode time

Fig. 12 Concept of resilience quantification in training-time and test-time phase
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computed for different probability levels of the perturbation or by defining a maxi-
mum number of perturbations or a perturbation budget.

Interpretability and Explainability

Explainability measures the capability of a human user to understand how models
make predictions or decisions, where the model’s transparency (interpretability) is
a way to support explainability [37]. According to Molnar [62], explainability is
contextualized by a specific input, and it often requires additional information,
which the decision model does not generally generate. XAl techniques refer to the
set of methods that aim to generate local explanations for black-box models, e.g.,
artificial neural networks predictions.

To ensure a thorough evaluation, Vouros [63] proposes a set of additional human-
related metrics evaluating the interaction between a human and the explanation.
These metrics focus on the effectiveness of the explanation from a user’s perspec-
tive. The metrics relevant to explainability include:

e Comprehensibility: assessing the capacity of a human to understand an
explanation

» Preferability: estimating the relevance of an explanation given to the user

* Cognitive load: estimating the cognitive effort required by a human to appreciate
and comprehend the provided explanation

* Actionability: assessing the utility of an explanation by capturing how well an
explanation enables end users to make informed decisions

Considering these metrics from an early stage of development allows for the design
of a human-friendly AI, where humans can be in control as it enables users to under-
stand the system’s decision.

Traceability and Auditability

Traceability refers to the process of establishing a clear and direct connection
between the stakeholders’ requirements and the product developed in the context of
software development. When applied to Al systems, this connection covers the
design elements, code implementation, test scenarios, and data used to train the
system. To ensure continuous traceability of RL in human-centered Al, the human-
machine interaction, along with the corresponding context, must be logged to trace
the human influence in future decisions.

Auditability consists of a thorough analysis of data, algorithms, and design pro-
cesses to ensure alignment with the desired objectives, standards, and legal and
technical requirements, such as those outlined by the European Commission [64].
This concept is pivotal in building human trust in Al systems. One might argue that,
when deploying Al into real-world systems, auditability is as important as model
performance.
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In the proposed conceptual framework, auditability and traceability serve three
main purposes. First, they ensure human control and safe operation by detecting
changes in RL elements, maintaining task consistency, and preventing external
interference. Second, they support regulatory compliance, monitoring, and inspec-
tion of Al and human inputs. Third, they enable tracking of both AI recommenda-
tions and human influence on decisions. Additionally, they help identify performance
issues, improving system maintainability.

Generalization

Generalization, in the context of Al, is the ability of a trained model to perform well
on previously unseen data that is derived from the same distribution as the data
explored during the training phase. For RL, Nichol et al. [65] consider an agent to
generalize well when it can adapt to previously unencountered situations drawn
from the same task explored during the training phase, such as varying difficulty
levels in a simulation or different configurations in an operational environment. As
in RL, the policy is optimized based on a reward signal, which is often formulated
ad hoc for specific scenarios. The generalization capability may be limited by the
overfitting problem [66], where an agent is trained to maximize the cumulative
reward in a fixed scenario. The trade-off between generalization and overfitting is
still an open challenge [67]. The problem of generalization in RL should be
addressed on three different levels: domain diversity (exploration of heterogeneous
environment configurations), exploration-exploitation trade-off (find a balance to
optimize on various experiences to prevent overfitting) [68], and finally reward
engineering (ensuring that reward formulation is not overly tailored to a specific
scenario).

In the context of the proposed conceptual framework, it is required to ensure that
the Al model is robust and capable of generalizing across diverse scenarios. Where
possible, the trained model should maintain its performance in unseen and out-of-
distribution scenarios, such as areas of observation and action space not visited
during training. If this is not feasible, the Al agent must alert the operator about its
uncertainty. The generalization capability of a model could be measured by observ-
ing the change in the reward/loss of the model when visiting novel data.

Scalability

In Al scalability is the ability of a model to adapt to different workloads, similar to
the algorithm’s scalability as outlined by Paliouras [69] and Ulanov et al. [70],
where they assess the scalability of an Al distributed model by measuring the empir-
ical speedup obtained from a system while increasing the computational resources.

The conceptual framework describes an RL-powered Al agent supporting human
operators working in control rooms to maintain a critical infrastructure operational.
When a disruption occurs, operators usually have a tight time frame to analyze the
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situation and devise a remedial plan to return to safe conditions. Consequently, the
computational overhead of the Al agent, as well as the additional workload resulting
from its suggestions to the operator, must be kept minimal regardless of the scale
and complexity of the problem.

As a result, the scalability challenge is twofold. On one hand, from an engineer-
ing perspective, an Al decision-making model should scale based on hardware
availability. On the other hand, from a theoretical RL perspective, the system’s
effectiveness and performance should not be compromised by the complexity
resulting from the combinatorial nature of Multi-Agent RL (MARL) with an arbi-
trary number of agents [71]. The combinatorial complexity can be mitigated by
factorizing the learning process across multiple agents, enabling each agent to
observe and make decisions simultaneously within a shared environment.

Uncertainty Quantification

Uncertainty quantification (UQ) systematically characterizes and manages uncer-
tainties inherent in both AI models and real-world data, and it is crucial when an Al
agent supports the decision-making of a human operator for critical infrastructures
[72, 73]. In human-AlI interactions, UQ ensures decisions are reliable and robust by
addressing different aspects of uncertainty. Epistemic uncertainty arises from insuf-
ficient training data, leading to gaps in the model’s knowledge and limiting its abil-
ity to generalize to unseen scenarios. Quantifying epistemic uncertainty helps
humans interacting with an Al system better understand Al limitations, which is
crucial for the conceptual framework integrating a human-in-the-loop strategy.
Aleatoric uncertainty is intrinsic to the data, as it stems from noise, incompleteness,
or inaccuracies in input data. Since the proposed conceptual framework is designed
for critical infrastructures, environments should support aleatoric uncertainty esti-
mation, particularly from external sources unobservable by an Al agent, such as
weather conditions, to ensure more reliable Al-assisted decision-making.

Beyond these technical dimensions, UQ plays a crucial role in decision-making
under uncertainty, offering probabilistic frameworks to evaluate risks and outcomes
for critical infrastructures. This helps human operators make informed decisions
despite uncertainty. Human-Al collaboration is also enhanced, as transparent uncer-
tainty metrics allow humans to interpret Al predictions with greater awareness of
their limitations. For instance, Al-generated decisions are augmented with confi-
dence levels in power grid use cases, ensuring that human operators understand the
system’s constraints. Finally, UQ contributes to resilience and reliability by ensur-
ing Al systems are not only accurate but also aware of their limitations. This aware-
ness leads to more robust designs and operational strategies, improving the overall
dependability of critical infrastructures.
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4.2.2 Al-Based Methods and Strategies

This section explores four key methodologies and strategies employed in the design
of Al-based models. These models play a crucial role within the proposed concep-
tual framework, ensuring the fulfillment of objectives related to the analyzed critical
infrastructures.

Knowledge-Assisted Al

Knowledge-assisted Al integrates preexisting knowledge with data-driven methods,
often resulting in hybrid or neuro-symbolic approaches [74, 75]. This knowledge
can come from heuristics, symbolic rules, or physics equations, enhancing general-
ization, particularly in data-scarce environments. While such knowledge improves
transparency and interpretability, it may not cover all possible scenarios, necessitat-
ing data-driven elements to fill gaps, resulting in knowledge-assisted Al approaches.
In the closely related area of “informed machine learning,” key classification factors
of existing approaches include the source, representation, and integration of knowl-
edge [75].

The primary goal of knowledge-assisted Al is to enhance system performance
rather than add new functionality, making Al systems more robust, interpretable,
and generalizable. These are of particular importance in the considered critical
infrastructures, and evaluation could specifically target these aspects by, for exam-
ple, testing the system under abnormal conditions. Knowledge structured in an
accessible format helps establish cross-domain applicability, whereas more exotic
formats could be useful in domain-specific applications. The type of knowledge that
could be considered varies from one domain to another. For example, in power
grids, the physics constraints or expert knowledge could be exploited by the models
to provide a more robust and compliant set of actions.

While various approaches to knowledge-assisted Al systems have been explored,
fewer studies have directly examined their impact on decision-making. Decision-
making in Al is primarily studied in reinforcement learning (RL), which can be
categorized into model-based and model-free methods. Model-based approaches
learn an explicit model of the environment, typically using supervised learning
techniques, and could, therefore, benefit directly from neuro-symbolic and informed
machine learning methods surveyed by van Harmelen and Teije [74] and Von
Rueden et al. [75].

In contrast, model-free methods do not rely on an explicit model but can still
incorporate different types of knowledge. For example, prior works have leveraged
logical rules for high-level transitions [76—79], spatial invariances [80], knowledge
graphs [81], differential equations [82], and human feedback [83—85].
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Meta-Awareness for Al Assistants

Meta-awareness in Al assistants is essential for effective human-Al teaming, where
Al systems complement human operators by handling large data volumes while
humans manage unforeseen and edge-case situations [41]. Unlike ML-based sys-
tems that lack causal reasoning, Al assistants must anticipate events, manage uncer-
tainty, and flag anomalous situations [86, 87]. To enhance reliability, Al systems
should quickly learn from failures, alert users to high-uncertainty states, and ensure
meaningful human control [34], emphasizing the need for Al-based systems to have
a level of meta-awareness. This awareness enables them to recognize situations that
exceed their capabilities and prompts them to seek human assistance (e.g., send
alarms to the operator when the proposed actions are of low confidence).

In the context of the proposed conceptual framework, the meta-awareness frame-
work considers the following phases: (1) monitoring infrastructure with contextual
knowledge extraction [88], (2) predicting system behavior and anomalies using
uncertainty quantification, and (3) transferring control to humans when uncertainty
is high [89]. Deferral mechanisms, such as those in Bondi et al. [90], enable Al to
decide when to defer to human judgment based on uncertainty levels and opera-
tional context, ensuring reliable Al-assisted decision-making.

Figure 13 illustrates a prototype of a deferral mechanism that, following the
nomenclature proposed by Bondi et al. [90], learns to defer decision-making from
the AI model to a human. This mechanism considers aleatoric and epistemic uncer-
tainty, as well as the network context, and the rule-based system can also include a
constraint related to the deferral rate (i.e., an acceptable level of human effort or the
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Fig. 13 Prototype schematic of a deferral mechanism that learns to defer decision-making from
the Al model to a human
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attention budget). This can be evaluated in real time (i.e., for the current operating
scenario) or predicted for the next lead time, where aleatoric uncertainty needs to be
considered in the model.

Human-AI Co-learning

Human-AlI co-learning, often referred to as human-Al teaming or human-machine
collaboration, aims to establish a continuous and mutual learning process between
humans and Al systems. Unlike traditional Al-human interactions, co-learning
focuses on leveraging the strengths of both agents while mitigating their respective
weaknesses, leading to superior team performance.

A preliminary design for a co-learning Al agent is inspired by the work of van
den Bosch et al. [91], which outlines six essential models that an Al system must
develop and refine to enable effective collaboration. These include the taxonomy
model (shared language), team model (work agreements and hierarchy), task model
(knowledge about tasks and strategies), self-model (AI’s internal state), Theory-of-
Mind model (understanding human agents’ inner states), and communication model
(exchange of information based on shared understanding).

These models collectively enable the Al agent to align with human cognition,
adapt dynamically, and foster productive interactions within the team.

As illustrated in Fig. 14, these models interact through structured information
flows, ensuring that Al agents can process human communication, infer behavioral
cues, and communicate their internal states transparently. This approach provides a
conceptual foundation for human-Al co-learning, offering insights into necessary
functionalities without yet specifying technical implementations.

An example of co-learning is Al-assisted human rescheduling in railway opera-
tions, where human and Al capabilities could be improved in parallel. Human feed-
back could be used to improve future Al recommendations, and Al systems support
human learning by providing contextual evidence for or against specific re-
scheduling hypotheses.

Multi-Objective Reinforcement Learning

Designing multi-objective Al agents requires addressing both training and opera-
tional phases while integrating human preferences. In training, the Al optimizes a
total reward function, R, which aggregates individual objectives through a sca-
larization function (R;, R,, ..., R,) [92]. Without human input, this function must be
predefined, though a more flexible but complex alternative would be training an
agent to handle multiple reward combinations dynamically.

During operation, Al-generated solutions are ranked by R,, and presented to
human operators, who may override the AI’s ranking based on their expertise,
implying an implicit preference function different from the predefined function
U. To refine Al decision-making, a feedback loop is introduced, capturing
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discrepancies between Al recommendations and human choices. Ideally, this data
would be used to adjust the AI’s reward function to better reflect expert preferences,
although perfect alignment may be unattainable. Instead, heuristic methods devel-
oped in collaboration with experts can help approximate a suitable U-function.

A roadmap for developing multi-objective Al agents emphasizes a progressive
approach, beginning with heuristic models and visualization tools (e.g., spider
charts) to enhance explainability and transparency before integrating human feed-
back. The final step involves refining the utility function through iterative learning.
Figure 15 illustrates a multi-objective visualization in a power grid congestion man-
agement use case, where operators select among Al-generated actions based on
multiple conflicting objectives. Recording operator choices inform future Al adjust-
ments, fostering alignment between human and Al decision-making.
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4.3 Human-Al Interaction in Critical Infrastructures

Within the conceptual framework and in the context of human-Al interaction, three
human-AI teamwork configurations are considered: (1) Al-assisted human control
(human in control), (2) joint human-Al decision-making (including co-learning),
and (3) autonomous Al (human as supervisor). In cognitive engineering, these sce-
narios are embedded in the notion of “stages and levels of automation” (see Fig. 20).
At each stage, the levels of automation consider the division of roles and responsi-
bilities between humans and machines and the delegation between the two of both
autonomy (i.e., how independently the system is permitted to initiate system
changes) and authority (i.e., the level of automation capability available to the
system).

The following sections describe in greater detail the interaction scenarios, the
design steps based on existing frameworks, and the hypervision tool, which pro-
vides the human operator with real-time insights, system diagnostics, and perfor-
mance analytics, enabling better oversight and informed decision-making.

4.3.1 Interaction Scenarios

This section describes the three interaction levels between humans and Al that can
be leveraged within the proposed conceptual framework based on the observed
context.

Human in Full Control

This refers to scenarios where humans retain ultimate authority over decisions and

actions influenced or assisted by Al systems. This concept emphasizes that while Al
can provide insights, recommendations, or even perform tasks, the final
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decision-making power rests with humans. Overall, maintaining human control in
Al interactions ensures that technology serves to augment human capabilities (cog-
nitive processes) while safeguarding against unintended consequences or misuse.
The logical view corresponding to this mode of interaction is shown in Fig. 16. In
addition to the observed context, the digital environments provide us with a set of
tools to simulate real scenarios, enabling the assessment of the decision’s impact
before its application in a real-world context. When an event occurs, human opera-
tors should take some actions (decisions) to keep the environment in a stable state.
They could interact with Al assistance to enhance their capabilities (exploration) at
the decision-making step. The Al assistant may also provide explanations to guide
human operators in the selection of recommendations. Once a candidate’s decision
is made by the human operator, the regulatory agent can verify the trustworthiness
of the decision through various KPIs. This mode of interaction is required for both
use cases of the power grid domain and the airspace sectorization assistant in ATM.

Human-AI Co-learning

Human-AlI co-learning in the context of critical infrastructure involves a synergistic
partnership where humans and Al systems continuously learn from each other to
enhance the efficiency, reliability, and resilience of essential services. This collabo-
ration is crucial for managing infrastructure such as power grids, water supply sys-
tems, transportation networks, and cybersecurity frameworks. In this co-learning
process (see Fig. 17), Al systems can analyze vast amounts of data in real time,
identify patterns, and predict potential issues before they occur. For example, in a
power grid, Al can monitor the network and detect anomalies that might indicate a
fault. Human operators, on the other hand, bring contextual understanding and
decision-making capabilities that Al lacks. They can interpret Al-generated insights
within the broader context of socioeconomic and environmental factors, make
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nuanced decisions, and adapt strategies as needed. In co-learning, the human learn-
ing process is explicitly supported by Al to increase human decision-making skills
and cognitive processes. The overarching goal is to continuously improve human
mental models about the environment, the Al, the self, and the cooperation with
other people. Al can support these learning processes in different ways (e.g., by
checking human assumptions or by mirroring his/her decision-making patterns). It
is crucial that the collaboration between humans and Al is deliberately designed in
such a way that it supports the human learning processes. Moreover, humans can
provide feedback to Al systems, refining their algorithms and improving their accu-
racy over time. This feedback loop ensures that Al systems are not static but evolve
based on real-world experiences and expert knowledge. In critical infrastructure,
this means that Al can help anticipate and mitigate risks more effectively, to improve
human-AI joint decision-making. This mode of interaction is required by the
Al-assisted human rescheduling in railway operation and flow and airspace man-
agement assistant in ATM.

Human as Supervisor

Autonomous Al systems with human supervision (see Fig. 18) in the context of
critical infrastructure refer to Al technologies that operate independently to manage
and control essential networks like the power grid, railway, air traffic sectors, and
information and communication networks. These Al systems use advanced algo-
rithms and ML to monitor, analyze, and make decisions to optimize performance,
detect anomalies, and respond to emergencies. However, given the high stakes and
potential risks associated with critical infrastructure, human supervision remains
crucial. This supervisory role involves overseeing the AI’s decisions, intervening in
complex or unforeseen situations, and ensuring that the Al operates within ethical
and regulatory boundaries. Humans provide the necessary oversight to manage the
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Fig. 18 Human as supervisor or autonomous Al scenario

AT’s limitations, address biases, and make judgment calls that require human intu-
ition and experience. This is an extremely demanding task for humans and, there-
fore, requires appropriate automation transparency as well as targeted leverage
points for interventions. In summary, while autonomous Al can significantly
enhance the efficiency and reliability of critical infrastructure, the human supervisor
ensures safety, accountability, and compliance, creating a balanced and effective
system. This is required by the automated rescheduling in railways operations,
where a human as supervisor ensures the reliability and effectiveness of Al-based
decisions and could override Al recommendations.

4.3.2 Describing and Designing Human-AI Interaction

For describing and designing human-Al interactions, cognitive engineering offers
insights from human-automation teamwork, emphasizing shared control, autonomy,
and transparency. However, a universal design framework is lacking. The proposed
conceptual framework explores integrating two complementary frameworks: JCF
[25, 94], which focuses on planning and executing activities among agents, and
Ecological Interface Design (EID) [95], which enhances transparency by visualiz-
ing constraints. Both are rooted in Cognitive Systems Engineering (CSE), which
prioritizes designing interactions based on the work environment rather than spe-
cific agents. Figure 19a illustrates this triadic approach, where JCF structures activi-
ties, while EID ensures clarity in decision-making by depicting system constraints.
Combining these frameworks allows for a structured approach to human-Al col-
laboration, where EID dictates what information to display and JCF determines
when and how it should be presented to support decision-making. Figure 19b repre-
sents this integration, showing how Al can enhance perception and action leverage
at different abstraction levels, ensuring alignment between what is seen, decided,
and executed.
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Fig. 20 Stages and levels of automation modeled after human information processing steps [93]

The proposed conceptual framework considers three human-Al teamwork con-
figurations: Al-assisted human control (human in control), joint human-Al decision-
making (co-learning), and autonomous Al (human as supervisor). These scenarios
align with the established “stages and levels of automation” model (Fig. 20), which
determines how autonomy and authority are distributed between humans and Al
across four stages: information acquisition, integration, decision selection, and
action implementation. In Al-assisted control, Al supports human decision-making
but does not execute actions. In joint decision-making, Al and humans work in par-
allel, learning from each other’s actions. In autonomous Al, the system operates
independently, with human intervention reserved for system failures. The appropri-
ate level of automation depends on operational context and system capabilities,
meaning a universal model does not exist and must be tailored to specific applica-
tions. Figure 20 links these automation levels to the interface design from Fig. 19b,
showing how AI’s role in decision-making evolves based on its autonomy level.



388 R.J. Bessa et al.

4.3.3 Hypervision

Today’s supervision tooling is inherited from successive waves of IT implementa-
tion over the last decades: operator supervision over many screens and applications
leaves the user the cognitive load to prioritize, organize, and link disparate dis-
played information and alarms before considering any decision or action.

More variable and complex infrastructure dynamics—driven, for example, by
energy transition on electric transmission systems—tend to increase the complexity
of tooling: in such a context, supervision becomes impractical, with numerous and
complex information to process and non-integrated applications under heteroge-
neous formats. It contributes to the problem of information overload, which dilutes
the operator’s attention. To be effective at continuous decision-making, it is often
important to focus on the highest priority task at a time, using only the most relevant
information. The sub-optimal design of human-machine interfaces and interactions
has even been identified as a risk factor for human error in operations [96].

Hypervision aims to deliver the right information to the right person at the right
time while tracking user progress for each task [97]. It provides a unified interface
that synthesizes key information and centralizes real-time business events to sup-
port decision-making and task prioritization. Operators use Hypervision to under-
stand the operational context, diagnose alerts, and implement solutions efficiently.

By enhancing event prioritization and syncretization, hypervision goes beyond
real-time monitoring to anticipate future tasks through forecasting. This shift moves
the focus from alarm management to proactive task completion (see Fig. 21a).

Hypervision is structured into four layers as shown in Fig. 21b: Synthesis, which
integrates data from various online tools; Formatting, which determines the best

Supervision @
ENEEN
Y\
: | (==
User interface

111 I
|
. . . . Rendering

Hypervision

N N

=

(a) (b)

Hypervision

Fig. 21 Hypervision, providing unified interface that synthesizes key information and centralizes
real-time business events to support decision-making and task prioritization. (a) From supervision
to hypervision. (b) Hypervision implementation
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way to present information (text, tables, graphs, etc.); Rendering, which connects
formatted data to context (e.g., visualizing line overloads on a map); User Interface,
which supports synthesis, prioritization, human-machine interaction, and collabora-
tive decision-making.

As an example of hypervision, Amokrane-Ferka et al. [98] propose a virtual bidi-
rectional assistant to support augmented decision-making in complex steering sys-
tems (Cockpit and Bidirectional Assistant (CAB) project'). This assistant
continuously learns from real-time data flows and human decisions, enabling seam-
less interaction between human experts and Al. As can be seen in Fig. 22, the inter-
face follows a hypervision-based framework with multiple panels: a context panel
for real-time environmental visualization, a timeline panel for tracking past events,
an alerts panel for notifying operators of risks and system changes, and a recom-
mendations panel that provides Al-driven suggestions. Operators can choose to fol-
low these recommendations based on their expertise and the complexity of the
situation.

A major focus of this approach is enhancing the explainability of Al-generated
recommendations to support human decision-making. The assistant dynamically
assesses the operator’s profile and cognitive workload to tailor the flow of informa-
tion, ensuring optimal handling of complex or atypical situations. The system aims
to improve situation awareness, reduce cognitive overload, and enhance overall effi-
ciency by adapting recommendations and interactions to the operator’s needs.
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Fig. 22 Example of hypervision interface (CAB project)
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5 Epistemological and Philosophical Foundations
of Trustworthy AI and Their Adaptation
for the Conceptual Framework

This subsection investigates the epistemological and normative foundations of the
notion of Trustworthy AI (TAI) and analyses the different components of risk and
their application to AI with a particular focus on safety-critical systems. The goal
is to lay the foundation, from an epistemological and philosophical perspective,
for a non-calculative approach to Al risk assessment. The starting point is the
assessment list for TAI (ALTAI) elaborated by the high-level expert group
appointed by the European Commission. The endpoint is a revised and improved
ALTALI that focuses on key requirements for safety-critical systems and takes into
consideration, when needed, the three main components of risk (hazard, exposure,
vulnerability). Overall, this part of the conceptual framework aims at devising a
theoretical approach capable of dealing with risk and uncertainty that is difficult
to quantify, suggesting that some problems must be addressed with methods that
have a philosophical—or at least non-purely quantitative—nature.

5.1 The Epistemological and Normative Grounds
of the Notion of TAI

The notion of TAI plays a central role in ensuring Al systems are developed and
deployed responsibly, particularly within the European Union’s ethics-based regu-
latory framework. According to the European Commission’s Ethics Guidelines for
Trustworthy A, TAI must be lawful, ethical, and robust throughout the system’s life
cycle. However, there is ongoing debate about what constitutes trustworthiness in
Al and whether it is feasible for all systems. Explainability, for example, is widely
considered essential for TAI but remains challenging in many Al applications.
Furthermore, some critics argue that the concept of TAI is more of a marketing
strategy than a meaningful ethical framework, as Al lacks the motivations and moral
obligations that are fundamental to interpersonal trust [99, 100]. Consequently,
some scholars question whether attributing trustworthiness to Al is conceptually
valid or simply a form of ethics washing.

Despite these criticisms, in the design of the conceptual framework, the value of
applying the notion of trustworthiness to Al is substantial, as it integrates both tech-
nical reliability and ethical acceptability. This aligns with the European Ethics
Guidelines for Trustworthy Al and the ALTAI framework, which the conceptual
framework uses to assess risks, establish requirements, and validate Al systems.
However, to avoid conceptual errors, a distinction is made between trustworthiness
in human-human (H-H) and human-AI (H-AI) interactions [101]. While both H-H
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and H-AI trust involve reliability and ethics, they differ in how ethical consider-
ations manifest. Human trust relies on goodwill and moral obligations, whereas Al
trustworthiness is based on compliance with ethical requirements. For example, in
a use case where an Al assistant is transferred from simulation to real-world opera-
tion, Al must be designed to prevent human manipulation, such as misleading feed-
back or misuse of the Al learning process. By acknowledging these differences, it is
ensured that TAI remains a practical and meaningful framework for developing
ethical and technically robust Al systems.

5.2 Al-Related Risk and Uncertainty

The notion of TAI not only integrates crucial aspects of Al system design, deploy-
ment, and assessment but also plays a key role in addressing Al-related risk.
Traditionally, trust and trustworthiness have been associated with situations of risk
and vulnerability [102], making risk assessment a central concern for the concep-
tion of the framework. However, risk itself is a complex concept with no universally
accepted definition. The classic definition by the Royal Society [103] emphasizes
probability, while modern interpretations define risk as the combination of an
event’s probability and its consequences [104]. This perspective is also reflected in
the AI Act, which considers risk as the likelihood and severity of harm (Art. 3, 2).
However, the AI Act does not further articulate how risk should be assessed or miti-
gated, making it necessary to refine the methodological foundations of Al-related
risk assessment.

5.2.1 The Components of Risk

A structured approach to risk assessment, often used in disaster risk management,
breaks risk into three key components: hazard, exposure, and vulnerability. Hazard
refers to the source of potential harm, such as system malfunctions, and is typically
assessed through probabilistic estimates. Exposure considers the entities—people
or material assets—that could be affected by the hazard. Vulnerability refers to the
factors determining how susceptible these entities are to harm. Risk arises from the
interaction of these three components, meaning even a low-hazard system can pose
significant risks if exposure or vulnerability is high. Conversely, high hazard levels
do not automatically translate into high risks if exposure and vulnerability are mini-
mal. This multi-component analysis, commonly used in natural risk management, is
also applicable to technological risks, including Al-related risks. As illustrated in
Fig. 23, different Al systems may present risks due to varying levels of these com-
ponents, enabling targeted mitigation strategies such as restricting access to
Al-based services or reducing user vulnerability.
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Fig. 23 Al-related risk and its components

5.2.2 Uncertainty

Risk assessment often assumes that potential outcomes can be assigned precise
probabilities, yet this is rarely realistic, especially in Al-related scenarios [105].
While probabilistic models, including second-order probabilities and probabilistic
intervals, can sometimes quantify uncertainties, large-scale deployments of innova-
tive technologies pose additional challenges. In many cases, historical data is insuf-
ficient to inform probability estimates, leading to deep uncertainty where even
approximate probabilities are difficult to assign [106]. To address this, Al risk
assessment must go beyond the design phase and involve continuous evaluation in
real-world contexts. The tool provided in the following pages is designed for ongo-
ing assessments, ensuring that Al systems remain aligned with safety and ethical
considerations throughout their life cycle.

5.3 A Non-calculative Tool for Risk Assessment
in Safety-Critical Systems

In the design of the conceptual framework, the multi-component analysis of risk
serves as the foundation for applying the ALTAI framework to a specific context.
ALTALl is structured around seven key requirements central to TAI: Human Agency
and Oversight, Technical Robustness and Safety, Privacy and Data Governance,
Transparency, Diversity and Fairness, Societal and Environmental Well-being,
and Accountability. However, in the case of considered safety-critical systems,
four of these requirements—Human Agency and Oversight, Technical Robustness
and Safety, Societal and Environmental Well-Being, and Accountability—are
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particularly relevant. These requirements align well with the multi-component
risk analysis and help address key challenges, such as the risk of overreliance on
Al systems. For example, Requirement #2 (General Safety) from ALTAI, which
asks whether threats to an Al system have been identified, can be refined by con-
sidering hazard (the probability and impact of threats), exposure (the system’s
susceptibility to threats), and vulnerability (measures taken to reduce susceptibil-
ity). Similarly, the requirement related to Societal and Environmental Well-Being
is refined by assessing de-skilling risks in terms of affected skills, workforce, and
vulnerability.

In addition to adapting ALTAI’s questions, a requirement on risk acceptability is
proposed, recognizing that acceptable levels of risk depend on context and available
alternatives. Unlike ALTAI, which primarily functions as a tool for ex post self-
assessment, the proposed approach reconceives ALTAI’s questions as positive
requirements to be applied during the design phase. This shift encourages proactive
responsibility in Al development, ensuring that safety-critical systems are assessed
for risk mitigation from the outset rather than as an afterthought. The key require-
ments, tailored for the conceptual framework’s specific needs, are summarized in
Table 4.

Table 4 Summary of the key requirements derived from the ALTAI framework and adapted for
conceptual framework’s safety-critical systems

Relevant ALTAI | Relevant ALTAI

requirement sub-requirement Conceptual framework’s requirements

#1 Human Human agency and |« Make sure that users are adequately informed about
agency and autonomy (1) the fact that they are interacting with an Al system
oversight and (2) the kind of inferential mechanism behind the

system’s output

» Establish mechanisms for (1) preventing
overreliance on the system and (2) monitoring the
actual use of the system to constantly check for
overreliance dynamics, especially in those scenarios
with scarce data

* Assess the risks stemming from overreliance by
considering these risks in terms of hazard (the potential
harming consequences of overreliance), exposure
(people and assets exposed to such harm), and
vulnerability

e Make sure that humans maintain meaningful control
over the system and that their autonomy is not limited
by a loss of competence due to their regularly
outsourcing decisions—e.g., by blindly following
recommendations—to the Al system (cf. [107])

Human oversight |+ Besides giving human operators specific training on
how to exercise oversight, make sure that they are
provided information on the basic working principles of
RL as well as on its risks

(continued)
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Table 4 (continued)

Relevant ALTAI
requirement

#2 Technical
robustness and
safety

#6 Societal and
environmental
well-being

Relevant ALTAI
sub-requirement

Resilience to
attacks and security

General safety

Accuracy

Reliability, fallback
plans, and
reproducibility

Environmental
well-being

Impact on
work and skills

R.J. Bessaet al.

Conceptual framework’s requirements

* Assess the risks stemming from potential hazards
related to technical faults, outages, attacks, as well as
inappropriate and malicious use

* Identify the people and material assets exposed to
the potential harm resulting from such hazards

¢ Implement strategies to reduce the vulnerability to
such hazards of (1) the system and (2) the exposed
people and assets

¢ Plan regular monitoring to continuously assess the
involved risks and collect information on the system’s
real-world deployment

* Identify possible threats by considering both their
probability of occurrence and their magnitude/impact
on the system

* Identify the system’s levels of exposure to such
threats, both in terms of quantity and duration

¢ Implement sufficient measures to make the system
less vulnerable to such threats

¢ Identify risks stemming from low levels of accuracy
of the system by identifying possible hazards, the
related levels of exposure, and the vulnerability of
exposed people and assets, as well as measures to
reduce such vulnerability

* Since the deployment of Al systems is often
characterized by elements of uncertainty, make sure that
the introduction of the system occurs in different steps
so that it is possible to evaluate risks in progressively
broader controlled contexts

¢ Identify the potential environmental impact of the
system by considering both the training and the
deployment phases

* Assess whether and how the systematic deployment
of the system might cause human de-skilling by
identifying:
— The affected skills and the magnitude of the
phenomenon
— The affected workforce
— The contexts and features that make humans more
or less prone to de-skilling, taking measures to
mitigate de-skilling risks and providing training and
material to enable re- and up-skilling
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Table 4 (continued)
Relevant ALTAI | Relevant ALTAI

requirement sub-requirement Conceptual framework’s requirements
#7 Risk management | Organize risk training to ensure that all three
Accountability components of risk are considered

¢ Put in place by-design mechanisms in case of
applications that can adversely affect individuals in
terms not only of hazard but also exposure and
vulnerability

Additional * Given a certain system and the involved risks, make sure that there are no
requirements on | alternative options (with or without the use of Al) reasonably involving
risk acceptability | lower levels of risk in view of comparable positive outcomes

6 Conclusions

This chapter presented a conceptual and technology-agnostic framework designed
to integrate Al into decision-making processes in cross-sector critical infrastruc-
tures while maintaining an appropriate balance between automation and human
oversight. The framework fosters collaboration between human operators and Al
systems. Through an iterative co-learning approach, human operators engage with
Al refining system behavior and enhancing decision quality over time. Furthermore,
the framework supports real-time operations by incorporating integrated informa-
tion and predictive insights, allowing for corrective and preventive actions at differ-
ent levels of automation.

More precisely, the conceptual framework was shaped by systems engineering
principles, which supported the identification of requirements, functionalities, and
interactions among various components. It was further grounded in three critical
infrastructures—power grids, railways, and air traffic management—along with
their respective use cases. Insights from human cognition and decision theory were
applied to inform the decision-making model and to establish a foundation for
human-AI interaction. Established procedures for requirements definition and risk
assessment, such as IEC 62559-2, ISO/IEC TR 24030, and the ALTAI assessment
tool, were adopted to ensure a structured and standardized approach. When inte-
grated into the proposed framework, it provides a foundation for developers and end
users to incorporate essential requirements from the initial stages of Al-based sys-
tem design, fostering seamless integration and compliance with evolving regulatory
landscapes.

Finally, this work highlights that integrating Al into high-risk applications and
sectors extends beyond the Al component or software itself—it requires a holistic
perspective that considers the entire socio-technical system in which the Al solution
operates. Achieving this demands an interdisciplinary approach to shift from indi-
vidual decision-making toward collaborative human-Al decision-making, drawing
from fields such as philosophy and cognitive engineering. In other words, the suc-
cessful adoption of emerging technologies demands a comprehensive understand-
ing of the broader operational and social context in which they are deployed.
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